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1. INTRODUCTION

This document provides an overview of Traka Web and explains in detail how to install and configure the various
components that make up the Traka Web distributed Key Management Administration system.

The Traka Web system is made up of 6 separate components:

- Web Front End

- Business Engine Service

- Communication (Comms) Engine Service
- Admin Application

- Database

- Traka Touch

Architecture Diagram:

Web Front End

Business Engine

Communication Engine

_, Database
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1.1 WEB FRONT END

The Web Front End is a ‘Web based Application’ built using the Microsoft .NET Framework and forms the presentation
layer of the Traka Web system.

This Web Application allows the securely logged-in user to oversee and administer associated Traka Touch systems.
Depending on the permissions granted, administrators can perform tasks such as editing and configuring User, iFob
and Item records, plus configure access permissions individually or via groups. A dashboard provides a quick overview

of individual Traka Touch systems showing current status and various activities. A full audit trail is available along with
various statistics which provide administrators with all the tools required to manage the systems on a daily basis.

The Web Front End can authenticate users using either basic authentication where the user is asked for a username
and password, or using Windows authentication where the user is authenticated automatically using their Windows
Domain credentials.

The Web Front End connects to the Business Engine Service via a secured connection using an X509 certificate.

The Web Front End must be run on a Web Server that has access to the server that the Business Engine Service will
be running on.

1.2 BUSINESS ENGINE SERVICE

The Business Engine Service is the business layer of the Traka Web system and runs as a Windows service.

The Traka Web Business Engine Service is central to the Traka Web system and provides the Traka Web Front End
with all of its required data and services. As well as connecting to the Traka Web Front End the Business Engine
Service also connects to the backend database and the Comms Engine Service via a secured connection using an X509
certificate.

The Business Engine Service must be run on a server that has access to the server running the Comms Engine
Service.

1.3 COMMS ENGINE SERVICE

The Comms Engine Service is the communication layer of the Traka Web system and runs as a Windows service.

The Comms Engine Service controls all of the communication to and from the Traka Touch Systems and transmits this
information back to the Business Engine where it is processed.

The Comms Engine Service must be run on a server that has access to the server running the Business Engine Service
and the Comms Engine Service must be able to connect to the Traka Touch Systems.

1.4 DATABASE

The first release of Traka Web supports Microsoft SQL Server 2012 and above (including the Express edition) as its
backend database server.

The Business Engine Service is the only component that connects to the database using a single secure account that is

configured via the Admin Application. The Admin Application can connect to the database, but only has access to
administration functions.
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1.5 ADMIN APPLICATION

The Admin Application is a Windows based administrative tool that allows the initial setup and configuration of the
Traka Web system. This application provides the ability to create the Traka Web database from scratch, as well as
creation and configuration of the Business Engine, Comms Engine and Traka Touch system records.

The Admin Application can be run on any server that has access to the Business Engine Service.

1.6 TRAKA TOUCH SYSTEMS

The Traka Touch systems provide the physical element of the Traka solution for managing items such as keys and
other assets. The Traka Touch systems are modular, and come in a variety of shapes and sizes depending on customer
requirements. Below represents an example of the Traka Touch S-Series with 70 keys.
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1.7 INFRASTRUCTURE CONSIDERATIONS (TYPICAL SYSTEM REQUIREMENTS)

Before installing the Traka Web system, consideration should be made to the size of the system, e.g. total number of
Traka Touch systems and total humber or users expected to be setup on the system to decide how the system
infrastructure should be arranged.

It is possible to run all of the Traka Web components on the same server if required. The guidance below assumes that
the Traka Web components are the only additional software (over and above the OS) installed on the server. They
should serve as a guide only. Please contact Traka Technical Support or your Account Manager to discuss your specific
requirements. Listed below are typical server specifications:

e Windows Server 2016 with IIS10
(3GHz Xeon, 8GB RAM, 500 GB HD)

e Windows Server 2012 R2 with IIS8.5
(3GHz Xeon, 8GB RAM, 500 GB HD)

¢ Windows Server 2012 with IIS8
(3GHz Xeon, 8GB RAM, 500 GB HD)

¢ Windows 10 (Professional or Enterprise editions) with IIS10
(3GHz i3, 8GB RAM, 500 GB HD)

¢ Windows 8.1 (Professional or Enterprise editions) with I1S8.5
(3GHz i3, 8GB RAM, 500 GB HD)

¢ Windows 8 (Professional or Enterprise editions) with IIS8
(3GHz i3, 8GB RAM, 500 GB HD)

¢ Windows 7 SP1 (Professional or Enterprise editions) with IIS7.5
(3GHz i3, 8GB RAM, 500 GB HD)

e 32 or 64 bit support
Physical or Virtual machine support
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2. PREREQUISITES

The following Client Browsers are supported:

Internet Explorer (v9 minimum but latest version recommended)
Google Chrome (latest version recommended)

Mozilla Firefox (latest version recommended)

Safari (latest version recommended)

The following Databases are supported:

SQL Server 2012 and above (incl. Express version) and may be configured to ‘Mixed Mode Authentication’ or
‘Windows Authentication’.

This document describes how to setup the Traka Web software components. It is assumed that the installer already
has some knowledge of managing and administering a Windows based computer.

The following items should be checked before beginning the installation of Traka Web:

Install Microsoft.NET Framework 4.5 by running the following file on your server -
NDP451-KB2858728-x86-x64-AllOS-ENU.exe. This file is included with the Traka Web install files inside
the ‘Prerequisites’ folder, but can also be downloaded here: http://www.microsoft.com/en-
us/download/details.aspx?id=40779. If you encounter Error 0x800F0906 during the installation of
Microsoft.NET on Windows 8 then please follow the procedure outline in the ‘Troubleshooting’ section of
this document.

NOTE: Traka recommends that you have the latest Microsoft Windows Security fixes applied via Windows
Update to ensure optimal compatibility with the Traka Web installation for supported Operating Systems.
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2.0 WINDOWS SERVER 2012 R2

This section describes the steps required following a new installation of Windows Server 2012 R2.

The server operating system should have all of the latest updates from Microsoft installed.

2.0.1 1IIS

1. Go to: Server Manager > Add Roles and Features.

2. Navigate to the Installation Type page of the Wizard and select ‘Role-based or feature-based installation’.

Add Roles and Features Wizard IL‘E-

DESTINATION SERVER

Select installation type GRAAD Server2e2

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

@) Role-based or feature-based installation
Configure a single server by adding roles, role senvices, and features.

) Remate Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous Next > nsta Cancel

3. Click Next and then select the ‘Select a server from the server pool’ option from the Server Selection page.

Select destination s

Before You Begin

Installation Ty

Serv

Add Roles and Features Wizard [= = [

DESTINATION SERVER

erver OR-RAD-Senver2012

Select a server or a virtual hard disk on which to install roles and features.

®) Select a server from the server pool
O Select a virtual hard disk

Server Pool

Filter: |

Name IP Address Operating System

OR-RAD-Server2012 10.239.229.146  Microsoft Windows Server 2012 R2 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

4. Select the required server from the list and click Next.

5. From the Server Roles page click ‘Web Server (IIS)’ and a popup will appear as shown below. Click Add

Features and then click Next.
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DESTINATION SERVER
OR-RAD-Server2012

Select server roles

Select one or more roles to install on the selected server.

Roles Add features that are required for Web Server (115)?

The following tocls are required to manage this feature, but do not
have to be installed on the same server.

[] Application Server
[] DHCP Server
] DNS Server

4 Web Server (lI5)

[ Fax Server 4 Management Tools
[H] File and Storage Services (1 of 12 installed) [Tools] 115 Management Console
[ Hyper-V

[ Network Pelicy and Access Services
[] Print and Document Services

[[] Remote Access

[] Remote Desktop Services

[ Volume Activation Services

[MRWeb Server (IIS)

[ Windows Deployment Services

Include management tools (if applicable)

[[] Windows Server Essentials Experience

[ Windows Server Update Services
P

<Previous | [ Net> | [ insti | [ Cancel |

6. Expand .NET framework 3.5 and 4.5 Features and tick the boxes shown below.

DESTINATION SERVER
Select features ORRAD-Serverz012
Before You Begin Select one or more features to install on the selected server,
Installation Type Features Description
S ST pl NET Framework 3.5 Features - ASP'NE{“'E' [IEI=ET SETR
Server Roles for running ASP.NET 4.5 stand-alone
.NET Framework 3.5 (includes .NET 2.0 and 3.0} applications as well as applications
] HTIP Activation = that are integrated with IIS,
Web Server Role {lIS) [] Non-HTTF Activation
Role Services 4 [m] NET Framework 4.5 Features (2 of 7 installed)
Confirmation .NET Framework 4.5 (Installed)
|
b [M] WCF Services (1 of 5 installed)
I [ Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[ BitLocker Network Unlock
[] BranchCache
[] Client for NFS
[] Data Center Bridging
—_—— w
<| [ HE
< Previous | | Mext = | ‘ Install ‘ ‘ Cancel
- ________________________________O_O0O OO 0 0

7. Click Next, and Next again to get to the Role Services page. From here select all the options that are ticked in
the image below.
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4 [H] Web Server (II5)
4 [H] Web Server
4 [m] Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content
HTTP Redirection
[] WebDAY Publishing (Mot installad)
4 [m] Health and Diagnostics
HTTP Logging
[] Custom Logging (Not installed)
[ Logging Tools (Not installed)
[] ODBC Logging (Mot installed)
1 Request Monitor (Mot installed)
[] Tracing (Mot installed)
4 [m] Performance
Static Content Compression
] Dynamic Content Compression (Not installed)
4 [m] Security
Request Filtering
Basic Authentication
[] Centralized 5L Certificate Support (Mot installed)
[] Client Certificate Mapping Authentication (Not installed)
] D gest Authentication (Not installed)
[ 1S Client Certificate Mapping Authentication (Not installed)
1 IP and Domain Restrictions {Not installed)
[1 URL Autharization (Mot installed)
Windows Authentication
4 [m] Application Development
NET Extensibility 3.5
NET Extensibility 4.5
] Application Initialization (Not installed)
[] ASP {Not installed)
ASP.NET 3.5
ASP.NET 4.5
[ €Gl (Nat installed)
ISAPI Extensions
ISAPI Filters
[ Server Side Includes (Mot installed)
[] WebSacket Protacal (Mot installed)
B[] FTP Server (Not installed)
4 Managerment Tools
lI5 Management Console
4 lI5 6 Management Compatibility
IIS 6 Metabase Compatibility
] 1S 6 Management Conscle
] 15 6 Scripting Tools
] 15 6 WMI Compatibility

8. Click Next and then Install.

9. Please now refer to the Installation section.
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2.1 WINDOWS SERVER 2016

This section describes the steps required following a new installation of Windows Server 2016.

The server operating system should have all of the latest updates from Microsoft installed.

2.1.1 IIS
1. Go to: Server Manager > IIS.

2. Select the required server and right click. Next select ‘Add Roles and Features’ from the list.

B Server Manages

@ *  Server Manager * IIS | 7 Masge Toos

T8 Dashboard © ,S.ER‘VE:{S kel
B Local Server - =
& All Servers - \ <
R File and Storage Services b Sardertiame

o s

WIN-T2TUIIF3DPM 10239229120 Online - Performance counters not started  25/09/2018 16:26:22 00376-30825-15731-AA291 (Activated)

Add Roles and Features
Shut Down Local Server

Computer Management

Windows PowerShell
Configure NIC Teaming
Internet Information Services (IIS) Manager
EVENTS 9
ks | O 0ot Start Performance Counters
Refresh

Copy

e m 8 e v m % &

3. Navigate to the Installation Type page of the Wizard and select ‘Role-based or feature-based
installation’.

[z Add Roles and Features Wizard — O X

Select installation type ity

WIN-T2ZTUIIF3DPM

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

@ Role-based or feature-based installation

Configure z single server by adding roles, role services, and features.

O R Desktop Services i
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous

Insta Cancel
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4. Click Next and then select the ‘Select a server from the server pool’ option from the Server Selection

page.

Select dest

Before You Begi

Installation Type

Server Roles

Features

[z Add Roles and Features Wizard

ination server

- [m] X

DESTINATIOM SERVER
WIN-T2ZTUIIF3DPM

Select a server or a virtual hard disk on which to install roles and features.

n

®

elact a server from the server pool

() Select a virtual hard disk

Server Pool

Filter: |

WIN-72TUIIF3DPM

Name IP Address Operating System

Microsoft Windows Server 2016 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

5. Select the required server from, the list and click Next.

6. From the Server Roles page click to expand ‘Web Server (IIS)’. From here select all the options that are

ticked in the imag

e below and the next page.

& Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Type

Select one or more roles to install on the selected server.

Roles

- ) X

DESTINATION SERVER.
WIN-72TUIF30PM

Description

Faalures

[ Volume Activation Services
PRCTYWeb Server of 43 installed)
4[] Web Server (17 of 34 installed)

4 [m] Commen HTTP Features (5 of € installed)
/| Default Document (Installed)
| Directory Browsing (Installed)
/| HTTP Errors (Installed)
/| Static Content (Installed)
/| HTTP Redirection (Installed)
] WebDAV Publishing

4 W] Health and Diagnostics (1 of 6 installed)
/| HTTP Logging (Installed)
[ Custom Logging
[ Logging Toals
(] ODBC Logging
[ Request Monitor
[ Tracing

4 W] Performance (1 of 2 installed)
| Static Content Compression (Installed)
[ Dynamic Content Compression

4 [W] Security (4 of @ installed)
/| Request Filtering (Installed)
/! Basic Authentication (Installed)
[[] Centralized SSL Certificate Support
[] Client Certificate Mapping Authentication
[] Digest Authentication
| IIS Client Certificate Mapping Authentication (Installed)
[] IP and Domain Restrictions
[ URL Authorization
/| Windows Authentication (Installed)

4[] Application Development (6 of 11 installed)
/| NET Extensibility 3.5 (Installed)
/| NET Extensibility 46 (Installed)
[ Application Initialization
O AsP

/] ASP.NET 35 (Installed)
/| ASP.NET 46 (Installed)
O cel

1 ISAPI Extensions (Installed)
) ISAPI Filters (Installed)
[ Server Side Includes

[ WebSocket Protocol

b [ FTP Server

Web Server (II5) provides a reliable, manageable, and scalable Web
application infrastructure.
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Roles

[ Volume Activation Services
4 [H] Web Server (IIS) (20 of 43 installed)
4 (W] Web Server (17 of 34 installed)
4 W] Common HTTP Features (5 of 6 installed)
+/| Default Document (Installed)
/| Directory Browsing (Installed)
f| HTTP Errors (Installed)
/| Static Content (Installed)
| HTTP Redirection (Installed)
] WebDAV Publishing
4 W] Health and Diagnostics (1 of 6 installed)
/| HTTP Logging (Installed)
[] Custom Logging
[1 Logging Tools
[C] ODBC Lagging
] Request Monitor
[ Tracing
4 [W] Performance (1 of 2 installed)
/| Static Content Comprassion (Installed)
[] Dynamic Content Compression
4 (W] Security {4 of 9 installed)
| Request Filtering (Installed)
/| Basic Authentication (Installed)
[] Centralized SSL Certificate Support
[] Client Certificate Mapping Authentication
[ Digest Authentication
| IS Client Certificate Mapping Authentication (Installed)
[] IP and Domain Restrictions
[] URL Autharization
| Windows Authentication (Installed)
4 (m] lication Development (6 of 11
| .NET Extensibility 3.5 (Installed)
| .NET Extensibility 4.6 (Installed)
] Application Initialization
[ ase
o ASP.NET 3.5 (Installed)
| ASP.NET 4.6 (Installed)
O cal
/| ISAPI Extensions (Installed)
| ISAPI Filters (Installed)
[ server Side Includes
[] WebSocket Protocal
4 [ FTP Server
4 (W] Management Tools (3 of 7 installed)
« 1IS Management Console (Installed)

4 [m] 115 6 Management Compatibility (1 of 4 installad)
| 115 6 Metabase Compatibility (Installed)
[Juse Management Console
[ 115 & Scripting Tools
[ 115 6 WMI Compatibility

+ 115 Management Scripts and Tools (Installed)
O Management Service

[] Windows Deployment Services

[] Windows Server Essentials Experience

[] Windows Server Update Services

7. From the Features page click to expand .NET Framework 3.5 and 4.5 Features and tick the boxes shown

below.

[ HTTP Activation
[ Non-HTTP Activation
4 [W] NET Framework 4.6 Features (3 of 7 installed)
| NET Framework 46 (Installed)
V| ASP.NET 46 (Instalied)
PaC| i of 5 installed]

F

L HTTP Activation
[ Message Queuing (MSMQ) Activation
[ Named Pipe Activation
[ Tcp Activation
7| TCP Port Sharing (Installed)
1 [ Background Intelligent Transfer Service (BITS)
[J Bitlocker Drive Encryption
[ BitLocker Network Unleck
[ BranchCache
[ Client for NFS
[ Containers
[ Data Center Bridging
(] Direct Play
[ Enhanced Storage
[J Failover Clustering
[ Group Policy Management
[ /0 Quality of Service
2| 1IS Hostable Web Core (Installed)
[ Internet Printing Client
[ IP Address Management (IPAM) Server
(] iSNS Server service
[ LPR Port Monitor
[ Management OData IIs Extension
[ Media Foundation
[ Message Queuing
O Multipath 11O
[ MultiPoint Connector
[ Network Load Balancing
[ Peer Name Resolution Protocal
[ Quality Windows Audio Video Experience
[ RAS Connection Manager Administration Kit (CMAK)
[ Remote Assistance
[ Remote Differential Compression
& [ Remote Server Administration Tools.
1 RPC over HTTP Proxy.

Fiz Add Roles and Features Wizard - o x
DESTINATION SERVER
Select features VTR
Before You 8egin Select one or more features to install on the selected server
Insiallation Type Features Description
Server Selection 4 (W) NET Framework 3.5 Festures (1 of 3 installed) ~|  Windows Communication Foundation (WCF) Activation uses
Server Rols Wl NET Framework 3.5 (includes .NET 2.0 and 30) (installed) P e S Meoke appicabcg:emctely)

‘over the netwark by using protocols such as HTTP, Message
Queuing, TCP, and named pipes. Consequently, applications can
start and stop dynamically in response to incoming wark items,
resulting in application hosting that is more robust, menageable,
and efficient.

4 (W] NET Framework 3.5 Features (1 of 3 installed)
« NET Framework 3.5 (includes .NET 2.0 and 3.0) (Installed)
[T HTTP Activation
[[J Non-HTTP Activation
4 (W] NET Framework 4.6 Features (3 of 7 installed)
+ .NET Framework 4.6 (Installed)
| ASP.NET 4.6 (Installed)
«m
[C] HTTP Activation
[C] Message Queuing (MSMQ) Activation
[C] Named Pipe Activation
[T] TCP Activation
| TCP Port Sharing (Installed)

| instan | [ Cancel

[« previous | [ niext >

8. Click Next and then Install.
9. Please now refer to the Installation section.
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2.2 WINDOWS 7

The following sections describe the steps required following a new installation of Windows 7, Windows 8 and Windows

10.
2.2.1 1IIS
1. Open the Control Panel.
2. Select on Programs and Features.
pP—% Programs
I_ 4 Uninstall a pregram
o ! Get programs
3. Click on Turn Windows features on or off.
By Turn Windows features on or off
4. Expand all the options available under the ‘Internet Information Services’ feature and make sure all the tick

NOTE: If any of the options listed below are already selected, do not turn them off.

boxes are ticked as shown below and then click OK.

A - Web Management Tools
IIS 6 Management Compatibility
- IIS 6 Management Console

- IIS Metabase and IIS 6 configuration compatibility

- IIS Management Console

- IIS Management Scripts and Tools

B - WWW Services

Application Development Features

- .NET Extensibility (.NET Extensibility 3.5 & .NET Extensibility 4.5 on Windows 8)

- ASP.NET (ASP.NET 3.5 & ASP.NET 4.5 on Windows 8)

- ISAPI Extensions
- ISAPI Filters

C - Common HTTP Features
- Default Document
- Directory Browsing
- HTTP Errors
- HTTP Redirection
- Static Content

D - Heath & Diagnostics
- HTTP Logging
- Request Monitor

E - Performance Features
- Static Content Compression

F - Security
- Basic Authentication

- Client Certificate Mapping Authentication

- Request Filtering
- Windows Authentication

V6.4 03/05/19
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‘Windows

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled box
means that only part of the feature is turned on.

]

Internet Information Services -~
1 FTP Server
s ] [l | Web Management Tools
= [ | 156 Management Compatibility
, I56 Management Console
o 156 Scripting Tools
J 156 WMI Compatibility
, TI5 Metabase and IS 6 configuration compatibility
1. I5Management Console
1. 5 Management Scripts and Tools

f— 1. 5 Management Service
s =] [0 || World Wide Web Services

= [ |. Application Development Features
J MET Extensibility

| ASP

, ASP.MET

, CGI

) ISAPI Extensions

| ISAPI Filters

) Server-Side Includes
= M | Common HTTP Features
o Default Decument

, Directory Browsing

| HTTP Errors

. HTTP Redirection

) Static Content

J WebDAY Publishing
= [E] |, Health and Diagnostics

J Custom Logging

| HTTP Logging

) Legging Tools

, ODBC Legging

, Request Monitor

m

| Tracing
= [E] |, Performance Features

J Dynamic Content Compression

| Static Content Compression

=1l L. Security

, Basic Authentication

o Client Certificate Mapping Authentication

, Digest Authentication

, TS Client Certificate Mapping Authentication
) IP Security

| Request Filtering

J URL Authorization

[¥] | Windows Authentication -

T m O (@]

5. Please now refer to the Installation section.
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2.3 WINDOWS 8.1

This section describes the steps required following a new installation of Windows 8.1.

2.3.1 1IIS
1. Go to: Control Panel > Programs and Features > Turn Windows Features On or Off.
2. Expand and select all of the options shown in the images below.

NOTE: If any of the options listed below are already selected, do not turn them off.

3. Tick .NET Framework 3.5.

Windows Features - O
Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

=
e

' .MET Framework 3.3 (includes .MET 2.0 and 3.0}
[w] . .MET Framework 4.5 Advanced Services

| Active Directory Lightweight Directory Services
, Hyper-¥

, Internet Explorer 11

, Internet Information Services

3]

, Internet Information Services Hostable Web Core

, Legacy Components

Media Features

, Microsoft Message Queue (MSMO) Server

. Metwork Projection

Print and Document Services

, RAS Connection Manager Administration Kit (CMAE)
, Remote Differential Compression AP| Support
. RIP Listener

. Simple Metwork Management Protocel (SMNMP)
, Simple TCPIP services (i.e, echo, daytime etc)
, SMEB 1.0/CIFS File Sharing Support

, Telnet Client

Telnet Server

TFTP Client

, Windows |dentity Foundation 3.5

, Windows Location Provider

Windows PowerShell 2.0

Windows Process Activation Service

, Windows TIFF IFilter

, Waork Folders Client

XPS Services

KPS Viewer

HEE
SISSsRIIislsls[sfo]s[S[s /s /olals I sl s|s[cfs]s

4. Expand ‘'Internet Information Services’, '‘Web Management Tools’, 'IIS 6 Management Compatibility’
and then tick the features as shown below.
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. WMET Framework 3.5 (includes [MET 2.0 and 3.0)
. MET Framework 4.5 Advanced Services
| Active Directory Lightweight Directory Services
| Hyper-¥
. Internet Explorer 11
= [w] | Internet Information Services
[]!, FTP Server
= [=] ) Web Management Tools
B i © arsgerment Compatisiiy
. 1158 Management Console
[ 1. IIS6 Scripting Tools
[ 11 1S 6WMI Compatibility
15 Metabase and |15 & configuration compatibility
;115 Management Consele
, 115 Management Scripts and Tools
[ ] IS Management Service

B ®

=
(€] (][] [m] [a]

5. Expand ‘World Wide Web Services’ and ‘Application Development Features’ and then tick the features
as shown below.

= [®] || Internet Information Services
[, FTP Server
[w] || Web Management Tools
= [=] ) World Wide Web Services
= [=] |, Application Development Features
, MET Extencibility 3.5
. MET Extensibility 4.5
. Application Initialization
| ASp
, ASPMET 3.5
oo e as
, Cal
, ISAPI Extensions
. ISAPI Filters
. Server-5Side Includes
. WebSocket Protocol

— - —_——— -

LI & ][] & LT &] [«

6. Expand ‘World Wide Web Services’ and ‘Common HTTP Features’ and then tick the boxes as shown
below.

V6.4 03/05/19 TDO0013 Page 21 of 90

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT”



= [®] || Internet Information Services
[] 1. FTP Server
[w] || Web Management Tools
= [=] |; World Wide Web Services
[=] . Application Development Features
= [w] |} Commen HTTP Features
, Default Docurment
. Directory Browsing
, HTTP Errors
{577 Reirecon
, Static Content
. WebDAY Publishing
[w] || Health and Diagnestics
[w] | Performance Features

(=] | Security

P - . [ T T

L&l [&] [&] [&] [&]

7. Expand ‘World Wide Web Services’ and ‘Security’ and then tick the boxes as shown below.

= [=] |, Internet Information Services
[]!) FTP Server
[=] || Web Management Tools
g [=] )} World Wide Web Services
[m] . Application Development Features
= [=] |, Common HTTP Features
, Default Docurnent
, Directory Browsing
, HTTP Errors
, HTTP Redirection
| Static Content
. WebDAY Publishing
[m] || Health and Diagnostics
[w] || Performance Features
= (1. B2
, Basic Authentication
, Centralized 55L Certificate Support
, Client Certificate Mapping &uthentication

L&) [&] [&] [&] [&]

. Digest Authentication

, 15 Client Certificate Mapping Authentication
J P Security

, Request Filtering

. URL Autherization

, Windows Authentication

[ vl . "~ . [ T T I TR T

ROROOOOOR

8. Please now refer to the installation section.
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2.4 WINDOWS 10

This section describes the steps required following a new installation of Windows 10

2.4.1 1IS

9. Go to: Control Panel > Programs and Features > Turn Windows Features On or Off.
10. Expand and select all of the options shown in the images below.

NOTE: If any of the options listed below are already selected, do not turn them off.
11. Tick .NET Framework 3.5.

{5 Windows Features = | X

Turn Windows features on or off (2]

To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled
box means that only part of the feature is turned on.

ElC
= [m]  .NET Framework 4.6 Advanced Services
(] Active Directory Lightweight Directory Services
[0 Containers
[] Data Center Bridging
w1 NAavica TarkAd e

1. Expand ‘Internet Information Services’, '‘Web Management Tools’, 'IIS 6 Management Compatibility’
and then tick the features as shown below.

[El Windows Features < O X
Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled
box means that only part of the feature is turned on.

[ = IE] .NET Framework 3.5 (includes .NET 2.0 and 3.0) Al
@ [m] = .NET Framework 4.6 Advanced Services
[] Active Directory Lightweight Directory Services

Containers
Data Center Bridging
Device Lockdown

|
1]
|
[0 Hyper-v
(m]

&3]
53]

B &

Internet Explorer 11
Internet Information Services
@[] FTP Server
= W] = Web Management Tools
=
1IS 6 Management Console
IIS 6 Scripting Tools
1IS 6 WMI Compatibility
1IS Metabase and IS 6 configuration compatibility
1IS Management Console
1IS Management Scripts and Tools
(] 1S Management Service

™ WA mcl A VAL A A WAl Canminnn

]
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2. Expand ‘Internet Information Services’, ‘World Wide Web Services’ and ‘Application Development
Features’ and then tick the features as shown below.

Windows Features _ 0 %
Turn Windows features on or off ®

To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled
box means that only part of the feature is turned on.

Internet Explorer 11 A |
= Internet Information Services

@[] FTP Server

@ [@] = Web Management Tools

= [m] | World Wide Web Services

=0

.NET Extensibility 3.5
.NET Extensibility 4.6
Application Initialization
ASP
ASP.NET 3.5
ASP.NET 4.6
cal
ISAPI Extensions
ISAPI Filters
Server-Side Includes

WebSocket Protocol
=0 Cammnn HTTP Featiirec

OOKRKMORKOORE

3. Expand ‘Internet Information Services’, ‘World Wide Web Services’ and ‘Common HTTP Features’
and then tick the boxes as shown below.

Windows Features — | X
Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled
box means that only part of the feature is turned on.

[®]  .NET Framework 3.5 (includes .NET 2.0 and 3.0) A
[®]  .NET Framework 4.6 Advanced Services

Active Directory Lightwei i i
Containers .NET Framework 4.6 Advanced Services

Data Center Bridging

Device Lockdown

Hyper-V

Internet Explorer 11

Internet Information Services

@[] FTPServer

(@] Web Management Tools

= m] | World Wide Web Services
@ [@] | Application Development Features
S0

Default Document

Directory Browsing

HTTP Errors

HTTP Redirection

Static Content

WebDAV Publishing

m Unnlth and NinAanac +ire

s
mRO0000

m

ORKIKIRE
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4. Expand ‘Internet Information Services’, ‘World Wide Web Services’ and ‘Security’ and then tick the
boxes as shown below.

{2 Windows Features = O X

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled
box means that only part of the feature is turned on.

@ [m]  .NET Framework 3.5 (includes .NET 2.0 and 3.0) A
@ [W]  .NET Framework 4.6 Advanced Services
Active Directory Lightweight Directory Services
Containers
Data Center Bridging
Device Lockdown
Hyper-V
Internet Explorer 11
Internet Information Services
FTP Server
Web Management Tools
World Wide Web Services
Application Development Features
Common HTTP Features
Health and Diagnostics
Performance Features
Basic Authentication
Centralized SSL Certificate Support
Client Certificate Mapping Authentication
Digest Authentication
1IS Client Certificate Mapping Authentication
IP Security
Request Filtering
URL Authorization
Windows Authentication

— = = = B 0 cava

ax)

m

&
e mMRJO00O000
e [w] (=] ]

B ®
(m] (][] (] [m]

[

B

j

ROKOROOOR

5. Please now refer to the installation section.
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2.5 TROUBLESHOOTING

2.5.1 ERROR 0X800F0906 WITH WINDOWS 8

NOTE: Follow this procedure only if you encountered Error Ox800F0906 during the installation of
Microsoft.NET on Windows 8. Otherwise proceed to the next step.

1.

Run ‘gpedit.msc’.

Open Computer Configuration\Administrative Templates and select System.

In the right panel, scroll down until you see ‘Specify settings for optional installation and component repair’.
Right-click and edit this option.

Select the ‘Enabled’ radio button.

Tick the box for *Contact Windows Update directly to download repair content instead of Windows Server Update
Services’.
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3. INSTALLING TRAKA WEB COMPONENTS

This section describes how to install each of the components of the system. This section should be read after ensuring
that all the prerequisites have been met, see section 2 above.

3.1 WEB FRONT END SECURITY CERTIFICATE INSTALLATION

To install the required security certificates for the Traka Web Front End to enable it to communicate securely with the
Traka Business Engine.

NOTE: It is recommended that you only install security certificates that apply to the version of Traka Web
that you wish to install. If you are upgrading to a later version, uninstall the existing certificates and
install the versions applicable to the upgrade.

NOTE: Please also install the security certificates first before the relevant software described below.

1. Obtain the Traka Web Front End Certificates.msi installation file from the Traka Support Web Site
http://support.traka.com and save it to the server that now has the Traka Web Front end installed.

2. Run this file and follow the onscreen instructions to install the required security certificates.

3.2 WEB FRONT END INSTALLATION

The following section describes how to install the Traka Web Front end using the MSI installation file provided by
Traka.

1. Obtain the Traka Web Front End MSI installation file from the Traka Web Support site at
http://support.traka.com and save it to the Web server where you wish to install Traka Web Front End.

2. Run the file and following the instructions below. If any of the prerequisites that are required for Traka Web
are missing, then an appropriate message will be displayed, please follow section 2 of this manual for the set-
up of the operating system specific prerequisites.

3. The Traka Web Installer may also prompt you that it needs to enable ASP.NET v4.5.1 since this is not installed
by default. See picture below:

ﬁ Traka Web Front End Setup = PS

Welcome to the Traka Web Front End
e Setup Wizard
[P/ 1
ﬁ Traka Web Front End Setup ﬁ

y This application requires .NET Framework 4.5. 1. Please
i l 4, install the .NET Framework then run this installer again.

g [
ASSA ABLOY
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http://support.traka.com/
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4. Once installed your Traka Web Front End is now setup and you should be able to browse to the Traka Web
login page at http://servername/TrakaWeb/. You will not be able to login to the Traka Web Front End until
your Business Engine is installed, configured and available on the network, which is described in the following

sections.

1. Click Next and accept the ‘End-User License Agreement’ on the next screen to continue.

' ™
5l Traka Web Front End Setup E‘_IéJ

G Welcome to the Traka Web Front End

e Setup Wizard

. The Setup Wizard wil install Traka Web Front End on your
computer, Click Next to continue or Cancel to exit the Setup

Wizard.

traka
ASSA ABLOY

Back [ MNext J [ Cancel

i !
14 Traka Web Front End Setup [P
Configure Business Engine Location traka
—
ASSA ABLOY

Please enter the host name of the Traka Business Engine server

Traka Business Engine Host Name

Back ][ Next ] [ Cancel

5. Enter your Traka Business Engine host name (computer name). This should be the name of the Windows
Server where your Traka Business Engine is installed.

6. Click Next.
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http://servername/TrakaWeb/

- 5
‘_@ Traka Web Front End Setup E‘_Iéj

Configure Authentication traka
—_—
ASSA ABLOY
Flease select the required authentication method
Basic -
Basic
Windows |
Back ][ MNext ] [ Cancel

7. Select Basic Authentication or Windows Authentication. More information of which one you should choose can
be found in section 6, Authentication Options. If you are unsure, choose Basic Authentication.

NOTE: If you choose the Windows Authentication option, the IIS server is configured automatically.
If you have completed the installation using Basic Authentication, it is possible to change the configuration to Windows
Authentication through the Internet Information Services (IIS). For more information on this process, refer to section

6.2.

8. Click Next.

5! Traka Web Front End Setup E‘_Iéj
Select Installation Address traka
——
ASSA ABLOY

The installer will install Traka Front End to the following web location

To install to this web location didk Next™,

To install to a different web location, enter it below.

Site

[Defeult wieb site -

Virtual directory
|TrakaWeb

Back ][ MNext ] [ Cancel

9. Choose the Web Site instance that Traka Web will installed into, optionally specify the virtual directory name
if you do not wish to use the default value of ‘TrakaWeb’. This virtual directory name will form part of the URL
for accessing Traka Web, e.g. if your Web Site URL is www.myintranet.com, the URL to your installation of
Traka Web will be www.myintranet.com/TrakaWeb.

10. Click Next to continue.

NOTE: The Application pool "TrakaWebPool” will automatically be created by the installer with the correct
settings required to run the Traka Web Front End Web Site.
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-
ﬁ Traka Web Front End Setup I

Product Features traka
ey
Select the way you want features to be installed. ASSA ABLOY

This feature requires 194VE on your hard drive.

Back ][ Install ] [ Cancel
11. Select Install to continue with the installation.
r‘ﬁ Traka Web Front End Setup =1 )

G Completed the Traka Web Front End

e Setup Wizard
. Click the Finish button to exit the Setup Wizard.

traka
ASSA ABLOY

Back Cancel

12. Once the installation is complete the window can be closed by selecting Finish.
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13. If you require the Traka Web website to default to a language other than English (UK), you should modify the

XML Configuration file ‘web.config’ file located in the folder: c:\inetpub\wwwroot\trakaweb\

a. Take a copy of the file in case you make any mistakes. (Optional)
b. Open the ‘web.config’ file using a text editor.
c. Locate the ‘DefaultCulture’ appSettings key.

L

<appSettings>

! <add key="HostIPName" value="localhost" />
<add key="ReceiveTimeout"” wvalue="3688" />
<add key="SendTimeout" value="45" />
<add key="ServiceCertificateName” value="TrakaBusinessEngine” />
<add key="AuthenticationMode" value="basic" />
<add key="PINLength" value="4" />
<add key="EnrollmentIDLength" value="8&" />
<add key="ShowRandomPINButton" value="1" />
<add key="TrakaWebSupportTelephone” value="" />
<add key="TrakaWebSupportEmail” wvalue="" />
<add key="TrakaWebSupportCompany” valus="" />
<add key="TrakaWebSupportURL" value="" />
<add key="DefaultCulture” value="en-GB" /3|

d. Modify the ‘value’ from ‘en-GB’ according to desired language from the supported languages table

below:
e. Save changes made to the file and navigate to the Traka Web URL.

Language code Language name Note

en-GB English (GB)
en-US English (US)
ar-AE Arabic
zh-TW Chinese
cs-CZ Czech
da-DK Danish
nl-NL Dutch

fi-FI Finnish
fr-FR French
de-DE German
el-GR Greek

he-IL Hebrew
hu-HU Hungarian
it-IT Italian

ja-JpP Japanese
ko-KR Korean

It-LT Lithuanian
nb-NO Norwegian-Bokmal
pt-PT Portuguese
ro-RO Romanian
ru-RU Russian
pl-PL Polish
sk-SK Slovak
sl-SL Slovenian
es-ES Spanish
sv-SE Swedish
tr-TR Turkish
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3.3 BUSINESS ENGINE SECURITY CERTIFICATE INSTALLATION

To install the required security certificates for the Traka Business Engine to enable the Business Engine to
communicate securely with the Traka Comms Engine and Traka Web Front End.

NOTE: It is recommended that you only install security certificates first that apply to the version of Traka
Web that you wish to install. If you are upgrading to a later version, uninstall the existing certificates and
install the versions applicable to the upgrade.

NOTE: Please also install the security certificates first before the relevant software described below.

1. Obtain the Traka Business Engine Certificates.msi installation file from the Traka Support Web Site
http://support.traka.com and save it to the server that now has the Traka Business Engine installed.

2. Run this file and the required security certificates will be installed.

3.4 BUSINESS ENGINE SERVICE INSTALLATION

1. Obtain the Traka Business Engine Service MSI installation file from the Traka Support Web Site

http://support.traka.com and save it to the server where you wish to install Traka Business Engine Service.

2. Run the file and follow the instructions below:

3. Click Next and accept the ‘End-User License Agreement’ on the next screen to continue.

V6.4 03/05/19

ﬁ Traka Business Engine Service Setup E‘_Iéj

g Welcome to the Traka Business Engine

e Service Setup Wizard

. The Setup Wizard will install Traka Business Engine Service
on your computer, Click Next to continue or Cancel to exit

the Setup Wizard,

traka
ASSA ABLOY

ack MNext ] [ Cancel

ﬁ Traka Business Engine Service Setup l = iz-]
Destination Folder traka

—_—
Click Mext to install to the default folder or dick Change to choose another, ASSA ABLOY

Install Traka Business Engine Service to:

|C: \Program Files (x86)Traka\Traka Business Engine Service\,

Back ][ MNext ] [ Cancel
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http://support.traka.com/
http://support.traka.com/

-
ﬁ Traka Business Engine Service Setup =
Select Service User traka
D ——
Select the user account to run Business Enigine Service as ASSA ABLOY
Account Type
(@) Service Account
(7) Custom Account
User Account Mame (I.E LocalSystem' 'Domain\User’)
User Account Password {leave blank if not required)
Back ][ Next ] [ Cancel

-
ﬁ Traka Business Engine Service Setup

|
Select Service User traka
—_—
Select the user account to run Business Enigine Service as ASSA ABLOY
Account Type
() Service Account
(@ Custom Account
User Account Name (LE ‘LocalSystem' ‘Domain\User’)
[
User Account Password {leave blank if not required)
Back ][ Next ] [ Cancel

4. Select where you would like to install the Traka Business Engine followed by Next.
5. Select the Account Type User Account to run the Business Engine Service as followed by Next.
r ™
ﬂ Traka Business Engine Service Setup .
Product Features traka
Select the way you want features to be installed. ASSA ABLOY
Traka Business Engine Service
This feature requires 21MB on your hard drive.
Back Install ] [ Cancel
b A
6. Select Install to continue with the installation.
' ™
ﬂ Traka Business Engine Service Setup I

r
'3.

traka
ASSA ABLOY

Completed the Traka Business Engine
Service Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back Cancel

7. Select Finish to complete the Business Engine installation.
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3.5 COMMUNICATION ENGINE SECURITY CERTIFICATE INSTALLATION

To install the required security certificates for the Traka Comms Engine to enable the Traka Comms Engine to
communicate securely with the Traka Business Engine and Traka Touch.

NOTE: It is recommended that you only install security certificates that apply to the version of Traka Web
that you wish to install. If you are upgrading to a later version, uninstall the existing certificates and
install the versions applicable to the upgrade.

NOTE: Please also install the security certificates first before the relevant software described below.

1. Obtain the Traka Comms Engine Certificates.msi installation file from the Traka Support Web Site
http://support.traka.com and save it to the server that now has the Traka Comms Engine installed.

2. Run this file and the required security certificates will be installed.

3.6 COMMUNICATION ENGINE SERVICE INSTALLATION

1.  Obtain the Traka Comms Engine MSI installation file from the Traka Support Web Site
http://support.traka.com and save it to the server where you wish to install the Traka Comms Engine.

2. Run the file and follow the instructions below:

ﬁ Traka Comms Engine Service Setup E‘_Iéj

g Welcome to the Traka Comms Engine

e Service Setup Wizard

. The Setup Wizard will install Traka Comms Engine Service on
your computer, Click Mext to continue or Cancel to exit the

Setup Wizard.

traka
ASSA ABLOY

ack MNext ] [ Cancel

3. Click Next and accept the ‘End-User License Agreement’ on the next screen to continue.

ﬁ Traka Comms Engine Service Setup l = iz-]
Destination Folder traka

—_—
Click Mext to install to the default folder or dick Change to choose another, ASSA ABLOY

Instal Traka Comms Engine Service to:

|C: \Program Files (x86)Traka\Traka Comms Engine Service',

Back ][ MNext ] [ Cancel
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'8 ™ '8 ™
ﬁ Traka Comms Engine Service Setup lil_lg ‘E‘ Traka Comms Engine Service Setup lil_lﬂ
Select Service User trakka Select Service User traka
D —— . D ——
Select the user account to run Comms Engine Service as ASSA ABLOY Select the user account to run Comms Engine Service as ASSA ABLOY
Account Type Account Type
(@) Service Account (7) Service Account
() Custom Account @) Custom Account
User Account Mame (1.E ‘LocalSystem' 'Domain\User’) User Account Name (I.E 'LocalSystem' 'Domain\User’)
User Account Password {leave blank if not required) User Account Password (leave blank if not required)
Back | Next | [ Cancel | Back [ mNext | [ cancel |
\ 2 L J

4. Select where you would like to install the Traka Comms Engine followed by Next.

5. Select the Account Type User Account to run the Comms Engine Service as followed by Next.

i Bl
‘ﬁ Traka Comms Engine Service Setup .
Product Features traka
ey
Select the way you want features to be installed, ASSA ABLOY

Traka Comms Engine Service

This feature requires 4576KE on your hard drive.

Back ][ Install ] [ Cancel
b >
6. Select Install to continue with the installation.
' ™y
ﬁ Traka Comms Engine Service Setup ==

Completed the Traka Comms Engine

e G Service Setup Wizard

Click the Finish button to exit the Setup Wizard.

traka
ASSA ABLOY

Back Cancel

7. Select Finish to complete the Business Engine installation.
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3.7 ADMIN APPLICATION CERTIFICATE INSTALLATION

It is normally expected that the Admin Application will be run from the same server that is running the Business
Engine, although it is possible that the Admin Application can be run from another computer. If the Admin Application
will be run from another computer it will require the security certificates to be installed on that computer.

NOTE: It is recommended that you only install security certificates that apply to the version of Traka Web
that you wish to install. If you are upgrading to a later version, uninstall the existing certificates and
install the versions applicable to the upgrade.

NOTE: Please also install the security certificates first before the relevant software described below.

1. Obtain the Traka Business Engine Certificates.msi installation file from the Traka Support Web Site
http://support.traka.com and save it to the server that now has the Traka Admin Application installed.

2. Run this file and the required security certificates will be installed.

3.8 ADMIN APPLICATION

1. Obtain the Traka Web Admin Application MSI installation file from the Traka Support Web Site
http://support.traka.com and save it to the server where you wish to install the Traka Web Admin
Application.

2. Run the file and follow the instructions below:

4! Traka Web Admin Setup EI_IéJ

Welcome to the Traka Web Admin Setup
Wizard

The Setup Wizard will install Traka Web Admin on your
computer, Click Mext to continue or Cancel to exit the Setup
Wizard.

ASSA ABLOY

ack Mext ] | Cancel

1. Click Next and accept the ‘End-User License Agreement’ on the next screen to continue.

] Traka Web Admin Setup @_I-Z_hj

Destination Folder
ey
Click Mext to install to the default folder or dick Change to choose another. ASSA ABLOY

Instal Traka Web Admin to:

|C: ‘\Program Files (x86)\Traka'Traka Web Admin',

Change...

Back |[ MNext ] | Cancel
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3. Select where you would like to install the Traka Web Admin followed by Next.

4. Select the way you want features to be installed followed by Install.

-
ﬁ Traka Web Admin Setup

(S )

Product Features

Select the way you want features to be installed,

traka
ey
ASSA ABLOY

This feature requires 41MB on your hard drive.

Back ][

Install

] [ Cancel

-
j@ Traka Web Admin Setup

= --ﬂw

e@

traka
ASSA ABLOY

Back

C

Completed the Traka Web Admin Setup
Wizard

. Click the Finish button to exit the Setup Wizard.

ncel

o

5. Select Finish to complete the installation.

3.9 CONFIRMING ALL SOFTWARE COMPONENTS ARE INSTALLED

This step simply shows you how to confirm that all the software components and their certificates have been correctly
installed. Go to: Control Panel > Programs and Features

V6.4 03/05/19

Name

[P ulse Secure Setup Client Activex Control
[P ulse Secure Setup Client Activex Control
&) Sagem MorphoSmart USB 64 bits Drivers
(E) Skype Meetings App

B Skype™ 7.33

) Snagit11

41 ST Microelectronics 3 Axis Digital Accelerometer Solu...
P 1

Publisher
Pulse Secure, LLC
Pulse Secure, LLC
Sagem Securite
Microsoft Corporation

Skype Technologies S.A.

TechSmith Corperation
ST Microelectronics
-

] Traks Business Engine Certificates
[ Traks Business Engine Service

[] Traks Comms Engine Certificates
£ Traka Comms Engin Service

L2 Traka Web Admin

= Traka Web Front End

[] Traka Web Front End Certificates

lewer 015,807
&3 WIDCOMM Bluetooth Software

S Windows Driver Package - Logitech USB (03/19/2018...

5 Windows Essentials 2012

Broadcom Corparation
Logitech
Microsoft Corparation

TD0013

Installed On
13/03/2017
11/12/2017
13/09/2013
16/03/2017
16/03/2017
14/11/2013
29/05/2013
19/02/2018
07/03/2019
07/03/2019
07/03/2019
07/03/2019
07/03/2019
07/03/2019
07/03/2019
07/01/2019
29/05/2013
25/01/2019
30/05/2013

Size

216 KB
313MB
861 MB
104 MB

1.14 MB
268 MB
673 KB
7.28MB
433MB
192 MB
664 KB
127 MB
289 MB

Wersion

2111

2111
354231
1620172
733105
11.21
410.0036
13.0.6447
03.03.0000
03.03.0000
03.03.0000
03.03.0000
03.03.0000
03.03.0000
03.02.0000
618,907 38355
6.5.1.2410
03/19/20181.1.
16.4.3505.0912
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3.10 DATABASE

This document does not cover installation of the database server. Please refer to the database vendor’s installation
guidance notes. The configuration section below will provide details on how to connect and create a database with the
database server via the Traka Web Admin utility.

Please note that the database authentication mode may be configured to ‘Windows Authentication Mode or SQL
Server’ (Mixed mode authentication) or *‘Windows Authentication Mode’. Guidance is provided in Section 5 in
relation to how to configure the Business Engine Service to authenticate with the SQL Server, depending on the
authentication mode selected. If you are not sure which mode to select, use mixed mode authentication.

3.10.1SQL SERVER TIPS AND TRICKS

The Traka Business Engine relies on an operational Database to function. Below are a series of checks that should be
made to ensure a trouble free installation.

3.10.1.1SERVER TIME
An important factor is the Database Server and Business Engine Server’s time synchronisation.
If the server time is out by more than 5 seconds, a warning will be present in the Business Engine logs. You should

ensure wherever possible when the Business Engine and Database Server are installed on different machines that the
servers are joined to domain or you use an NTP Server.

éB.lO.l.ZSQL SERVER MEMORY USAGE

In resource constrained environments, for example, where all Traka Web components are installed on the same
machine, or installations where Traka Web is the only database installed on a SQL Express instance, it may be
necessary to limit the amount of memory available to the SQL Server Database to ensure that SQL Server does not
take too much memory resource away from other Applications.

Whilst there is no right or wrong answer, in the scenario where the SQL Database, Business Engine, Comms Engine
and Traka Support Web Site are installed to the same server, which has only 4GB of RAM available, it is recommended
that you limit the memory allocation.

Please see the following articles for further information:

http://msdn.microsoft.com/en-us/library/ms178067.aspx

3.10.1.3SQL RECOVERY MODEL
In certain Traka Web environments, where SQL Express is being used and the user is not familiar with SQL Server
administration, Traka recommends that you set the database recovery model to ‘Simple’. This mode limits the
amount of disk space used by SQL Server, by disabling the ‘transaction log’.

The following article discusses the various pros and cons of the available SQL recovery models:

http://msdn.microsoft.com/en-us/library/ms189275.aspx

The article below describes how to change the recovery model:

http://msdn.microsoft.com/en-us/library/ms189272.aspx
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3.11 FIREWALL CONSIDERATIONS

Where a firewall is being used, the following port numbers should be opened to permit the various Traka Web

components to communicate effectively:

(From  To | Protocol _Destination Port |

Business Engine SQL Server TCP 1433

Business Engine Comms Engine TCP 9997

Comms Engine Business Engine TCP 10500, 10501, 10503
Comms Engine Traka Touch TCP 9998

Traka Touch Comms Engine TCP 10601

Admin Application Business Engine TCP 10500, 10501, 10503
Traka Web Front End Business Engine TCP 10500, 10501, 10503
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4. CONFIGURATION

Once all the Traka Web components have been installed, the system must be configured using the Admin Application.
This configuration can only happen when the Business Engine Service has been started.
This is required because the Admin Application connects to the Business Engine in order to configure its settings.

The following sections will guide you through the entire configuration process to get Traka Web up and running.
4.1 CONFIGURING AND STARTING SERVICES

Check that the Business Engine Service and the Comms Engine Service have been started.

You can either run the Business Engine Service and Comms Engine Service under their default account identities (Local
System), or run them under a specific Windows User account identity.

Both approaches are documented below in Sections 4.1.1 and 4.1.2. If you are unsure which option to choose, leave
both services to run under their default identity (Section 4.1.1).

NOTE: If you intend for the Business Engine Service to authenticate to the SQL Server using Windows
Authentication, then you must run the Business Engine Service under a specific Windows User account
identity.

4.1.1 STARTING SERVICES USING LOCAL SYSTEM (DEFAULT)
1. Open the Computer Management window to access the services list. This can be found by typing ‘Services’
into ‘Search programs and files’. Alternatively, go to Start -> Run and type ‘services.msc’ then press
‘oK'.
2. In the list of services you will see the Traka Business Engine Service and the Traka Comms Engine Service.

NOTE: Depending on your configuration, these services may be installed on separate servers.

3. If the service has not been started then right click on ‘Traka Business Engine’ and choose ‘Start’.

r a
3 Computer Management [P
File Action View Help
=% 2@ Ho=H
& Computer Management (Local Actions
4} System Tools Services N
» (D) Task Scheduler " . ) ‘ ; &
€] Traka Business Engine Service Name Description  Status  StartupType  LogOn. More Actions R
» ] Event Viewer z
R £ Storage Service Enforces gr.. Manual Local Sy
. g L B’Tu . E: G stattihe senice % Superfetch Maintainsa.. Started  Automatic Local Sy | Traka Business Engine Service &
» & Local Users and Groups
&) performance P % System Event Notification Service  Monitorssy..  Started  Automatic Local Sy More Actions »
2 Device Manager Description: £ Tablet PC Input Service Enables Tob.. Sterted  Manual Local Sy
+ 83 Storage Traka Business Engine Service £ Task Scheduler Enablesaus.. Stated  Automatic Local Sy
”E Disk Management £ TCP/IP NetBIOS Helper Providessu.. Stated  Automatic Local Se
4 B Senvices and Agplications & TeamViewer 7 TeamViewe... Started  Automatic Local Sy
" N Intemet Information Se £ Telephony Provides Tel.. Manual Network
&, Services £ Themes Providesus.. Stated  Automatic Local Sy
&5 WMI Control %% Thread Ordering Server Provides or, Manual Local Se
» B SQL Server Configuratic| TP AutoConnect Service ThinPrint .p... Manual Local Sy
£ TP VC Gateway Service ThinPrint .p... Manual Local Sy
£ TPM Base Senvices Enables acc... Manual Local Se
ke Traka Business Ef o in... Automatic
a
£ Traka Comms Automatic Local Sy
CUPNP Device o 0P Manual Local Se
O UserProfile Sery)  Pause service.. Stated  Automatic Local Sy —
£ Virtual Disk Resume Manual Local Sy
G5 Visual Studio 20 Restart Disabled Local 5y|=
%5 VMware Agent Manual Local Sy| |
i WMware Authory Al Tasks Automatic Local Sy
GEVMware DHCP S pogresh Automatic Local Sy
5 Vhware NAT Se Automatic Local Sy
£ VMware Tools S Properties . Automatic Local Sy.
5 VMware Upgrad - Automatic Local Sy
5 VMhware USB Ad " Automatic Local Sy _
Rsae - P—— e —
< I} v | Extended { Standard /
L
. \ L
4. Perform the same with the ‘Traka Comms Engine’ if necessary.
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4.1.2 STARTING SERVICES USING WINDOWS AUTHENTICATION

You may wish to run the Business Engine Service and Comms Engine Service using a Windows User identity.

NOTE: As discussed at the beginning of this section, this step is mandatory for the Business Engine Service
if you wish the Business Engine to connect to the SQL Server using Windows Authentication. However, it is
optional for the Comms Engine Service since it does not directly connect to the SQL database.

1. Open Local Security Policy, this can be located by typing ‘Local Security’ into ‘Search programs and files’'.

2. On the left navigation bar, navigate to ‘Local Policies’ and then ‘User Rights Assignment’.

3. In the list of policies you will see the ‘Logon as a service’.

4. Right click on the policy and choose ‘Properties’.

T Local Security Policy

File

L ke d A

Action  View Help

I X E = H

>

3

>

T Security Settings
> [ & Account Policies
4 4 Local Policies

‘4 Audit Policy
‘4 User Rights Assignment
‘4 Security Options

11 | Public Key Policies
| Software Restriction Policies
| Application Control Policies

> ,g IP Security Policies on Local Compute
» [] Advanced Audit Policy Configuration

< |

n |

~| Windows Firewall with Advanced Seci
| Metwork List Manager Policies

LS

Policy

Lis| Deny log on as a batch job

1z Deny leg on as a service

12z Deny leg on locally

Lz Deny log on through Remote Desktop Services

1) Enable computer and user accounts to be trusted for delega...

12z Force shutdown from a remote system
ls| Generate security audits

Lz Impersonate a client after authentication
12 Increase a process working set

1e| Increase scheduling priority

1o Load and unload device drivers

12 Lock pages in memory

lis| Log on as a batch job

'8 Log on as a service
1zl Manage auditing and security log

Le| Medify an object label

Ls| Medify firmware environment values

Security Setting

Guest

Administrators

LOCAL SERVICE,NETWO...
LOCAL SERVICE,NETWO...
Users

Administrators
Administrators

Administrators, Backup ...
REBLARK SERVICE, SQL...

rators

L5 Perform wvolume maintenance tasks

15| Profile single process

L:s| Profile system performance

12z Remove computer from decking station

1z Replace a process level token

Rectore files and directories

Administrators
Administrators
Administrators, NT SERVL...
Administrators, Users
LOCAL SERVICE,NETWO..,

Administrators Backun ..

m

Opens the properties dialog box for the current selection.
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5. From here you will be given the option to add the domain user to be used for running the Business Engine
and/or Comms Engine Services.

Log on as a service Properties
Local Security Setting  Explain

SM  Logonasasenvice
e

115 APPPOOLYNET v2.0

115 APPPOOLYNET v2.0 Classic

115 APPPOOLYNET v4.5

115 APPPOOLYNET v4.5 Classic

115 APPPOOL Classic NET AppFool

115 APPPOOL \Default App Pool

NT SERVICENALL SERVICES

NT SERVICE\MSSQLSERVER

NT SERVICENSGLSERVERAGENT

NT SERVICE\SQLTELEMETRY

NT VIRTUAL MACHINEVirtual Machines
SQLServer200550 L BrowserlserSUKOLNL-A1135

[ Add User or Group... { PRemove

0K Cancel

Apply

6. Next, open the Services program, this can be located by typing ‘Services’ into ‘Search programs and

files’.

7. In the list of services you will see the Traka Business Engine Service and the Traka Comms Engine
Service, although depending on your configuration these services may be installed on separate servers.

8. Right click on Traka Business Engine and choose ‘Properties’ and then navigate to the ‘Log On’ tab.

9. Enter the appropriate details into the username and password fields for the user that was granted the ‘Logon
as a service’ policy in step 4 and then press OK.
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5
Traka Business Engine Service Properties (Local Computer)

55=)

| General | Log On | Recovery I Dependencies|

Log on as:

() Local System account
Allow service to interact with deskiop

Password: LTI IITTITITY)
Corfirm password: BERERRRNNRERENS

Help me configure user account log on options.

@ This account: ADWUser Browse...

0K [ GCamesl ||

Aoply |
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10. To start the Business Engine and Comms Engine Services, right click on the Business Engine and Comms

Engine respectively and click ‘Start’.

r

&

Computer Management

File Action View Help

= 2EEd=H

& Computer Management (Local
a [} System Tools
i+ (D) Task Scheduler
i [@] Event Viewer
5] Shared Folders
& 88 Local Users and Groups
i+ (% Performance
=) Device Manager
a 5 storage
(=9 Disk Management
4 [ Services and Applications
& Wj Internet Information Sel
£, Services
@5 WMI Control
& [ SQL Server Configuratic

Traka Business Engine Service

Start the service

Description:
Traka Business Engine Service

Storage Service
£ Superfetch

System Event Notification Service
£ Tablet PC Input Service

‘ Task Scheduler

5 TCP/IP NetBIOS Helper

£ TeamViewer 7

£ Telephony
. Themes

£ Thread Ordering Server
TP AutoConnect Service
TP VC Gateway Service

£ TPM Base Services

Start
Stop
Pause
Resume
Restart
Al Tasks
Refresh

Properties

Help.

Description

Enforces gr

Maintains ..
Monitors sy..

Enables Tab.

Enables a us...
Provides su...
TeamViewe...
Provides Tel...
Provides us...

Provides or..
ThinPrint .p.

Status

Started
Started
Started
Started
Started
Started

Started

Started

Started
Started
Started
Started
Started
Started

Startup Type
Manual
Automatic
Automatic
Manual
Automatic
Automatic
Automatic
Manual
Automatic
Manual
Manual
Manual
Manual
Automatic
Automatic
Manual
Automatic
Manual
Disabled
Manual
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic

Log On. *
Local Sy
Local Sy
Local Sy
Local Sy
Local Sy
Local Se
Local Sy
Network
Local Sy
Local Se
Local Sy
Local Sy
Local Se

Local Sy
Local Se

Local Sy —
Local Sy
Local Sy
Local Sy
Local Sy
Local Sy
Local Sy
Local Sy
Local Sy
Local Sy _

r

Extended | Standard /

Actions
Services -
Mare Actions »

Traka Business Engine Service &

Mare Actions »
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4.2 DATABASE SETUP AND CREATION

The Traka Web Admin application will guide you through the process of creating and initialising a new Traka Web
database automatically.

You must also decide how you require the Business Engine to authenticate to the SQL Server. The options are detailed
in sections 4.2.1 below.

Please note that if you wish to create the Traka Web database and its contents manually, this is also possible but is
covered under separate documentation:

e  For instructions on how create a Traka Web database manually where the Business Engine is authenticating
to the SQL Server using SQL Authentication, please refer to document TD0149 - Traka Web Manual
Database Creation guide using SQL Authentication.

e  For instructions on how create a Traka Web database manually where the Business Engine is authenticating
to the SQL Server using Windows Authentication, please refer to document TD0150 - Traka Web Manual
Database Creation guide using Windows Authentication.

4.2.1 BUSINESS ENGINE DATABASE AUTHENTICATION OPTIONS

Depending upon how you have configured the Business Engine Service in Section 4.1 above, will influence how the
Business Engine authenticates with the SQL Server.

You can either choose for the Business Engine to connect to SQL Server using a SQL Username and Password (this is
the default choice for standard installations) - see Section 4.2.1.1 below, or you can choose for the Business Engine to
connect to the SQL Server using Integration Windows Authentication - see Section 4.2.1.2.

24.2.1.1 SQL USERNAME AND PASSWORD AUTHENTICATION TO SQL SERVER

If the Business Engine Service is running under the default ‘local system’ account identity (default) and you wish to
authenticate to the SQL Server using a SQL Username and Password, in order to achieve automatic database creation,
a SQL Server login is required with database administration permissions.

This is the standard choice for most installations.
Please note that the supplied privileged SQL credentials are only used once during database creation, and an account

named ‘Traka BE’ will be used for normal connectivity to the SQL Server by the Business Engine when in SQL Server
authentication mode. This is discussed in more detail in Section 4.2.2.1 below.

24.2.1.2 INTEGRATED WINDOWS AUTHENTICATION TO SQL SERVER

If the Business Engine Service is running under a named Windows User Account identity and you wish to authenticate
with the SQL Server using Windows Authentication, then the Windows Account that you assigned in section 4.1.2 will
require database administration permissions.

4.2.2 ADMIN APPLICATION DATABASE CONFIGURATION

Depending upon how you configured the Business Engine Service in Section 4.1 above influences how the database is
configured within the admin application.

If you require database authentication using “SQL Server Authentication” (default option) please proceed to Section
4.2.2.1 below.

If you require database authentication using “*Windows Authentication” please proceed to Section 4.2.2.2 below.
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24.2.2.1 ADMIN APPLICATION DATABASE CONFIGURATION (SQL AUTHENTICATION)

1. Run the Admin Application.

NOTE: This can be found under the Start menu, All Programs, Traka, Traka Web Admin.

( o
(., Traka Web Admin - Connect to Business Engine

Connect to Business Engine

Authentication Mode: [Basic v]
Business Engine Host: ~ locahost
Usemame: SuperAdmin

Password: -

["] Remember Password

2.  When running the Admin application for the first time, you may ignore the ‘Username’ and ‘Password’ fields
but you must select the authentication type from the drop-down menu next to Authentication Mode. Next,

press the *Connect’ button, which will automatically start the database creation wizard.

3. Choose the database server from the Server drop down list. Alternatively you can manually type the server
you wish to connect to. Please note that if your SQL Server is installed under a ‘named instance’ you should
enter the Server name as ‘ServerName\InstanceName'.

NOTE: The drop down list may take a few moments to load.

4. Enter the name of the database into the Database Field. Traka recommend a default name of ‘TrakaWeb'.

NOTE: This database should not already exist and will be created by the Admin application, unless
you are attempting to use an existing Traka Web database or have created the database manually.

5. Click Next.

V6.4 03/05/19

Traka Web Database
Please specify the database server where the Traka Web database is stored

Server | -

Database: TrakaWWeb

TDO0013

Page 45 of 90

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT”



The next screen requires you to select the desired Database Authentication mode for the Business Engine to
connect to the Database Server. Following this section assumes that SQL Server Authentication is being used
so this will need to be selected.

If you are using an existing database, or have created a database manually by following the TD0149
guide as outlined in Section 4.2; enter “Traka BE” (or other user you have configured with TrakaAdmin and
TrakaReadWrite roles) into the username and the password you created for that user. Press the ‘Use
Existing’ button and then go to step 8.

Otherwise, if you are creating a new database, you will need to provide a Database Administrator
username and password in order to verify the connection to the database. The supplied credentials needs to

be a SQL Server login on the database and will only be used once as a dedicated BE user will be created (if it
hasn't already).

e The SQL Server must also be configured to ‘Mixed Mode Authentication’ when using a SQL
Username and Password.

e This needs to be a SQL Server login on the database server and must have permissions to create
and administer a new database.

e Ensure that the SQL Server login used to connect to between the Business Engine and SQL server
has the ‘dbcreator’ and ‘securityadmin’ server roles assigned (or simply the ‘sysadmin’ server
role).

e Alternatively, or if you are not sure, you can simply use the SQL Server system administrator (sa)
account.

e NOTE: These elevated permissions can be removed after the database is created by
assigning the ‘public’ permission to the SQL Server login as it will no longer be used.

(.}, Database Configuration X

Database Authentication Mode

Please select the authentication mode to be used by the Business Engine to connect to the SQL Server.
The account provided should have Database Administrator permissions.

Authentication: | SQL Server Authentication i

Usemame: | sa |

Password: |nuuu |

<< Back Use Existing >> Create New >>

Press the ‘Create New’ button.

NOTE: If you choose the ‘Create New’ option and you have entered incorrect details in the Database
Configuration, you will receive the following error message.

The Business Engine database name 'TrakaWeb_DBConnectTest'
\, already exists.

Please either specify a different database name or use the existing

database.
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NOTE: If you have entered incorrect details in the Database Configuration, you will receive the following
message. It is assumed that you have either entered your database details incorrectly or that there is no
database present on the server in which case you will be required to create a new database configuration
via the ‘Create New’ option.

Unable to connect to the database TrakaWeb_DBConnectTest on
b localhost.
Please check this database exists and the credentials given allow access

to this database.

8. Once the correct Database Configuration details have been entered you will proceed to the Administration
User Account details.

9. Traka Web requires a Super Administration account to be created for the purposes of system administration,
for example, creating new users and assigning permissions. For more information, please review the
Authentication Options section.

NOTE: You will need the Super Administrator Username and Password when you first login to Traka Web.

10. Enter the First Name and Last Name for your Super Administration user.

Administration User Accourt

Traka Web needs to create an administrator user account with full access to allow the first login to Traka Web
These user credentials will be required to log into any Traka Web application once the database has been created
Please complete the following fields depending on the authentication mode you wish to use

Administrator Frst Name  Super

Administrator Last Name  Admin
Basic Authentication Windows Authentication

Administrstor Usemame  SuperAdmin This only needs to be completed £ you intend to use

Password sisiches Windows crednetials to connect to Traka Web

Corfirm Password sesscnne Windows Usemame

11. If you will be using Windows authentication as your authentication method to login to Traka Web (not to be
confused with the separate connection to the SQL server described in more detail above) you should enter the
Windows Username for the user that you wish to be associated with the Traka Web Super Admin account. If
you are not using Windows authentication as your authentication to login to Traka Web, leave the Windows
Username field blank.

12. Enter the Password to be used for the Super Administration account.
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13. If you are creating the database, press the ‘Create Database’ button and if all details have been entered
correctly, the Admin application will start the process to create the Traka Web Database. A progress bar will

be displayed and you will see a ‘Database Created’ message once completed as shown below. Click ‘OK’ to
continue.

If you are using an existing database, press the ‘Fix Database’ button and if all details have been entered
correctly, the Admin application will start the process to update the Traka Web Database. A progress bar will

be displayed and you will see a ‘Database Connection’ message once completed as shown below. Click ‘OK’
to continue.

The Business Engine has successfully connected to the database and is
now running.

14. You will then be shown the Admin application login screen with the details already populated to connect to the
Business Engine.

Connect to Business Engine

Authentication Mode: [Basnc ']
Business Engine Host: localhost

Usemame: SuperAdmin

Password: ey

Remember Password

V6.4 03/05/19 TD0013 Page 48 of 90

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT”



54.2.2.2 ADMIN APPLICATION DATABASE CONFIGURATION (WINDOWS AUTHENTICATION)
1. Run the Admin Application.

NOTE: This can be found under the Start menu, All Programs, Traka, Traka Web Admin.

=
), Connect to Business Engine L&

Connect to Business Engine

Authentication Mode:
Business Engine Host: localhost
Usemame: [AD\TrakaAdmin

2.  When running the Admin application for the first time, select the Windows option from the drop-down menu
next to Authentication Mode. Next, press the *‘Connect’ button, which will automatically start the database
creation wizard.

3. Choose the database server from the Server drop down list. Alternatively you can manually type the server
you wish to connect to. Please note that if your SQL Server is installed under a ‘named instance’ you should
enter the Server name as ‘ServerName\InstanceName’'.

NOTE: The drop down list may take a few moments to load.

4. Enter the name of the database into the Database Field. Traka recommend a default name of ‘TrakaWeb’.

NOTE: This database should not already exist and will be created by the Admin application, unless
you are attempting to use an existing Traka Web database or have created the database manually.

5. Click Next.

Traka Web Database
Please specify the database server where the Traka Web database is stored

Server | -

Database:  TrakaWeb

6. The next screen requires you to select the desired Database Authentication mode for the Business Engine to
connect to the Database Server. Following this section assumes that Windows Authentication is being used so
this will need to be selected.
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7. The credentials used for the domain account running the Business Engine Service will be utilised which should
have been set up as shown in section 4.1.2. As a result, no credentials will be required to be entered at this
stage and the domain user account that the Business Engine service is running under will be displayed in the
‘Username’ textbox as shown below.

k_* Database Configuration b4

Database Authentication Mode

Please select the authentication mode to be used by the Business Engine to connect to the SQL Server.
The account provided should have Database Administrator pemissions.

Authertication: | Windows Authertication (Service Account) w~
Usemame:  ADWUser
Password:

i Please ensure that the user account used by the Business Engine service has no
" password expiry and is also set to "log on as a service™

<< Back Use Existing == Create New ==

If there is no existing TW database (where the “Create New"” option is planning to be used), ensure that the
domain user account that the Business Engine service is running under has the ‘dbcreator’ and
‘securityadmin’ server roles assigned (or simply the ‘sysadmin’ server role).

8. If you are attempting to create a new Traka Web database then continue by pressing the ‘Create New’
button otherwise you should continue by pressing the ‘Use Existing’ button.

NOTE: The ‘Use Existing’ option should also be used if the database was created manually using
TDO0150 in Section 4.2.

If the ‘Use Existing’ option is used and successful, the following message will be displayed.

Your Traka Web Database must be updated before the Business Engine
can start normally.

NOTE: If you choose the ‘Create New’ option and you have entered incorrect details in the
Database Configuration, you will receive the following error message.

The Business Engine database name 'TrakaWeb_DBConnectTest'
A, already exists.

Please either specify a different database name or use the existing

database.
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NOTE: If you choose the ‘Use Existing’ option and you have entered incorrect details in the
Database Configuration, you will receive the following message. It is assumed that you have
either entered your database details incorrectly or that there is no database present on the server
in which case you will be required to create a new database configuration via the ‘Create New’
option.

Unable to connect to the database TrakaWeb_DBConnectTest on
l % localhost.
Please check this database exists and the credentials given allow access

to this database.

9. Once the correct Database Configuration details have been entered you will proceed to the Administration User
Account details.

10. Traka Web requires a Super Administration account to be created for the purposes of system administration,
for example, creating new users and assigning permissions. For more information, please review the
Authentication Options section.

NOTE: You will need the Super Administrator Username and Password when you first login to Traka Web.
11. Enter the First Name and Last Name for your Super Administration user.

12. If you will be using Windows authentication as your authentication method to login to Traka Web (not to be
confused with the separate connection to the SQL server described in more detail above) you should enter the
Windows Username for the user that you wish to be associated with the Traka Web Super Admin account. If
you are not using Windows authentication as your authentication to login to Traka Web, leave the Windows
Username field blank.

13. Enter the Password to be used for the Super Administration account.

Administration User Accourt

Traka Web needs to create an administrator user account with full access to allow the first login to Traka Web

These user credentials wil be required 1o log into any Traka Web application once the database has been created

Please complete the following fields depending on the authentication mode you wish to use
Administrator First Name  Super

Administrator Last Name  Admin

Basic Authentication Windows Authentication

Adminustrator Usemame  SuperAdmin This only needs to be completed £ you intend to use
Windows crednetialls to connect to Traka Web.

Password “ssncnne

Corfrm Password sesssnne Windows Usemame domain'\usemame

Create Database >>

14. Press the Create Database button and if all details have been entered correctly, the Admin application will
start the process to create the Traka Web Database. A progress bar will be displayed and you will see a
‘Database Created’ message once completed as shown below. Click ‘OK’ to continue.

Database Createt_llu:

‘10} Database created successfully
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15. You will then be shown the Admin application login screen with the details already populated to connect to the

Business Engine.

V6.4 03/05/19

), Connect to Business Engine

traka
=
ASSA ABLOY

Connect to Business Engine

Authertication Mode:
Business Engine Host: locakhost
Usemame: [AD\TrakaAdmin
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4.3 BUSINESS ENGINE SETUP

1. Run the Admin Application again and login using the Super Administrator account created in the database
setup section of this document.

2. Click Connect.

&
Q Traka Web Admin - Connect to Business Engine [i

Connect to Business Engine

Authentication Mode:
Business Engine Host: localhost i
Usemame: SuperAdmin —
Password: sscscece |

Remember Password

\ v

3. Once logged into the Admin application you will see a tree structure on the left half of the screen.

@, Traka Web Admin - Administering localhost =8 %

File View Tools Help

gy Database setup
~y | 42 Default settings
= -2 Users setup
System management
444 Defaut
Engine management
44 Business Engine on UKOLND-A11557 - Online - UKOLND-A11557 (10.239.229.26)

4. Expand “Engine Management” and click on the Business Engine in the tree view, where you will see the
Business Engine Details screen on the right.

5. Check that the Host Name is showing the correct Host Name of the server where the Business Engine is
running. It is possible to right click on the Host Name Field to show a menu that will allow you to
automatically enter the host name and IP address of the current server.

NOTE: ‘localhost’ should not be used in this field.

6. Check that the IP Address is correct for your server.
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7. The Engine State button should be showing as offline (red). Click the status button to toggle it to online

(green).

8. Press the save button to save the settings, status and to bring the Business Engine online.

9. The Business Engine is now set up and online, you should proceed to section 4.4 Comms Engine Setup

NOTE: Refer to Section 5 for information regarding Email Configuration

4.4 COMMS ENGINE SETUP

1. In the Admin application tree view, expand the Engine Management section.

2. Right click on the Business Engine for which you want to add a Comms Engine and click on Add Comms

Engine.

» —
(, Traka Web Admin - Administering localhost =&
File View Tools Help English (UK) v
4 Database setup Detaits | Email Conf | 2 PIN Not = iD | kem Booking Options | |
=" _»_~Defauhsemngs S S o S S
" | B-& Users setup
-)-[& System management
LS 2 Defauk Engine Name
(- Engine management Business Engine on UKOLND-A11557
g ] Business Engine on UKOLND-AT155 AT = LI b
| Add Comms Engine Host name
Delete Business Engine UKOLND-A11557 Logging Level
IP Address None
10 239 225 26 Low
o H
Engine State <
| Onine
Running
Start Stop [
Save

3. Once the new Comms Engine has been added, the details of the engine can be seen on the right.

4. Enter a Name for the Comms Engine.

5. Enter the Host Name of the server running the Comms Engine. It is possible to right click on the Host Name
Field to show a menu that will allow you to automatically enter the host name and IP address of the current

server.

NOTE: ‘localhost’ should not be used in this field.

Engine Name
Comms Engine on VM-TRAKATL

Host name

Insert Machine Mame
IP Add

Resolve IP Address

Engine State
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6. Enter the IP Address of the server running the Comms Engine.

7. If your Comms Engine Service is running on the same server as the Business Engine Service, you should
enter the same Hostname and IP Address as the Business Engine.

@, Traka Web Admin - Administering localhost

o (B X

File View Tools Help

[Engish k) ~|

& Database setup

] .. Defautt settings

" | @-£ Userssetup

-] System management
4@ Default

=-{&] Engine management

(=<3 Business Engine on UKOLND-A11557 - Online - UKOLND-A11557 (10.239.229.26)
=[5, Comms Engine on UKOLND-A11557 - Online - UKOLND-A11557 (10.239.229.26

Details | Email C:

[ =3 PIN Notification | 71 Enrolment ID Notiication | tem Booking Options | 4

Engine Name
Comms Engine on UKOLND-A11557

Host name
UKOLND-A11557
IP Address
10 229 . 29 . 2%

Engine State

Running
Start

T

Business Engine
Business Engine on UKOLND-A1 ~

Logging Level
© None
D Low
@ High

Save

8. The Engine State button should be showing as offline (red). Click the status button to toggle it to online

(green).

9. Press the save button to save the settings and bring the Comms Engine online.

4.5 SYSTEM SETUP

The Traka Web Admin App supports both Traka Touch and 16bit systems. The process for setting up both types is the
same. For full details on how to setup a 16bit cabinet or locker system using the Admin App, refer to TD0128 -
Connecting a 16bit System to Traka Web.

1. In the Admin application tree view, click on the Engine Management section.

2. Right click on the Comms Engine for which you want to add a system and click on Add System.

p
(., Traka Web Admin - Administering localhost E’_LEQ
| File View Tools Help Englsh (UK) ~] |
| —

4 Database setup Detais | Email I PIN -] Enrolment ID Notfication | kem Booking Options | Jf
— L.+ Defautt settings ~L AR
© | 58 Usessstup |
=[] System management |
i ; & Defaut Engine Name Business Engine
=[] Engne management Comms Engine on UKOLND-A11557 Business Engine on UKOLND-A1 ~
-4 Business Engine on UKOLND-A11557 - Oniine - UKOLND-A11557 (10.239.229.26)
=1 J,Cumms &wemumw- 10.239.229.26 Host name
Add System UKOLND-A11557 Logging Leve!
Set Systems Online/Offline PR ® None
Resynchronise Usess... 10 25 229 % Low
Full Upload... _
- Engine State s
Running
o
géve
« il ’
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You will then see the System Configuration screen as shown below. You will need to determine whether the
system is a 16bit or a Traka Touch system from the Product Generation drop down menu. To configure your
system you will also need to fill in the relevant details on both the ‘System Configuration’ and ‘System Design’
tabs.

@, Traka Web Admin - Administering localhost =8 %
File View Tools Help English (UK)

4 Database setup System Corfiguration | System Design | Feature Options | Software Update
s .2 Defaut settings .
£ Users setup

System management eo000000000 |
-4 Defaut

£-f&) Engine management 0000000000
=258 Business Engine on UKOLND-A11557 - Online - UKOLND-A11557 (10.239.229.26)

= i Comms Engine on UKOLND-A11557 - Online - UKOLND-A11557 (10.239.229.26) oooescccce

ecossecsecce

eoosscsssces

System Detais

System New System [7] Oniine

Product Generation <Please select a product generation> -

Product Family

Serial Number

IP Address . 9998 [C] Alow Ping
001

Comms Engine [Comms Engine on UKOLND-A11557 =] Postions 60

Region [Defaut ~¥] Rows

Software Version Columns

4. Check the 2 boxes for ‘Online” and ‘Allow Ping’.
The ‘Online’ setting determines whether the Comms engine will try to communicate with the cabinet. This will
set the cabinet as active so that email notifications can be used.
The ‘Allow Ping’ setting will determine if the Comms engine will attempt to ping an address when it's unable
to connect to the system.

4.5.1 SYSTEM CONFIGURATION
1. Enter a ‘System’ name for your new system. For example ‘Reception’.
2. Choose a ‘Product Family’ for your new system. For example ‘S-Series’.

NOTE: The default system shown may not match the exact configuration of your system. This can be
edited on the next tab ‘System Design’ as explained in the next section.

3. Choose the Comms Engine from the drop down list; this will be the Comms Engine that you want this system
to communicate with.

4. Enter the IP Address of the system.

5. Ensure the ‘Online’ and ‘Allow Ping’ checkboxes are ticked.

6. Select a Region.

7. Click the ‘Save’ button and you will see a confirmation popup box. Your system is now setup.

8. If you wish to edit the design of your system including changing the number of positions, or adding extension
cabinets move on to the next section.
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4.5.2 SYSTEM DESIGN

1. To edit the system image to match the configuration of your Traka Touch System, select the ‘System Design’
tab.

e |

[] Use System Viewer Grid Display

Door Product Type Start Positions Physcal  Physical  Intedace

B SR

2. The dropdown list in the ‘Product Type’ column shows a list of the existing product types within the selected
Product Family. If none of these product types match your system, a custom product type will need to be
created. To do this, click the ‘Product Designer’ button and you will be presented with the following window.

NOTE: The product designer currently has limited support for Lockers.

Product Image
Product Components
| Product Name Predefined  Extension View Product (Predefined / read only)
Stip No___ Sirip Type

Traka Touch M 7 f— [Traka Touch S Frame V] e T =
BT 7 Product Name [Traka Touch 5 1|2 andeDemlySthww v
Traka Touch Demo & ‘ j Single Densty Strp 10W v
Traka Touch M 2 2 Save ‘ l peringa I I Gose J e Ko =
Traka Touch 5 5 4 5 S‘ndeDennyarpww v
Traka Touch S Edension | < s e Lt e d
T T Lbtemsen| /| e

3. Select the required Frame type from the dropdown list in the centre of the screen.

V6.4 03/05/19 TDO0013 Page 57 of 90

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT”



4. Enter a Product Name.

5. Select the type of receptor strip or blank for each strip position from the table on the right. The image will
update with each selection.

6. Click ‘Save as new product’. A pop up will ask you to confirm. Once the product has been created it will be
added to the list of product types on the left of the screen.

Product Image

Product Components

Product Name Predefined Exension View Product (Predefined / read only) Y S

Traka Touch M < | |

Traka Touch § v " [Tk Touch S Frame vi Single Dersty Sirp 10W v
Traka Touch L < Product Name [Traka Touch § 1|2 Single Densiy Strp 10W v
Traka Touch Demo o 3 Single Densty Strp 10W v
Traka Touch M 2 & e ‘ Sove camw ‘ ‘ 0 Single Dersty Strp 10W v
Traka Touch S 5 V4 5 Single Density Strip 10W v
Traka Touch S Edension | & 6 Single Densty Strp 10W v
Traka Touch L Edension & & Add New Delete

New Traka Touch S System

7. If you wish to add any more custom product types, click ‘Add New’ and repeat this process.

8. To edit a custom product type, select the product from the list on the left. Make the required changes and then

click ‘Save’.

A popup window will appear showing a count of all the systems that will be affected by the change. Clicking on
‘Yes’ will save each of the affected systems. Should you not wish to save the changes to the systems, click on
‘No’ to cancel and then click on ‘Save as new product’.

9. To delete a custom product type, select the product from the list on the left and click ‘Delete’.

Product type

You are about to change an existing Product Type.
This will affect 2 existing systems that are based on this product type.
Are you sure you want to update it?

If you do not wish to change any existing systems, then you can create
a new product type by using 'Save as new product’.

10. Once finished click ‘Close’ and you will return to the System Design screen.

V6.4 03/05/19

TDO0013

Page 58 of 90

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT”



11. You will now be able to select the custom product type(s) you created from the dropdown list.

System Corfiguration System Design Fodln(_hiwu__isdlvaal.bdﬂql

Froduct Buider [ Delete Bdension [ Add Extension | [ s |

] Use System Viewer Gnd Display

12. If you need to add an extension cabinet, click ‘Add Extension’. A second row will appear for you to select the
product type for the extension. You also now have the option to enter a title for each of the cabinets.

NOTE: Extensions are only supported for ‘L’ and 'S’ systems.

System Configuration | System Design | Feature Options | Software Update |

| Product Buider ] [

Destebeenson || AddBdenson || Save |

] Use System Viewer Grid Display

Door Product Type

1 Traka Touch S

[<]
=
2
e
=)
°

» 2 Traka Touch S

13. Once finished click ‘Save’.
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4.5.3 TRAKA WEB SYSTEM VIEWER GRID

Due to the many permutations of physical locker designs, it is not always possible to display the interactive image of the
locker within the Traka Web system viewer. Currently, there are only a subset of locker images available to use and so
to resolve the issue, a System Viewer Grid is used. The System Viewer Grid shows the status of the physical system
within Traka Web without having to display an image of the actual locker or cabinet.

Configuration of the System Viewer Grid is done within Traka Web Admin on a per-system basis. Although the option is
available for both cabinets and lockers, the option to customise the Traka Web System Viewer Grid is specific to lockers

only.

NOTE: When configuring cabinets, a user has the option to either view the system viewer grid or the
interactive image within the system viewer in Traka Web.

System View Option and Custom Product Type

After launching the Traka Web Admin Application, the System Configuration screen will be displayed.

System Configuration § System Design l Feature Options l Software Update |

Lgun oy

1. Locate the Product Family drop down menu to choose a specific system type.

System Details
System

Product Family
Serial Number
IP Address
MAC Address
Comms Engine
Region

Software Version

V6.4 03/05/19

New System

5-Series

M-Series
5-Series
L-Series
Lockers
Demonstration Series

Comms Engine on UKOLND-A11436

Default

Save

TD0013

[1 Online

Posttions
Rows

Columns

[J Mlow Ping
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The screen will change to display the default locker image.

System Configuration | System Design | Feature Options | Software Update |

2. Click on the ‘System Design’ tab to edit the selected system type.

Pr—
System Configurationl] System Design IIFeature Options ] Software Update

3. Within the System Design tab, click on the ‘Use System Viewer Grid display’ tick box.

e —

V6.4 03/05/19

Product Bulder Deleta Extersion Add Bxtension Save
V| Uss System Viewer Gad display
Physical  Inteface
Door ond.;d Type ) Start Postions St C No
| Traka Touch M 2 v
» 1 1 20 0 0
TD0013
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If the system to be configured is a locker, the ‘Custom’ option will be made available from the Product Type drop down
menu. The custom product type is a product type that should be used when there is no system image available for the
locker. When using the custom product type the user will be required to manually enter a number into the ‘Positions’

field for this system. The maximum value that can be entered will be 150.

Product Builder Delete Extension Add Extension
Use System Viewer Grid Display
| Door Product Type Start Positions glgjlcal Elgﬂf:’cal Ianljerface
N == ol

NOTE: The maximum value that can be entered within the ‘Positions’ field is 150. If this value is exceeded,
an icon will appear in the left hand box. Hovering the mouse cursor over the icon will display a message
informing the user of this.

Product Builder Delete Extension Add Extension
Use System Yiewer Grid Display
| i Physical ~ Physical  Interface
MDDDI Product Type Start Positions Stat  Count No
b v | ‘
P 0|1 Custom I— 1 160 0 o 0
Product Builder Delete Extension Add Extension
Use System Viewer Grid Display
i Physical ~ Physical  Interface
‘ Door Product Type Start . Positions Start Count Mo
I [v] \
EZ T 0
For Custom product type please enter position value between 1 and 150 ll |
| . y )

NOTE: If ‘Custom’ has been selected, the 'System Viewer Grid’ must be used with that particular system.
The tick box to select the ‘Use System Viewer Grid Display’ will be ticked and greyed out and the Product
Builder will also be disabled.

With the ‘Custom’ option enabled, a generic image will be displayed in place of the usual system image to indicate that
this system is a custom type and that no image is currently available.

V6.4 03/05/19

B System Corfiguration | System Design | Feature Options Software Update

Statun: © 24/00/2016 §

Connected

1

Satin: @

CHQUSTT (UR) v

4:06.08

System Details

System New System 6 [ Online
Product Family Lockers

Serial Number
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4.5.4 TRAKA WEB SYSTEM VIEWER

When Traka Web is launched, the System Viewer page will check to see if the current system should be displayed by
an image or a System Viewer Grid as it loads. If the System Viewer Grid display is to be used then the status
information will relocate from the bottom left of the page to the top right of the page above the activity grids location.

The System Viewer Grid layout will change depending on which return type the system has been assigned. A typical

System Viewer Grid may appear as shown below:

(&) English (UK)

<@ System Viewer

@ Default

Region

Pool Car

Pool Van

Stock Van

Spare Vehicle
Vehicles - Finance

FD3

FD2

D1

Stationery

Clathing

Shredding Cabinets
Joan - Desk

Unit 12 Gas

[-RN--RENR- BT R SIVRY R

R
RR- R TR R FRy

Martyn Baker
HR1
HR2
HR3

e
(=R

[ ]
Q
Q
(1)
(1)
[ ]
=~
Q
Q
(1] 10
Q
Q
(1)
[}
o
[ ]
[ ]
(1)
Q
0

=
=

=

@ Create Filter

@ Locker
System

Qut OF System
In System
In System
In System
In System
In System
In System
In System
In System
In System
In System
n System
In System
Out Of System
In System
n System
Out OF System
In System
In System
In System
»

Page size:

(1] =] 2 i

Edit
Locker
Status: © 24/03/2016 14:06:08
Connected
1
Status: @

Ttem Removed
Item Returned
Ttem Removed
Item Returned
Tlegal Handover
Item Removed
Ttem Returned
Tllegal Handover
Ttem Removed
Item Returned
Ttem Removed
Item Returned
Ttem Removed
Ttem Returned
Ttem Removed

Tram Raturmad

<

iFob Access

24/03/201
23/03/201
23/03/201
22/03/201
22/03/201
22/03/201
21/03/201
21/03/201
21/03/201
18/03/201
18/03/201
18/03/201
18/03/201
18/03/201
18/03/201
17/034201

Fixed Return

For a fixed return system, each physical position will be represented by a row within the System Viewer Grid. Each row

will be divided into columns as shown below.

[ ] 1 | Pool Car Qut Of System

(Y] 2 | Pool Van In System

(Y 3 | Stock Van In System

(Y] 4  Spare Vehicle In System

(Y] 5  Vehicles - Finance In System

- [ In System

- 7 In System

(1) 8  FD3 In System
6 9 | FD2 in System
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Random Return to Single System and Multiple Systems

For a Random Return to Single System and Multiple Systems, each physical position in the system will be represented
by a row in the System Viewer Grid. A row will also be displayed for each iFob that is not in the system.

When an iFob is removed from the system, its position will remain but its icon will turn grey to show that the iFob is
not in the system. A new row will then be added to the bottom of the grid to show which particular iFob has been
removed. It's Index, Description and Status will also be displayed. This is shown in the example below.

The iFob’s in position 6 and 7 have been removed from the system. Two new rows are created at the bottom of the
grid reflecting their current status. Please refer to the Traka Web User Guide - UD0018 for more information.

(1] 1 1 | Silver Ford Focus In System
(Y] 2 2 | Red Ford Focus In System
(1] 3 3 | Silver Ford Focus In System
(Y] 4 4 | Silver Mercedes In System
(7] 5 5 | Grey Audi In System
] 6 Out Of System
T 7 Out Of System
- g In System
- ! In System
(] 10 10 In System
T & | Transit Van 2 Out Of System
T 7 | Transit Van 1 Out Of System

4.6 TRAKA TOUCH NETWORK SETUP

In order for Traka Touch to accept an incoming connection from Traka Web, the Traka Web option must be enabled in
the Traka Touch Application.

1. Login to Traka Touch.

NOTE: The user must be an administrator.

N

Select the Administration option.
)

—

3. From the Administration screen select the Network option.

@r.}

@

4. Set the “Enable communication to Traka Web” option to:
5. To configure the IP Address of the Traka Touch, click on the NIC button.

6. The network settings window appears.
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Name:
IO Status:
IP Address:

SMSC91181
Operational
10.0.1.192

Subnet Mask: 255.255.254.0

Gateway:
Pri DNS:
Sec DNS:

10.0.0.8
10.0.0.18
10.0.0.2

DHCP Enabled: On

7. To enable DHCP, select the DHCP Enabled to toggle DHCP On and Off.

8. To specify a static IP Address toggle DHCP to Off, then select each of the following in turn and edit using the
on screen Numeric Keypad.

®ap oo

9. Click Settings button to return to the Network setting page.

IP Address (IP4)

Subnet Mask

Gateway

Primary DNS (if required)
Secondary DNS (if required)

10. Click Save.

4.7

LOADING A CONFIGURATION FILE

When adding a system into Traka Web, it may be necessary to load or replace the configuration file in the Traka Touch

System.

1. Run the Admin application and navigate to the systems in the tree view, from there highlight the desired

system.

2. Right click and select ‘Load Configuration’.

3. A window will appear allowing you to navigate to the appropriate location of the configuration file.

(J, Traka Web Admin - Administering localhost SE—
File View Tools Help [Englsh UK ~|

4 Database setip
e {2 Defauk setings
3-8 Users setup
[ System management
& @ Defauk
E-[& Engne management
-4 Business Engne on UKOLND-A11557 - Onine - UKOLND-A11557 (10.239.229.26)
=&, Comms Engne on UKOLND-A11557 - Onine - UKOLND-A11557 (10.239.225.26)
=@ Defaut
e Ssen - Origg

Delete System...
Update Software

Load Configuration..

Resynchronise Users...
plod

System Corfiguration | System Design | Feature Options | Seftware Update

System Detais
System

Product Family
Senal Number
1P Address

MAC Address
Comms Engne
Regon

Software Verson

Product Generation

04CB-1D-80-0057

Comms Engine on UKOLND-A11557 -

Defaut v
34414

Postions

Rows

4. Highlight the configuration file and Select ‘Open’.
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5. If the configuration file is acceptable then a message will appear telling you that the file has been validated.
Click ‘Yes' to save the file to the database and Traka Touch, and continue.

=
Configuration

@ The configuration file for TKC10001 has been validated.

Do you wish to save it?

6. A message will appear stating System Saved Successfully, click ‘OK’.

r
System Viewer

e
(0; System Saved Successfully
—

NOTE: If the configuration file you are attempting to load doesn’t match the serial number of the system,
you will receive the following message.

=
Configuration u

4% A configuration matching system TKC10001 was not found,
W' Do you wish to load the configuration for TKC19009 anyway?

The configuration file will load into the system but any and all ‘cost options’ you previously had on your system will be
disabled. Reload the correct configuration file to restore your system options.

7. The Traka Touch system will automatically begin the configuration update. A progress bar will represent how far
through the process the system is. Once completed you will be presented with the default login screen.

traka 4
ASSA ABLOY

System busy, please wait...

The system configuration has changed and a restart is
required
I

NOTE: For the config update to automatically run, a Traka Touch user must not be logged in. If the Traka
Touch system is in use, the update will commence once all activity is completed and they have logged out.
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NOTE: If the configuration file you are attempting to load doesn’t match the serial number of the system,
you will receive a message stating that the serial number doesn’t match the config file or that the config
MAC address doesn’t match the hardware. Click OK to continue to use the system.

A hardware change has been detected! (Code 48)
The loaded configuration Senal Number does not match.,
The koaded configuration MAC Address does not match the hardware.

Al cost options have been deactivated,
Flease cbtain a replacement configuration from your supplier.

For assistance please contact Traka plc.

Tel: 0845 630 6300
Email: support@traka.com
Availability: Mon to Fri 8am to 5:30pm
oK
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5. EMAIL CONFIGURATION

Traka Web has the ability to email a user’s PIN and/or Enrolment ID as well as send Email notifications. In order for
the email facility to operate, the Business Engine must be configured using the Admin Application.

When a user is defined, Traka Web can email a user’s PIN and/or Enrolment ID to them if the Email PIN check box is
ticked and an email address has been entered into the user details.

Once the settings below have been configured, you can create email notifications to trigger under specific

circumstances from the Traka Web front end. Please review the latest version of UD0018 - Traka Web User Guide for
more details on Email Notifications.

5.1 ADMIN APPLICATION SETUP

1. Access the Business Engine within Traka Web Admin and then select the ‘Enrolment ID Confirmation’ tab.
2. Tick the box next to ‘Enable User Enrolment Emails’.

3. In the dropdown box under ‘User Detail Email Address Field’ change to ‘Detail 6: Email’.

NOTE: By default, the email field is set to ‘Field 6’. This can be customised by editing the 11 definable User
Fields within Traka Web.

4. Complete the ‘Subject’ and '‘Body’ fields as required.

5. Click on ‘Save’.

| Details | Email Configuration | =1 PIN Confimation| 1 Enroliment ID Confimation

Enable User Enroliment Emails

User Detail Email Address Field

[Detail 6: Email v

Subject

Enrolment ID Email Template Fields
Body {0} = First Name
1PI293adse use the follwing PIN number to enrol yourself on the system: {1} = Last Name

{2} = Enrollment ID

Save

NOTE: If you only wish to send a PIN Confirmation you are still required tick the box for ‘Enable User
Enrolment Emails’ within the ‘Enrolment ID Confirmation’ tab.
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6. Click on the ‘PIN Confirmation Tab'.
7. Complete the ‘Subject’ and ‘Body’ fields as required.

8. Click on ‘Save’'.

| Details | Email Configufaﬂqj [ PIN Corfimation | =] Enrolment ID Confimaton |

Subject
Pin Notification Email Template Fields
Body {0} = First Name

Please use this pin to access the system: {1} Last Name

1234 {2} =PIN

Save
9. Click on the ‘Email Configuration’ tab.

\lpﬁansj Email Corfiguration ‘[\_‘\ PINCorfwrnationl E4 Enmllmerrnil[)r@rf‘ﬂmton.‘

SMTP Settings
Host
10.239.229.245 @ No Authentication
Port {optional, default = 25) ) Network Credentials
5 Usemame
[T] Enable SSL/TLS
Password
From Address Domain
Robert Cash@traka.com
Email Notifications Email Test
Default Locale To Address
English (UK) v
Send Test Email

10. This window allows you to configure the SMTP Settings.

SMTP Settings

Host
Input the host name of your Email Server.

Port
Enter the TCP port number that your SMTP email server accepts messages on. You should set this to 25
unless you use a non-standard port number.

Enable SSL/TSL
Enable this option to encrypt messages between the Business Engine and Email Server.

NOTE: You may need to change the port humber from the default 25 for this to work.
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11.

5.2

12.

13.

14.

15.

16.

From Address
Enter the email address which email notifications should appear from.

No Authentication
By selecting this option, no SMTP authentication will be used.

Network Credentials
This will cause the Business Engine to authenticate to the named SMTP server using the supplied
credentials.

Email Notifications

Default Locale
Select the appropriate language locale. This will translate text within the email to the selected language.

Email Test
To Address

You can test the SMTP settings that have been entered by putting an email address in the ‘To’ field and
clicking the Send Test Email button.

The PIN & Enrolment ID Notification tabs allow you to enter a subject and message template that will be the
content for every email sent to a user.

TRAKA WEB SETUP

Log into Traka Web.

Navigate to the user list.

Highlight the desired user and click the edit button.

Select the System Access tab. A tick box named Email PIN/Enrolment ID will now be visible.

Enter the appropriate details i.e. a PIN or Enrolment ID. Then select the save button.

Card ID:

Keypad ID: 1974

Enrollment ID: 1234

PIN: cessssscce

PIN Expiry Date: 27/03/2016 i)
PIN Force Change:

Email PIN/Enroliment ID: v

Fingers Enrolled: 0

17. Traka Web will now send an email to the user stating their PIN and/or Enrolment ID.

The next time the user is edited the Email Pin check box will not be checked and must be checked and saved again if
you wish to send another email.
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5.3 TRAKA WEB ADMIN JOB SCHEDULER

Within the Traka Web Admin App, it is possible to configure a Job Scheduler. This will make it possible to clear data from

the system at specific times which can be enabled by

the System Administrator.

The tab for the job scheduler is located by selecting the Business Engine. By default each job schedule will be disabled.

1. Select the Business Engine followed by the Job Scheduler tab. In the Jobs window, select the Enabled check
box for the specific job to be activated.
Fle View TIools Help Engich (UQ) v/
u&\s«mm: | Detads | Emai Corfiguration | PIN Notfication | Envolment ID Ntfication | tem Booking Corfimation | Job Scheduer
B 30&;:&:-‘ ks
-8 Users setup Job Name Enabled Last Run
@ m‘m ] [z20172018 09:10
|
2. Clicking on the Edit button will enable you to change the parameters for the selected Jobs
Ele View Tools Help Engish (UK) v
1L Service setup | Detaits | Emai Configuration | PIN Notfication | Envoliment ID Notfication | kem Booking Corfimation | Job Scheduler |
) 4 Database setup
B | [ oeintsctings o
-5 Userssetup Job Name. Enabled Rest  LastRun
T P lok |zmamsosio
[ Engine management
[# i Business Engine on UKOLND-A11562 - Oriine - UKOLND-A11562 (10
l '
Settings.
Job Name  Purge Histonc Data (V] Enabled
Properties
Deleted Users -
Number of days worth of logically deleted users to retain (based upon event date) 365
Em!vsw—v True -
Number of days worth of event data to retan 365
Purge historic event data? True
Interval
Hourly | Daiy | weekly | Monthly | Yeary |
©® ey 1 B )
O Every Week Day
Statat 00:00 8-
|
g Cancel Save
3. Within the Properties box, change the setting to True to enable the parameter.
File View Tools Help | Engish (UK v
T Service setup Details | Emai Corfiguration | | Ervoliment 1D Notfication | kem Booking Confimation | Job Scheduer
) 4 Database setup
B | - oot Jobs
@ @ Defak & jok 22/01/2018 09:10
- Engine management
[#43 Business Engine on UKOLND-A11562 - Oniine - UKOLND-A11562 (1C
Edt
Settngs.

Properties.
Deleted Users
Number of days worth of logially deleted users to retain (based upon event date)

Number of days worth of event data to retan
Purge historic event data?
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4. The lower box will allow you to change the interval for when you wish the Schedule to be run.

Engiish (UK) v
| Details | Email Corfiguration | PIN Notfication | Enolmert ID Notfication | kem Booking Confimation | Job Scheduler |
- Jobs
- Users setup
7 g %::k"aw Purge Historic Data | @ Jok  [2m120180010
e [ Engine management
43 Business Engine on UKOLND-A11562 - Online - UKOLND-AT1562 (1C
[ e |
Settings
Job Name | Purge Historic Data | Enabled
Properties
Deleted Users x
Number of days worth of ogically deleted users to retain (based upon event date) | 30
Purge logically deleted users and associated data? True
Events ~
Number of days worth of event data to retain B
Purge historic event data? True
Interval
[ Hourly [ Daily | Weekly |Monthly | vearly |
[ Monday [] Frday
[ Tuesday Saturday
Wednesday [ ] Sunday
[] Thursday Start at
< [ cancsl || s |
5. Once complete, click the Save button.
V6.4 03/05/19 TDO013 Page 72 of 90

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT”



6. USING TRAKA WEB

You should now be able to login to the Traka Web Front End using the System Administration account that you set up
in section 4.2.1.1.

Navigate to your Traka Web URL (http://servername/TrakaWeb) and you should see the login page as shown below.
For basic authentication, simply type in your username and password, and click Log On.

If you are using windows authentication you should be logged in automatically as long you are already logged into
your workstation as the windows user associated with your super administration account as setup in section 4.2.1.1.

. el = |
e()\o https//trakaweb.traka.com/Trakat © ~ B & X H € Traka Web Log On x u 33 &

b | Log On | [y ] | traka com AuwA AR

Log On
Please enter your username and password.

User name |

Password

Traka Ple © 2012 Support +44 (0)1234 712345  support@traka.com +1.04.0001

Once logged into the system you should consult the Traka Web User guide for further help in using the Traka Web
Software.
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http://servername/TrakaWeb

6.1 BASIC AUTHENTICATION

While using basic authentication your Traka Web users will be prompted for their username and password via the
Traka Web Front End login page. Users are given a username and password on the Edit User page in the Software
Access tab.

The Software User Name and Software Password fields should be completed for each user that you wish to log on to
the Traka Web Front End Web Site.

S traka
‘ Edit User - Dave Jones —_——,
ASSA ABLOY
U Hw o
Edit
Details System Access Item Access Region Access History
Web Login

Web Windows User Name:

Web User Name: username

Web Password: essessse

Details

Software Permissions Group: Super Admin v

6.2 WINDOWS AUTHENTICATION

While using Windows Authentication, Traka Web Front End will authenticate users against their Windows credentials
for the current Windows user. Users on Traka Web are associated with Windows credentials (as above). The Software
Windows User Name should be completed for each user that you wish to login to the Traka Web Front End Web Site.

6.2.1 CONFIGURE WINDOWS AUTHENTICATION THROUGH IIS

If your Traka Web Front end has been set up with Basic Authentication and you wish to configure it using Windows
Authentication, there are 2 solutions: You can simply uninstall Traka Web Front End and reinstall using the Windows
Authentication option or you can change the configuration through the Internet Information Services (IIS) as follows.

Note: If you are configuring Windows Authentication through IIS, it is important that at least 1 admin
user has already been setup within Traka Web, User Web Access with their correct domain credentials
otherwise Traka Web cannot be accessed.

traka

‘ Edit User - Dave Jones
ASSA ABLOY

Details System Access Item Access Region Access History

Web Login
Web Windows User Name: domain\username]

Web User Name:

Web Password:

Details

Software Permissions Group: Super Admin v
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1. Open the Internet Information Services (IIS) Manager.

2. In the left window, expand the tree to the Traka Web level and select it.

» -93 UKOLND-A11557 (AD\R

0’;! UKOLND-A11557 Home

Filter: « (0Go - G Show All | Group by: Area - [as]>
ASP.NET -
2 N E B &
L 3 = = A
s < e @ B B & B I
NET NET NET Error {NET .NET Trust Application Connection MachineKey Pagesand  Providers Session State
Authorizat... Compilation Pages Globalization  Levels Settings Strings Controls

SMTP E-mail

2 9

Authentic... Compression

MIME Types  Modules

Management

it

Configurat...  Feature
Editor Delegation  Configurat...

Default Directory  ErrorPages  Handler HTTP

Document  Browsing Mappings Redirect

B = = e
8 9 &
Output Request Server Worker

Caching Filtering  Certificates  Processes

Shared

HTTP
Respon...

@

ISAPIand

CGI Restri..

ISAPI Filters

Logging

R Features View || % Content View

= |

495 UKOLND-A11557 (AD\Re
2} Application Pools
4- 6 Sites

4 &0 Default Web Site
b aspnet client

3. In the main window under ASP.NET, double click on the Application Settings icon.

ASP.NET

.NET
Authorizat...

SMTP E-mail

V6.4 03/05/19

Compilation

.NET Error

¢

NET

B @

TD0013

=

.NET Profile .NET Trust § Application § Connection Machine Key Pagesa
Pages  Globalization Levels Settings Strings

&

Controls

nd Session State
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4. A new window will appear. At the top of the list, right click on AuthenticationMode and select Edit.

Name - Value Entry Type

i AuthenticationMode Basic . i
ClientCertificateDomain... Ak "
ClientValidationEnabled false | Edit...

DefaultCulture en-GB ¥ Remove

EnrolimentIDLength 6

HostlPName UKOLND-AL; @ Help

LicenseCheckInterval 20 Online Help

LicenseReminder 90 Local

5. The Value field will currently be set to Basic. You will need to manually change this to Windows to allow for
Windows Authentication. When complete, click on OK.

p
Edit Application Setting | P X

Name:
AuthenticationMode

Value:

Windows

6. Click on the Back arrow to return to the main screen.
7. Under the IIS section of the main screen, double click on the Authentication icon.

g o 2 & & € 8 = 4

ompression  Default Directory  Error Pages Handler HTTP HTTP Logging MIME Types  Modules
Document  Browsing Mappings Redirect Respon...

£ 8

Output Request  SSL Settings
Caching Filtering

8. A new window will appear displaying the current Status settings. Right click on the Status settings to Enable
or Disable as shown below.

Group by: No Grouping - Group by: No Grouping -

Name . Status Name = Status
Anonymous Authentication Enabled Ancnymous Authentication Disabled
ASP.NET Impersonation Disabled » ASP.NET Impersonation Enabled
Basic Authentication Disabled Basic Authentication Disabled
Forms Authentication Enabled Forms Authentication Disabled
Windows Authentication Disabled Windows Authentication Enabled

9. Close the IIS Manager and launch Traka Web. All users with Windows Authentication will automatically log in.
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6.3 ACCESSING TRAKA WEB OVER HTTPS WITH AN SSL CERTIFICATE

6.3.1 SELF-SIGNED CERTIFICATES

For testing purposes it is possible to create a Self-Signed Certificate. This will not be valid in live installations as the

is functioning via https.

1.

certificate has not been verified in the "Trusted Root Certification Authorities' store. It will however indicate if your site

Open IIS Manager and select your server from the left side of the window.

95 UKOLND-A11557 (AD\RJ

Qgg UKOLND-A11557 Home

Filter: » 8 Go - (& Show All
=4 Application Pools
408 Sites ASP.NET :
> 4@ Default Web Site = &> %
= R = ¢
.NET .NET .NET Error .NET
Authorizat... Compilation Pages

2.

Globalization

In the IIS section in the main window, double-click on Server Certificates.

9

-qé UKOLND-A11557 (AD\R

UKOLND-A11557 Home

! Filter: + [ Go - & Show All
Q Application Pools % %
G §] Sites ASP.NET : :
» 403 Default Web Sitg = NP A §
= 8 ©« @& e
NET NET .NET Error NET
Authorizat... Compilation Pages

- e ( ‘;
is? == S &@
Machine Key Pages and

Globalization

V6.4 03/05/19

Providers  Session State
Controls
s
B 9 o
Authentic... Compression  Default Directory
Document  Browsing
= 8§ &
HTTP ISAPIand  ISAPIFilters  Logging
Respon CGI Restri...
o= L Ry
Request Server Worker
Filtering Certificates ) Processes
TDO0013
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3. Now click on 'Create Self-Signed Certificate...'

File View Help
Connecti

Q’gl Server Certificates
Z Import...
€3 -, = :
j UKOLND-A11557, (AD\ Use this feature to request and manage certificates that the Web server can use with Web sites configured for Create Certificate Request..,

|2} Application Pools SSL.
46| Sites >

b @ Default Web Site Name Issued To Issued By Expiratior
TrakaBusinessEngine.pfx.Certif... TrakaBusinessEngine TrakaWeb.Root 31/12/20:
TrakaCommsEngine.pfx.Certifi... TrakaCommsEngine TrakaWeb.Root 31/12/20:

Complete Certificate Request...

Create Domain Certificate...

Create Self-Signed Certificate...

Help

Online Help

4. Choose a name for the certificate (something easy to remember) and leave the drop-down as Personal and
click OK.

6.3.2 BINDINGS

1. In the Sites section located in the left window, select Default Web Site and then click on Bindings from
within the window to the right.

View Help
0 Default Web Site Home
& Bl Explore
5 UKOLND-A11557 (AD\Rq 2 oo Edit Permissi
% VKOLMD AT A Fitter: « fGo -G Show All | Groupby: Area i
4 - o . i indings...
4 & Default Web Site i= < A ‘ B
— = S \\Q 404 “ LL? 1 o o3 Os...
é) 3 TrakaWeb .NE_T .N_ET y .NET Error .NFT ) NET Profile .NET Roles  .NET Trust 3 View Applications
i 3 TrakaWeb0l Authorizat... Compilation Pages Globalization Levels Vo D et

2. Click Add and then change the Type drop-down to https.

r \
Add Site Binding [

nettcp
net.pipe
netmsmgq om or marketing.contoso.com

msmgq.formatname

3. Next, select your certificate from the SSL certificate: drop-down and then click OK.

Add Site Binding [

Type: IP address: Port:

[ https +| AllUnassigned v u3

rSSL certificate: )

{tspaseee 5
Not selected
TrakaBusinessEngine.p

.Certificate_wixCert_1

Cancel \
TrakaCommsEngine.pfx.Certificate_wixCert_1 i

NOTE: A self-signed certificate is ok for testing. However if a customer intends to make their Traka Web
install live using SSL they will need an official certificate for this section.
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|6.3.3 ENABLE SSL ON THE TRAKAWEB SITE

1. Select the TrakaWeb section from the window to the left.

View Help

Q Default Web Site Home
8l Explore
UKOLNQ-A]:1557 (AD\Rq Filter: 3 m G %]Show All | Groupby: Area = ' Edit Permissions...
Application Pools 5
A ASP.NET Edit Site
5 o & N i = I Bindings...
4 Default Web Site = N 7y _ . ,
Q"?  SRboelan & \\/// @ @\ & ‘q‘g/ Basic Settings...
¥ TrakaWeb .NF._T .N_ET X .NET Error .N_ET ) {NET Profile .NET Roles .NET Trust View Applications
- — Authorizat... Compilation Pages Globalization Levels 2 3 ; .
b -7 [Takavveny View Virtual Directories
2. Next, double click on the SSL Settings icon in the main window.
P u? /TrakaWeb Home
HEOEND-ATLSS) inkody|| SESeS - 6o - GShowAll | Groupby: Area - -
@ Application Pools - —
& Sites Jab) E =BT & &

4 ) Default Web Site
[ - aspnet_client
4 @ TrakaWeb

Connection MachineKey Pagesand Session State SMTP E-mail
Strings Controls

(}A.C‘] App_Data B . - - ;

551 bin && \g D -m ) =y,

-] Content 9 = 5 199]

b7 Help Authentic... Compression  Default Directory ~ Error Pages  Handler HTTP

DC] Serips Document  Browsing Mappings Redirect
Gl e @ o» M @ £(8
b (P TrakaWeb01 = - =t =

HTTP Logging MIME Types  Modules Output Request §  SSL Settings
Respon... Caching Filtering

3. Tick the Require SSL checkbox and select whether to Ignore, Accept or Require Client Certificates. For this
purpose we will choose Ignore. Click Apply to save the changes.

- &P SsL Settings

UKOLND-A11557 (AD\RoC:
Q Application Pools
[, Sites

4 &) Default Web Site

bl aspnet_client
4P TrakaWeb

> .1 App_Data
> bin
5. 7] Content
571 Help
5[] Scripts
b -5 Views
b (P TrakaWeb01

This page lets you modify the SSL settings for the content of a Web site or application.
Require SSL

Client certificates:

@ Ignore
) Accept
©) Require
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6.3.4 CONFIRM SSL IS ACTIVE

If you are using a self-signed certificate, the web browser will display a warning that the site is not secure. This can be
rectified by adding an exception to the browser so that you may continue.

When using approved certification, the warning will not be displayed. The search bar will also display a padlock icon
showing that the site is secure.
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7. UPGRADING AN EXISTING TRAKA WEB INSTALLATION

If you already have any of the Traka Web software components installed;—please use “Add / Remove Programs” or
“Programs and Features” found in the Control Panel to remove all of the components of Traka Web including the
associated security certificates.

Install the new version of Traka Web familiarising yourself with the installation process for each software component
described in section 2 above.

7.1 UPGRADING THE TRAKA WEB FRONT END AND ADMIN APPLICATIONS

PLEASE NOTE: Upgrading the Traka Web Front End will overwrite the installed “web.config” XML
Configuration file where the ‘Default Culture’ is set. Therefore, if the Traka Web installation is not installed
as English (GB), then after the upgrade the Default Culture will need to be setup again as per step 14 of
section 3.1.

7.2 UPGRADING THE BUSINESS ENGINE AND COMMS ENGINE SERVICES

It is recommended that you stop the relevant service (Business Engine or Comms Engine) prior to upgrading.
You should do this from the ‘Services’ icon, located within ‘Administrative Tools’ in the Control Panel (Control

Panel/System and Security for Windows 7 & 8), or run ‘services.msc’. Right click and choose Stop to disable the service
and then run the installer to perform an upgrade.

7-47.3 UPGRADING SECURITY CERTIFICATES

Before upgrading any of the security certificates, any previous versions must be uninstalled. Locate All Programs via the
Control Panel to uninstall the Security Certificates.

7-57.4 UPDATING THE DATABASE

The following section details the process of updating the Traka Web database after an upgrade of the Traka Web software
has been installed onto an existing database.

NOTE: You should ensure that your current database has been backed up before continuing.
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751+7.4.1 UPDATING THE DATABASE

1. After completing the software upgrade, restart the Traka Business Engine Service and the Traka Comms Engine
Service and then launch the Traka Web Admin application as normal.
(), Traka Web Admin - Connect to Business Engine L= |
traka
ASSA ABLOY
Lzrguzg= | English(UK) w»
Connect to Business Engine
Authentication Mode: (Basic v
Business Engine Host: localhost
Usemame: SuperAdmin
Password: sescssce
Remember Password
Connect
\ A
2.

You will first be required to enter the Server and Database Details as shown below. Click ‘Next’ to continue

Traka Web Database

Please specify the database server where the Traka Web database is stored.

Server:  localhost

TrakaWeb_DBConnect Test
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3. A window will appear requiring your Database Administrator Credentials. You may either choose ‘Use
Existing’ if connecting to an existing database or ‘Create New'.

Database Authentication Mode

Please select the authentication mode to be used by the Busness Engine to connect to the SQL Server.
The account provided should have Database A i

z)

4.

Your Traka Web Database must be updated before the Busi
can start normally. Do you wish to upgrade it now?

5. The Database Wizard window will appear which provides information regarding the current ‘Database Status’.
The ‘Target Database Version’ is shown in red text. Click on the ‘Update’ button to continue.

Your Traka Web Database must be updated.

. Please ensure you have backed up your Traka Web database before
proceeding.
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6. Click on the ‘Update Database’ button. The ‘Database Wizard’ will now install the update and perform any
necessary checks prior to completion. Once the update has completed, click on the *Next’ button.

‘lheluﬁ(s)hweaeuled
database status and health...
Chedcng/wﬂngm—imﬂa
check complete

Business Engine database update has leted sfull
Please press next to re-check the database status and health

7. The ‘Database Wizard’ will show an updated ‘Database Status’ as shown below. Click on the ‘Finish’ button to
return to the ‘Traka Web Admin’ connection screen.

75-27.4.2 COMPLETING THE DATABASE UPDATE

Database Status

Runtime Read/Write Database Pemissions
Engine and Database Clock Drift
Database Present

Schema Version

Current database version:

Target database version:

Enumeration Data
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1.

Unless you wish to make any changes within Traka Web Admin, close the window and continue to use Traka
Web as normal.

& I I\
Q Traka Web Admin - Connect to Business Engine X |

Connect to Business Engine

Authentication Mode: |Basic -
Business Engine Host: localhost

Usemame: SuperAdmin

Password: oy

Remember Password
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8. TRANSFER A TRAKA WEB DATABASE TO A NEW SERVER

The following procedure outlines the process required to transfer an existing Traka Web database to a new server.

1. Start SQL Server Management Studio on the current server and select the database to be backed up. Right click on
the specific database and go into Tasks -> *‘Back Up’.

% Microsoft SQL Server Manageme
File Edit View Debug Tools Window Community Help
{8 New Query | [y |Gy 5 5 [ B
Connect- &1 &3 » 7 [F] g
=] UKOLNL-A11441°\SQLEXPRESS (SQL Server 10.0.5538 - sa)
= [ Databases
3 System Databases
[] CreateTest
CRT]
3 Dat| Mew Database...
3 Tab Mew Query
a Viey Script Databaseas  »
3 Syn
3 Pro| Tasks 4 Detach...
[ Sen -
3 Sto Palicies 4 Take Offline
L@ Sec Facets Bring Online
) TrakaT Start PowerShell Shrink
[ TrakaT
[ TrakaT. Reports >I Back Up...
[] Trakaly Rename e ¥
[ Trakaw
[] TrakaWl Delete Generate Scripts...
[ Trakaw Refresh Extract Data-tier Application...
[ Trekalh Properties Register as Data-tier Application...
G Traka Import Data..,
[ TWFLTestDB
[ Security Export Data...
[ Server Objects
L3 Replication
3 Management
V6.4 03/05/19 TD0013 Page 86 of 90

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT”



2. The following pop up window will be displayed. Here you can choose the location where you want to back up
the database. This would ideally be an external drive of some sort with the intention of transferring the database
to another server. Press ‘OK’.

= —
| | Back Up Database - TrakaQAdAugT 5. .
Selecta page g .
: Script = [ Help
il General|
| & Options
Source
Database: [TrﬂcaQMMgTed M ]
Recovery model: [simPLE |
Backup type: [Ful -
Copy-only Backup
Backup component:
@ Database
Files and filegroups: | l:l
Backup set
Name: TrakaQA4Aug Test-Full Database Backup
Degcription:
Backup set will expire:
= : @ After: [o 2 days
Server: © On: [23/08/2016 )~ |
B _
UKOLNL-AT144105QLEXPRESS Destination
Connection: Back up to: @ Disk Tape
sa - 0
37 View connection properies
Remove

Progress -

Ready < I 3 Contents

Now you can open SQL Management Studio on the server you wish to move the database to.

3. Right click on the Databases tab to allow the restoration of the database.

% Microsoft SQL Server Management Studic

File Edit View Debug Tools Window Community Help

{ R New Query | [y [0y |5 W 4 B 5

Connect - L’_E .!E m T 5

5 [ UKOLNL-A11441\SQLEXPRESS (SQL Server 10.0.5538 - sa)

=3
Mew Database..,
Attach..,
=]

Restore Database...

Restore Files and Filegroups...

Start PowerShell

Reports r

Refresh

[LJ Security
i
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4. A new window will be displayed to the user where the option is given to choose which database the restore
should be mapped to. In this case, type a new name for an unused database on the server.

5. Most likely the database would be coming from an external source such as an external drive, therefor ‘From
device’ should be selected in order to navigate to the server to import.

6. The backup set should be shown at this point and the user can select the specific version to restore. Press ‘OK’.

Selecta page
| General
|24 Options

Connecfion

Server:
UKOLNL-A11441MSALEXPRESS

Connection:
sa

ﬂ Miew connection properties

Progress
Ready

e =)

8 Scipt ~ ([ Help

Destination for restors

Select or type the name of a new or existing database for your restore operation.

To database: TrakaQAdAugTest2

To a point in time: Most recent possible

Source for restore

Specify the source and location of backup sets to restore.

() From database:

N |

@ From device: D:MbK bak

Select the backup sets to restore:

=)

Restore  Name Compaonent  Type
TrakaQA4AugTest-Full Database Backup12  Database Full

Server
UKOLNL-A114.

4 LU
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7. Go into the Database Setup tab in Traka Web Admin and change the database server and name to match the
names to the newly moved server and database name. Now select ‘Save to Business Engine’.

(), Traka Web Admin - Administering localhost ‘ =8 X |
File View Tools Help English (UK) ~

l- 4 Database setup l Business Engine Database Configuration | Database Info | Database Maii |

= -/ Users setup
S @ System management This section allow you to reconfigure !h? database sever used by the Business
| @48 Defaut Engine.
=-{&) Engine management

(-4 Business Engine on UKOLND-A11557 - Online - UKOLND-A11557 (1(

Refresh Database Configuration

Business Engine Host |localhost

Database Server UKOLND-A11557\SQLEXPRESS v

Database Name TrakaWeb v
[[ Save to Business Engine I]

8. A message will be displayed asking you to configure the database due to the change, select ‘Yes’.

r = B
Database error I.dhj

= The Business Engine is unable to connect to the Traka Web database

Do you wish to configure your database server connection settings?

i Yes i Mo

9. Continue through the Wizard and enter the DB Server 'sa' equivalent credentials.

The wizard should bring the database online correctly.
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9. TECHNICAL SUPPORT

If you need to contact Traka/distributor for technical support, navigate to the Help section at the main screen and provide

the following details:-

Y
~ ASSA ABLOY

e  Support Code a
e Serial Number
e App Version

Help

For assistance please contact Traka.

Tel:
Email:

Availability:

0845 630 6300
support@traka.com
Mon to Fri 8am to 5:30pm

e SQL CE DB Version >
. CB FW Version
. DV FW Version

_

Support Code:
Serial No.:

MAC Address:

App version:

0S Build version:
SQL CE DB version:
CB FW version:

DV FW version:

1343370582 [18/06/2015 14:37:15]
TILDOO23

04-CB-1D-00-00-15
01.05.4336.0007

2.2

1.0.33

2.2.0 (02/04/2015)

1.3.0 (20/11/14)

Exit

Technical Support Information

Telephone: 0333 355 3641 (from inside the UK)
Telephone: +44 333 355 3641 (from outside the UK)
Email: support@traka.com

Web: support.traka.com
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