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Digital Health Applications (Digitale Gesundheitsanwendungen—DiGAs): Digital Drugs on the Horizon

Building a DiGA—an IT and
Medical Multidisciplinary Venture

As part of our second article on “Digital Health Applications” we illustrate the multidisciplinary venture of
building a Digital Health Application (DiGA). Assessing a health related outcome does not transform a mobile
application or a software into a DiGA. Hence, elevating an app to DiGA level means state-of-the-art-upgrade
of the two major pillars—the IT platform and the content—of a health application. Several legal requirements
and regulatory expectations are to be met by both these components (separately and in conjunction) before
the app will be authorised as a DiGA. In contrast to a simple health related app, where the IT platform and the
content can be freely developed, in case of a DiGA this is much more complicated, requiring careful planning
and execution of all necessary steps. It’s an endeavour which introduces the app development company into
the interesting world of the medical, pharmaceutical and clinical research, while forces the health and phar-
maceutical companies to dive into the technical environment of the IT sector. Despite, both these industries
require innovation and high-level training in their particular field, when it comes to development of a DiGA,
intersection of the personnel of two giants is needed, which might be sometimes challenging. These chal-
lenges can be overcome only by putting together a multidisciplinary team, comprising the best specialist from
both parties.

| Dr. Joachim Linke, Dr. Mihaly Imre, David Gernert, Kunal Dhabhai, CCR Creative Clinical Research, Berlin

Background

As mentioned in our last article
“Digital Health and Digital Treat-
ments: The New Reality” (PM QM
2020, 22/3:134-139) [1] a DiGA is
considered as a very special soft-
ware, while others would consider
it a special medical device or a treat-
ment, comparable to drugs. Actu-
ally, a DiGA is a combination of all
these: it is a software by its nature,
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it's a medical device by its function
and can be a treatment by its effect
[2]1[3][4]. Therefore, it is often chal-
lenging for an applicant to decide
by itself whether the digital technol-
ogy developed falls under the defini-
tion of a DiGA and by this under Eu-
ropean Medicines Agency’s (EMA's)
remit [3][5]. A precise definition
would be of help in such cases, but
this is not provided by the regula-
tory authorities. Ultimately, this is

an understandable approach, as
both EMA and U.S. Food and Drug
Administration (FDA) would like
to avoid the exclusion of innova-
tive approaches that might arise in
time [5][6]. In the absence of a clear
and precise definition, the man-
ufacturer and developer of a fu-
ture DiGA needs to go step by step
through a decision chain about the
Medical Device Classification of the
developed digital technology, char-
acteristics of the IT platform used,
core of the app, compliance with
the General Data Protection Reg-
ulation (GDPR), and characteristics
of the content of the app [2].

Classification of
the digital technology

Smart devices and smart applica-
tions make the life of patients and
healthcare providers easier. Digi-
tisation of the healthcare is not a
luxury anymore, but an urgent de-
mand coming from all stakehold-
ers. Accordingly, software develop-
ment companies are attracted, in-
vited or sometimes forced to take
part in this digital revolution [7].
The increasing number of players



results in a healthy competition,
which ultimately widens the area
of interest of these software de-
velopers. It is unavoidable for a
software development company
creating digital technology for
drug development or for medical
devices used exclusively by physi-
cians, to come to a point where
they would want to address di-
rectly to the patient. At this point
such a company will decide on de-
veloping a DiGA. But planning and
building a software capable to im-
prove the health of a human being
is only the first step. Once the de-
velopment plan or the software is
ready, the developer needs to clas-
sify it according to the European
Medical Device Regulation (EU
MDR) Classification Rules [3][8].
This, however, can become a chal-
lenging task, especially that new
EU MDR changes are expected
during 2021. It is to be noted, that
the entry into force of the EU MDR
has been postponed from 26 May
2020 to 26 May 2021, due to the
COVID-19 pandemic. The EU MDR
will contain 22 rules for classifica-
tion—four more than the previous
European Medical Device Directive
(EU MDD) [5]. All of the rules are
based on the potential risks associ-
ated with the device, its technical
design, and how the device is man-
ufactured. Under the new regula-
tion, it is important to understand
the EU MDR classification rules
and the rules surrounding the clas-
sifications [3][4][51[8][9].

So, how to answer easily what
EU MDR class the intended DiGA
is? A simple decision pathway is
provided within Figure 1.

It should be noted that currently
only software that belongs to the
lower risk | or lla medical device
classes can be considered a DiGA.
This is due to the novelty of digi-
tal health applications on the Eu-
ropean health market, yet impos-
ing a need to minimise the risk to
patients as much as possible [2].
As presented within Figure 1, clear
rules are used to classify a soft-
ware in this regard. One of the
most important to be considered
is the EU MDR [3].

The MDR applies to a software if the
software fulfils a medical pumpose. This is
independent of the setting where the
application is being used, but it is governed
by the intended purpose of the software.

Does your software
monitor vital signs?

ie: heart rate, blood
pressure, blood  sugar,
sleep cycles etc.

Could variations of
these vital signs
result in immediate
danger to the
patient?

i.e.: blood sugar in case of
diabetic patients, etc.

Is your software
intended to be used
for one or more

specific medical
purposes?

ie.: Prediction or
prognosis of a disease,
Monitoring Therapy, etc.

Does your software
No provide information
to make diagnostic
or therapeutic
decisions?

ie.: diagnosis of cancer,
change of treatment, etc.

Not a medical
device

The MDR does not apply
to your software. No need
to comply with MDR.
However, compliance with
other regulations (i.e.
GDPR) is still required.

Could the decision
cause death or
imeversible
deterioration of a
persons’s health?
ie.: change in heart rate,
change in dose of a

diabetes medication
(insulin), etc.

Could the decision
result in aserious
deterioration of a
person’s state of
health or asurgical
intervention?
i planning
radiotherapy, etc.

Yes

Figure 1: EU MDR Decision Pathway—"what MDR class is the intended DiGA”

Paragraph 3.3 of the EU MDR
states that software, which con-
trols a product or influences its use,
is assigned to the same class as the
product. In addition, if a software
isindependent of other products, it
is classified on its own. A software
is considered a DiGA when uses ex-
ternal devices as an interface but
produces effects independently
from the interface (same effect
will be produced on different in-
terfaces). Accordingly, the benefit
of the software is paramount, and
therefore the second part of imple-
mentation rule 3.3 must be applied
to it. The software is thus classified
on its own [3][5].

Even if currently a DiGA can be
of only Class | or lla, it is still chal-
lenging to decide which group the
DiGA will fit in, as this decision
needs to consider not just the soft-
ware itself, but also the device the
software is used on.

For example, rule 11 of the EU
MDR guideline states: “Software
intended to provide information
used to make decisions for diagnos-
tic or therapeutic purposes is clas-
sified within Class Ila unless those

decisions have consequences that
may cause: death or irreversible de-
terioration of a person’s health, in
which case it is to be classified in
accordance with Class Ill, or serious
deterioration of a person’s health
or surgical intervention, in which
case itisin Class IIb” [3].

In addition, rule 9 of the afore-
mentioned EU MDR regulates any
software that controls a product or
influences its use. It states that all
active devices which are intended
to control, regulate or directly in-
fluence the performance of active
therapeutic devices of Class Ilb or
for the emission of ionizing radi-
ation must overall be assigned to
Class llb. Accordingly, no software
running on a Class llb medical de-
vice or on devices emitting ioniz-
ing radiation can be considered a
DiGA [3].

Considering these rules in con-
junction with the German Fed-
eral Institute for Drugs and Med-
ical Devices (Bundesinstitut far
Arzneimittel und Medizinprodukte
—BfArM) requirements for a DiGA
(“the DiGA supports the detection,
monitoring, treatment or allevia-
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tion of diseases or the detection,
treatment, alleviation or compen-
sation of injuries or disabilities")
it very quickly becomes clear that
DiGA can only be assigned to Class |
in a few cases, while most of DiGAs
will pursue a diagnostic or thera-
peutic purpose in order to be listed
as such by the BfArM [2].

The two pillars of a DiGA

Building up a DiGA is not a sim-
ple task, and as was mentioned
in the introduction of this arti-
cle, quite often a multidisciplinary
team is needed to support its de-
velopment. The magnitude of
this challenge can be understood
when looking to the structure or
the frame a DiGA is built on. Basi-
cally there are two major pillars: an
IT platform and the content of the
software. None of these two could
be accepted alone as a DiGA. The IT
platform without a proper medical
content it’s just a simple software,
while the medical content without
an IT platform is only an informa-
tion which cannot reach or help a
patient. Therefore, these two need
to merge in a harmony, and need to
meet all regulatory criteria both in-
dividually and combined, to finally
be accepted as a DiGA [10][11][12].

Characteristics of
the IT platform of a DiGA

In EU countries, the most impor-
tant prerequisite for approval of a
software as a medical device is the
CE certification. The BfArM, how-
ever, places more high technical de-
mands when a software is to be ap-
proved as DiGA. In addition to the
efficacy and safety-related end-
points (similar to the EU MDR re-
quirement), these include all the
usability (user experience) end-
points of the respective product.
For example, the application must
ensure sufficient backup options to
prevent data loss. Transmission er-
rors and faults must also be taken
into account so that a loss of inter-
net connection or power supply can
be bridged and no data loss or data
corruption occurs. Technically, this
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must be mapped by an extensive
infrastructure and by correspond-
ing code adaptations. In addition,
these need to be tested exten-
sively and continuously. The manu-
facturer is expected to conduct an
intensive analysis, since each soft-
ware must meet different techni-
cal requirements and the measures
have to be therefore individualised.
Such measures can be the possibil-
ity of resetting the app by the user,
or plausibility checks preventing in-
correct entries and thus increasing
usability [1][2][13].

Another important criterion the
IT platform of a DiGA needs to ad-
dressisuserawareness. Usersshould
be informed at all times about the
functionalities of the software and
if necessary, be able to consult with
a support person (i.e. technical sup-
port, health related or medical sup-
port, social support, etc.). To this
end, external devices such as smart-
phone cameras or wearables must
be integrated into the application
[21[14][15].

These and other measures are de-
signed to detect and prevent risks,
ultimately ensuring the increased
safety of patients, which always
comes first.

In addition to the already ruling
EU MDR and BfArM DiGA regula-
tions, another, yet drafted BfArM
law primarily envisage the elec-
tronic patient record (ePa) and the
telematics infrastructure. DiGAs are
therefore expected to be interop-
erable, so that interfaces between
the various systems can be ensured
in order to communicate with each
other. The BfArM is taking an im-
portant step here, elevating inter-
operability to an essential quality
feature. Accordingly, all applica-
tions must be able to communicate
with each other to ensure that data
can be presented in human-read-
able and printable form in the fu-
ture, and used by physicians as well
as patients. One example is the on-
line platform “Vesta”, which pro-
vides predefined values in form of
guidelines regarding exchanged
data. The given example is not ran-
domly chosen, as it is regarded as
a central and independent direc-

tory for IT standards in the German
healthcare system. [2][7][16]

In addition, other medical de-
vices or sensors (wearables) should
be able to interact with the appli-
cations via interfaces. However, the
most important factor for interop-
erability is the connection to ePa,
as this will be the central interface
of medical documentsin the future.

Success story—Interview

One of the ten companies (as of 10
January 2020) that has already mas-
tered all challenges and is now sus-
tainably listed in the DiGA directory
of the BfArM is mementor GmbH with
its product somnio [16][17].

A five question interview was
conducted with Mr Noah Lorenz,
founder and CEO, mementor
GmbH, to evaluate some of the
major challenges in the endeavor
of research, development and ap-
proval of their DiGA:

For which patients is your digi-
tal health app somnio suitable and
what is it based on?

Noah Lorenz: Somnio is a digital
sleep training for patients that are
suffering from insomnia. It is based
on cognitive behavioral therapy, an
evidence-based therapy that is rec-
ommend by international guide-
lines as the first line treatment for
insomnia disorder.

What has been the biggest chal-
lenge for you within the process of
certification to be listed as a DiGA?

Noah Lorenz: As we were one of
the first companies to undergo the
fast-track procedure of the BfArM,
the biggest challenge was to inde-
pendently build up know-how and
expertise on the requirements and
to take these requirements into ac-
count technically in our product
and beyond.

How did you do the analysis to
anticipate potential misuse of the
patients and improve the user ex-
perience?

Noah Lorenz: Since we were al-
ready able to gather market expe-



rience in advance, e.g. through user
and usability tests, we were quite
well prepared. In addition, we were
able to gain some experience with
patients in advance through a Ran-
domized Controlled Trial (RCT)
study conducted at the University
of Zurich [17].

How have the recent changes re-
garding the US Privacy Shield af-
fected you ?

Noah Lorenz: The biggest change
was that from one day to the next
no personal data could no longer
be stored on servers of companies
that are subsidiaries of a US hold-
ing company. Even if these com-
panies are located in the EU and
the servers in Germany. For some
DiGA manufacturers this was a ma-
jor problem, some had to change
their hosting provider. Fortunately,
this affected us less because of our
non-US hosting provider.

GDPR compliance

The aforementioned technical
expectations must be completed
by specific data protection capabili-
ties when applying software for be-
ing recognised as a DiGA. These ca-
pabilities need to follow the legal
requirements of the GDPR and the
Federal Data Protection Act (Bun-
desdatenschutzgesetz—BDSG). By
using the checklist of Appendix I
of BfArMs’ DiGA guidelines, com-
pliance with data protection is as-
sured by 40 statements relating to
both the technical implementation
of the DiGA and the organisational
aspects [2].

Two overarching aspects are to
be noted here:

- the permissible purposes of data
processing and

- the non-permissibility of proces-
sing abroad.

These first essentially state that
all protective measures must be
observed and that careful handling
of individuals’ data must always be
ensured. In addition, the process-
ing of personal data requires the
explicit consent of the person.

The non-permissibility of pro-
cessing abroad (based on article
46 GDPR) generated several le-
gal discussions and contradictions
within the last months [18]. For
example, the law “Privacy Shield
Agreement”, relevant for DiGA
[19], was declared invalid by the
European Court of Justice (ECJ)
agreement on 16 July 2020, as the
provisions of the guide are con-
tradicting this law. As per the ECJ,
processing of personal data out-
side the EU is not permitted un-
der the DiGA Fast Track Guide,
since the US law cannot ade-
quately ensure protection of EU
personal data. This means that
even clouds of large US technol-
ogy companies such as Microsoft,
Google, and Amazon cannot store
personal data coming from DiGA.
The implications are immense as
many interfaces work with cloud
services such as Amazon Web Ser-
vices (AWS), Google Cloud or Mi-
crosoft Azure [19].

DiGA manufacturers will have
to rely on EU located IT systems
to host their personal data. This
can become a pitfall, as such sys-
tems are not easy or cheap to be
built up and to sustain. There are
a series of requirements such an
IT infrastructure needs to comply
with:

- Premium level secure data sto-
rage and access

- Safe and constant backup of
data

- Zero or no downtime

There are companies however,
which already have such an IT in-
frastructure in place, prepared for
hosting databases used in clinical
research, drug development and
implicitly by DiGAs. For example,
CCR GmbH has built an infrastruc-
ture that is fully and cost-effec-
tively maintained within the Euro-
peanregion in fully owned servers
for maximum data security, along
with a redundant architecture to
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avoid any data loss or downtime.
Figure 2 presents this as an exam-

ple.

Characteristics
of the content of a DiGA

The second pillar of a DiGA is
given by the health-related con-
tent, which fills the IT platform and
uses it to gather data about the pa-
tient. Besides gathering structured
health-related data, content of the
DiGA can be set up in an interactive
way, so that it ultimately provides
also a feedback to the patient, and
actively supports patient’s health.
At the end, there are myriad of
possibilities on how the content of
a DiGA could be set up. Neverthe-
less, there are some characteristics,
which need to be met in order to
achieve regulatory approval and re-
imbursement [2][20].

Patient centricity is the core re-
quirement of a DiGA's content. As
defined by its name, in a patient
centred care the patient’s needs,
desires and feedback are behind
all health decisions. Accordingly, a
DiGA needs to primarily focus on
the patient. Therefore, when set-
ting up the content for a DiGA it
is utmost important to consider
that digitization and patient cen-
tred care resulted in a new type of
healthcare user: the e-patient. “An
e-patient is a health consumer who
participates fully in his/her medical
care, primarily by gathering infor-

Patients’ physical
status (i.e. disease

progression, efficacy of
treatment, etc.)

Patients’ mental

B BERICHTE + ANALYSEN + MEINUNGEN

mation about medical conditions

thatimpact them and their families,

using the Internet and other digital

tools.” The “e" can stand for “elec-

tronic” but lately was used also as

"equipped”, “enabled”, “empow-

ered” and “expert” [14][20][21].
According to the Picker Institute

[20] there are eight principles or

eight expectations a patient would

like to be fulfilled when it comes to

Person Centred Care:

- Fast access to reliable health care
advice

- Effective treatment delivered by
trusted professionals

- Continuity of care and smooth
transitions

- Involvement of, and support for,
family and carers

- Clear information, communica-
tion, and support for self-care

- Involvement in decisions and res-
pect for patient’s preferences

- Emotional support, empathy and
respect

- Attention to physical and en-
vironmental needs

Based on the above it can be eas-
ily understood, that the content of
the DiGA has to focus on data gath-
ered primarily from the patient. In
addition it is highly advisable to in-
volve other parties like family mem-
bers or healthcare providers, and
by this widen and improve patient’s
health related experience.

Beside patient centricity, a DiGA
needs to be efficient and need to
meet certain safety criteria.

status (QoL)

Quality of Life

Efficiency of a DiGA is translated
by the health benefit provided. In
general there are three types of
health benefits which could elevate
an app into a DiGA.

- The positive impact of a device
on the health of an individual,
expressed in the terms of a mea-
ningful, measurable, patient-re-
levant clinical outcome(s), inclu-
ding outcome(s) related to dia-
gnosis

- The positive impact of a device
related to its function, such as
that of screening, monitoring,
diagnosis or aid to diagnosis of
patients

- The positive impact on patient
management or public health.

So, what kind of outcomes should
a DiGA provide? To achieve the
level of a DiGA, the central param-
eters of a software should focus on
numerous aspects as shown in Ta-
ble 1.

In addition to patient centricity
and efficient health benefit, the
third characteristic which trans-
forms a simple software to a DiGA
is the app’s safety. Some might ask,
how the safety of a software can
be tested. There are three types of
safety outcomes which can be and
need to be tested in case of a DiGA:
safe use of the app, safety profile of
the outcome and overall safety of
the patient. Of course not all three
are always applicable to all DiGAs.
It might happen that one or an-
other of these safety endpoints are

Healthcare cost
reduction

e Disease progression
e Efficacy of treatment/

e Physical activity

e Demography data (weight,
BMI, nutrition, etc.)

e Smoking status, alcohol
consumption, drugs, etc.

e \Mental hygiene
Montreal Cognitive

e EQ-5D (Euro Qol)

medication Assessment (MOCA) e Short Form Health 36 visits

e Compliance e Mini-Mental State (SF-36) e Patient flow

e |aboratory values Examination e (ther standardised e Patient ,journey”

e (Clinical parameters (blood e Depression questionnaires e Scheduling & staffing
pressure, heart rate, etc.) e QOthers e FEic.

e (Quality of Life Scale (QoLS) °

Hospital admissions
e General practitioner (GP)

Table 1: Examples of central domains and parameters of a DiGA
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tested. Anyway, the safety of each
DiGA has to be proven following
the BfArM guideline [2].

What exactly each of these safety
profiles mean? Safe use of the
DiGA refers to possible effects of
the DiGA usage on the safety of
the patient. For example, in case a
DiGA provides a feedback related
to weight of a patient, the user
might get happy or pleased and
also sad or depressed by the out-
come the DiGA provides. The ex-
perienced depression would be
considered a DiGA related safety
event. On the other hand, in case
the DiGA intends monitors or fol-
lows a connected device or proce-
dure, the safety profile of this de-
vice or procedure can be estab-
lished. This will represent the safety
profile of the outcome. For exam-
ple, if the DiGA helps a diabetic pa-

tient with insulin pump to create
and report his blood sugar profile,
than the safety profile of the insu-
lin pump can be recorded using the
DiGA. Finally, the overall safety of
a patient would be represented by
all the adverse events experienced
during use of a DiGA, with no re-
gard to causality and severity.
Obviously, during the research
and development as well as within
the post-authorisation use of a
DiGA the main safety related focus
will be on the first type of safety
events, namely the “safe use of
the app”. In addition to possible
adverse events caused by the con-
tent of the DiGA, there are a series
of software related events which
might be considered as safety is-
sues [3][13]:
- Incident—any malfunction or
deterioration in the characte-

ristics and/or performance of

a device, as well as any inade-
quacy in the labelling or the in-
structions for use which, direc-
tly or indirectly, might lead to or
might have led to the death of a
patient, or user, or of other per-
sons, or to a serious deteriora-
tion in their state of health.
Malfunction—the failure of a
device to meet its performance
specifications or otherwise per-
form as intended. Performance
specifications include all claims
made in the labelling for the de-
vice. The intended performance
of a device refers to the in-
tended use for which the device
is labelled or marketed.

Use Error—user interaction or
lack of user interaction while
using the device that results in a
device response that is different

Name of DiGA Indication Typg Of. Manufacturer
authorisation
elevida Multiple sclerosis Permanent GAIA AG, Germany
Agoraphobia: Without mentioning a panic
disorder
Invirto Agoraphobia: With panic disorder Temporary Sympatient GmbH, Germany
Social phobias
Panic disorder [episodic paroxysmal anxiety]
Kalmeda Tinnitus aurium Temporary mynoise GmbH, Germany
M_—ser!se Migraine Temporary Newsenselab GmbH, Germany
Migraines
Transient cerebral ischemia and related
syndromes
Rehappy Subarachnoid hemorhage Temporary Rehappy GmbH, Germany
Intracerebral hemorrhage
Selfapy’s online course Slight depressive episode
v . Moderate depressive episode Temporary Selfapy GmbH, Germany
for depression . .
Other depressive episodes
somnio Inorganic insomnia Permanent mementor DE GmbH, Germany
Agoraphobia: With panic disorder
. Social phobias
i Panic disorder [episodic paroxysmal anxiety] PO ERlAE, By
Generalised anxiety disorder
B Primary poxarthr08|s, b|Ia_teraI Vivira Health Lab GmbH,
Vivira Other primary coxarthrosis Temporary German
Coxarthrosis as a result of dysplasia, bilateral y
zanadio Obesity Temporary aidhere GmbH, Germany

Table 2: DiGA Success Stories—10 January 2021
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from the response intended by
the manufacturer or expected by
the user.

- Usability Issue—any report
received from a third party (writ-
ten, electronic, verbal commu-
nication) about a use error or
customer satisfaction issue by
the user of a medical device or a
combination product.

- Product Technical Complaint
(PTC) [22]—any report received
(written, electronic or verbal
communication) about a poten-
tial or alleged failure of a pro-
duct in its quality (including the
identity, durability, reliability,
safety, efficacy or performance)
or a suspected counterfeit. The
complaint may or may not repre-
sent a potential risk to the pa-
tient/customer/user/environ-
ment.

All these events can appear un-
anticipated or anticipated. A dete-
rioration in state of health is con-
sidered unanticipated if the condi-
tion leading to the event was not
considered in a risk analysis.

Similarly, they can be considered
non-serious or serious. In the con-
text of a DiIGA, serious adverse
event/incident/injury means any
event/incident/injury that led to
a death, injury or permanent im-
pairment to a body structure or
a body function or led to a seri-
ous deterioration in health of the
subject, that either resulted in a
life-threatening illness or injury,
or a permanent impairment of
a body structure or a body func-
tion, or in-patient hospitalisation
or prolongation of existing hospi-
talisation, or in medical or surgical
intervention to prevent life threat-
ening illness [3]1[4][5].

DiGA Success stories

As of 10 January 2021, a num-
ber of ten DiGAs were already ap-
proved by BfArM (The DiGA direc-
tory—online at https://diga.bfarm.
de/de/verzeichnis; see Table 2). Out
of these ten, three were perma-
nently added to the BfArM direc-
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tory, while the rest of seven were
temporarily accepted [2]. |

Sources

The list of sources is available on the DGPharMed
website www.dgpharmed.de under the menu
,JOURNAL > References.”
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