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SECARDEO certLife with extensive extensions  Nr. 1/2023
for Certificate Lifecycle Management

Ismaning, April 17, 2023 - With the current version certLife v2.3,
SECARDEO offers important innovations for the central admin-
istration of the certificate life cycle.

certLife is used for the role-based management of any certificates from
a large number of public and private CAs, including Microsoft CAs. A
convenient web-based self-service is also provided for users and server
administrators. Certificates can be generated, extended, distributed,
recovered or revoked on the basis of Windows Certificate Templates.
Certificates can also be delegated to other users or jointly managed via
group sharing. certLife also offers central auto-enrollment, automated
notifications, statistics and a REST API for integration with IT systems.

Significant new features of certLife v2.3 are:

« Discovery of TLS certificates and SSH keys in the network both
automatically and individually

« New CA backend to connect the public CA from GlobalSign

« Extension for the Microsoft SID certificate extension, which is
mandatory for client authentication from November

o Optional rotation of large log files

o Multiple selection of certificates for multiple operations such as
bulk revocations

e A series of measures to further increase the security of the
certLife services

e Improvements in user comfort in selected areas

“With the new version of SECARDEO certLife, large users can manage
all certificates in the company even more comprehensively.", says Dr.
Gunnar Jacobson, Founder and Managing Director of SECARDEO.

certLife is part of the SECARDEO TOPKI platform, which includes a
number of components for fully automated certificate lifecycle
management.

For more information, see www.secardeo.com.
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