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Abstract:  

Access to data for public good research is fundamental in many sectors to solve urgent societal 

problems. Structurally, this data access can be achieved in various ways, but especially subjective rights 

to data access for research in the public interest are urgently needed. The standards for research data 

access should be based on the Five Safes Model and the FAIR principles. In terms of fundamental rights, 

the legal positions of the data subject, the fundamental rights of third parties, and the fundamental 

interests of those seeking access must be taken into account and appropriately balanced when 

structuring data access rights. In this respect, not only the type and scope of the access claim but also 

its limitation provisions must be considered.  

I. Introduction 

"Society needs science - science needs data".1 Access to data for research and science is a basic 

condition for gaining scientific knowledge, also and especially in the interest of society as a whole. In 

the health sector, for example, it helps to identify the side effects of medicines or vaccinations and to 

improve treatment options. Only access to databases of platforms in the online business sector allows 

research and science to investigate algorithms used, for example, concerning discrimination issues, 

potential overblocking, the spread of disinformation, or even the practices used to persuade users to 

make a certain decision. Spotify, for example, has developed voice recognition software that can be 

used to make recommendations for songs or ads depending on the user's mood.2 This at least has the 

potential to induce bad purchases as a result of projection bias.3 In the mobility sector, improved data 

access for research can be used to develop and evaluate intelligent transport systems. In the energy 

sector, energy efficiency could increase through the analysis of electricity consumption figures and 

factors. 

The lack of access to research data is increasingly being complained about, especially in recent times.4 

The coalition agreement of the new German federal government explicitly states that it wants to take 

appropriate measures to improve access to research data.5 However, Hevers already called for the 

creation of a comprehensive right to information access for the benefit of research and science in his 

dissertation "Informationszugangsansprüche des forschenden Wissenschaftlers" (Information access 

claims of the researching scientist) from 2015,6 and Wielsch developed media-specific access rules for 

intellectual property in his habilitation thesis "Zugangsregeln - Die Rechtsverfassung der 

Wissensteilung" (Access rules - the legal constitution of knowledge sharing).7 The German Competition 

Law 4.0 Commission also spoke out - albeit narrowly - in favour of data access for the benefit of 

research.8 

In Germany, access to research data in the social, behavioural and economic sciences is de lege lata 

based on a system of 39 research data centres accredited by the German Council for Social and 
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Economic Data (RatSWD). The granting of access via research data centres is an important basis for 

empirical research, but it is not the focus of this paper. Rather, the investigation carried out here 

focuses primarily on guaranteeing access to the data generated by public and private bodies that are 

not already de lege lata stored in research data centres, because these data are of particular relevance 

to the sectors under investigation. 

In terms of substantive law, data access can be guaranteed in various ways: Contractual claims to 

information lead to data access, as does the exercise of powers under data protection law.9 There are 

also access claims under cartel law.10 However, all of these access claims do not apply primarily to the 

scientific community; rather, persons who are not scientifically active may also be entitled to access. 

The focus of this article, however, is explicitly on research clauses that standardise privileged data 

access for science and research. Non-specific access claims are thus neglected as a subject of 

investigation. Beyond contractual, data protection and antitrust obligations, however, data access has 

so far been granted in an extremely rudimentary manner. Clauses allowing or obliging data access for 

research (research clauses) are found only sporadically, e.g. in Section 19 (3) Act on the Copyright 

Liability of Online Content Sharing Service Providers (UrhDaG), in Section 5a Network Enforcement Act 

(NetzDG), in Section 8 Federal Cancer Registry Data Act (BKRG) or Section 303e German Social Code, 

Book V (SGB V). In addition, the data covered by the right of access are limited, and the conditions for 

access vary greatly. Principles and rules for access to research data have not yet been systematically 

developed. This is the task of this article. 

From the currently discussed need for data access rules in the area of B-B, G-B and C-B, which are 

addressed by the draft Data Act announced in February 2022, only a section of the required data access 

regime11 is addressed with research data access. 

II. Course of the investigation 

For research data access, the (Union) fundamental rights framework, as well as the data protection 

law framework, will first be outlined. Then, the principles that research data access should follow will 

be presented. The data access claims existing in national law will then be examined with regard to their 

regulatory structure, their prerequisites and legal consequences, to ultimately be able to develop 

guidelines for the future design of research clauses from the fundamental rights framework, the 

principles of research data access and the analyses of the existing data access claims.  

III. (Union) Fundamental Rights Framework of a Research Data Access Regime 

Depending on the level at which data access claims are introduced, the framework for granting such 

data access claims is based on national fundamental rights or the CFR and ECHR. In each case, the legal 

positions of the data subject, the fundamental rights of third parties and the fundamental rights of 

those seeking access must be appropriately balanced. On the side of the data subject, the protection 
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of trade secrets, which is enshrined in Article 12 or Article 14 of the Basic Law, depending on the 

opinion12 expressed, and in Article 17 of the Charter of Fundamental Rights or Article 6, 15, 16 of the 

Charter of Fundamental Rights, depending on the opinion13 expressed, are affected. Equally, however, 

the protection of intellectual property standardised in Article 14 of the Basic Law and Article 17 CFR, 

e.g. the database protection under copyright law according to Section 2 Act on Copyright and Related 

Rights (UrhG) but also the sui generis right according to Section 87a UrhG as well 14as the protection 

of freedom of occupation (Article 12 (1) of the Basic Law or Article 15 (1) CFR) must be taken into 

account. On the part of the third parties affected by data access, the right to informational self-

determination under Article 2 (1), Article 1 (1) of the Basic Law as well as the provisions of Article 7 

and 8 CFR must be taken into account, and on the part of those seeking access, the freedom of research 

and science pursuant to Article 5 (3) of the Basic Law or Article 13 CFR.  

The interference in the legal positions of the data access addressees pursues a legitimate purpose with 

the granting of the activity of research and science; within the framework of appropriateness, the 

legislature traditionally has a very broad scope of assessment, 15which should not be exceeded in the 

case of granting data access in favour of research and science. Voluntary measures as a milder means 

within the framework of necessity are in any case not likely to be suitable to the same extent. Within 

the framework of reasonableness, data access in the public interest is much more likely to be justified 

than a data access claim in the private interest, because the public interest should generally weigh 

much more heavily. Corresponding compensation possibilities of the data access addressee should 

also contribute to the appropriateness of the regulation.16 Within these conflicts of fundamental rights, 

freedom of research is of considerable importance in the context relevant here. Data access is to be 

guaranteed in its favour, which is why its substantive scope of protection in Article 13 CFR and Article 

5 (3) of the Basic Law requires explanation in the following. 

Member States are bound by Community fundamental rights when they transpose Community law 

into national law, enforce Community law or restrict fundamental freedoms domestically.17 However, 

where the Member States do not enforce Community law, the constitutional understanding of the 

concept of freedom of research applies. In the case of freedom of research, however, both conceptual 

understandings largely coincide: According to Article 13 CFR, art and research are free. Academic 

freedom is respected. The ECJ has not yet defined the concept of research, but the literature falls back 

on the case law definition of the German Bundesverfassungsgericht (Federal Constitutional Court), 

since Article 13 CFR is considered to be inspired by the German Basic Law.18 The 

Bundesverfassungsgericht defines science as "any activity which, according to its content and form, is 

to be regarded as a serious and planned attempt to determine the truth".19 According to the 

Bundesverfassungsgericht, scientific research is the "intellectual activity with the aim of gaining new 

knowledge in a methodical, systematic and verifiable manner".20 A particular methodical procedure 
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and a certain level of knowledge are required.21 It is irrelevant, however, whether the research takes 

place within or outside of higher education institutions.22 The term research is to be understood 

broadly and also includes private research.23 Even preparatory and supporting activities are 

protected.24 In addition to natural and legal persons (insofar as Article 5 (3) of the Basic Law is 

applicable to these legal persons in its essence, Article 19 (3) of the Basic Law), holders of fundamental 

rights are also institutions of higher education, even if they are institutions or corporations under 

public law.25   

IV. Data protection legal framework 

If personal data are made accessible for science and research, the requirements of data protection law 

must be observed in addition to the requirements of trade secret protection and database protection. 

However, access to research data is already possible de lege lata, even with regard to sensitive 

personal data as defined in Article 9 GDPR. Essentially, access to research data can be based on the 

following legal foundations: 

 

1. Consent 

The disclosure of non-sensitive personal data can be based on consent, Article 6 (1) (a) GDPR. First of 

all, the general requirements apply, so that consent must be voluntary, informed and unambiguous, 

among other things, Article 4 (11), Article 7 GDPR. If sensitive data is involved, explicit consent is 

required, Article 9 (1) GDPR. The data subject must be adequately informed about the intended data 

processing and thus also about the disclosure of the data before the data is collected. Consent must 

always be given for the specific data processing.26 However, when data is collected, it is often not 

possible to foresee the later research project in concrete terms.27 Therefore, in view of Recital 33, less 

stringent requirements for the specificity of consent should apply in the context of scientific research.28 

However, it is not yet comprehensively differentiated how such a less specific declaration of consent 

is to be concretely formulated. The German Medical Informatics Initiative has developed a model text 

for medical research for broad consent to the secondary use of pseudonymised data, to which the 

Conference of Independent Data Protection Commissioners of the Federation and the Länder declared 

its agreement on 15 April 2020.29 At the European level, the draft Data Governance Act provides that 

the applicability of such standardised consent forms for the declaration of "broad consent" can be 

declared permissible by delegated act.30 Concepts of multi-level or dynamic consent are also 

conceivable.31 

 

2. Secondary use without consent 

However, secondary use of data does not necessarily have to be based on consent. Other grounds for 

permission can also be considered. 
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a) Data processing for the fulfilment of tasks in the public interest 

The processing of non-sensitive data can be based in particular on Article 6 (1) (e) and (f) GDPR. With 

regard to the secondary use of sensitive data, the requirements of Article 9 GDPR must be taken into 

account. Article 6 (1) (e) GDPR can only be used to justify data processing by public authorities. These 

in Germany can be public bodies of the Federation and the Länder, which may be organised under 

public law as well as under private law, as well as authorised persons, provided that data processing is 

necessary for a public task assigned to the body. Such an assignment of tasks is made by legal 

requirements of the Union or the member states, so that Article 6 (1) (e) GDPR is not to be understood 

as a stand-alone authorisation.32 The norm follows a strictly functional approach.33 In particular, it 

justifies data processing for research purposes by universities as research institutions under public law, 

as they are expressly assigned research tasks by the higher education laws of the Länder.34 In the case 

of processing sensitive data, the requirements of Article 9 (2) (g) and (i) GDPR must be observed, 

according to which a simple public interest is no longer sufficient for data processing, but a substantial 

public interest is required. 

 

b) Data processing on the basis of a balancing of interests 

Finally, data processing for scientific purposes can be based on Article 6 (1) (f) GDPR and for sensitive 

data on Article 9 (2) (j) GDPR in conjunction with Section 27 (1) 2 BDSG.35 Article 6 (1) (f) GDPR requires 

a careful balancing of the legitimate interests of the controller or a third party and the interests or 

fundamental rights and freedoms of the data subject, taking into account all the circumstances of the 

individual case.36 In the context of Article 6 (1) (f) GDPR, it is necessary that the interests are at least 

of equal importance.37 These legitimate interests may also include the research interests of the 

controller. Public bodies may only rely on this element of permission to the extent that they are not in 

a specific governmental relationship with the data subject, but are confronted as participants in private 

legal transactions (e.g. in the context of auxiliary fiscal transactions).38 For research institutions 

organised under private law, however, Article 6 (1) (f) GDPR applies without restriction.  

Article 9 (2) (j) GDPR in conjunction with. Section 27 BDSG does not differentiate between public and 

non-public bodies. The prerequisite is that the secondary use of sensitive, personal data is necessary 

for scientific research purposes and that the research interests significantly outweigh the interests of 

the data subjects. Processing of non-anonymised data can then no longer be based on Section 27 (1) 

BDSG if the purposes could also be achieved by working with anonymised data.39 This is in line with 

the anonymisation obligation in Section 27 (3) BDSG, according to which data must be anonymised as 

soon as this is possible or compatible with the purpose pursued. In any case, a separate storage of the 

allocation characteristics has to take place according to Section 27 (3) BDSG. For the secondary use of 
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sensitive health data, appropriate and specific measures must be taken to protect the interests of the 

data subject within the meaning of Section 22 (2) BDSG.40 

It has not yet been conclusively clarified when an overriding research interest exists. In any case, the 

general weighing of interests from Article 6 (1) (f) GDPR is intensified to the effect that, due to the 

addition of the word "substantial", in case of doubt, the interests of the data subject must be assumed 

to prevail.41 In any case, a balancing of the conflicting fundamental rights positions is necessary.42 The 

publication of sensitive, personal data is only possible under additional conditions, cf. e.g. Section 27 

(4) BDSG. However, if research data is only disclosed to a limited group of recipients and the disclosure 

is secured by suitable measures such as non-disclosure agreements or similar, this does not constitute 

publication.43 

 

c) Permits under German federal state law 

At the German federal state level, further authorisation criteria include Section 11 (1) HmbDSG, 

Section 17 (1) BlnDSG, Section 13 (1) LDSG-BW (both for the processing of sensitive data and non-

sensitive data) as well as Article 8 BayDSG, Section 13 (1) BremGDPRAG, Section 24 (1) HDSIG 

(exclusively for the processing of sensitive data).44 Pursuant to Section 11 (1) HmbDSG, public bodies 

may process personal data for certain projects of scientific and historical research as well as statistics 

without consent, provided that interests of the persons concerned worthy of protection are not 

impaired due to the nature of the data, their obviousness or the way they are used. Section 17 (1) 

BlnDSG also exempts scientific and historical research and statistics from the requirement of consent 

to process personal data. However, the prerequisite for this is that the public interest in carrying out 

the project significantly outweighs the interests of the data subject that are worthy of protection and 

that the purpose cannot be achieved in any other way. According to Article 13 (1) LDSG-BW, public 

bodies may process personal data for scientific or historical research purposes if the purposes cannot 

be achieved in any other way or can only be achieved with disproportionate effort and the research 

interests outweigh the interests of the data subject. The wording of the regulation in Article 8 BayDSG 

does not provide for any explicit special regulation for research when handling personal data. 

However, personal data may be processed for the purpose of preventive health care or occupational 

medicine if this is necessary (Article 8 (1) (3) BayDSG). Section 13 (1) BremDSGVOAG allows the 

processing of personal data for scientific or historical purposes, insofar as the processing is necessary 

for these purposes and the interests of the controller in the processing significantly outweigh the 

interests of the data subject in not having the processing carried out. The same applies to the provision 

of Section 24 (1) HDSIG. 
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d) Change of purpose according to Article 6 (4) GDPR 

Processing for archiving purposes in the public interest for scientific or historical research purposes or 

for statistical purposes is also possible under Article 6 (4) GDPR. It is assumed that the secondary use 

is compatible with the original purpose of the processing of personal data. However, the requirements 

listed in Article 89 (1) GDPR must be taken into account, in particular, technical and organisational 

measures must be in place to ensure, among other things, respect for the principle of data 

minimisation.45 

V. Principles of research data access 

Research data access can and must never be guaranteed across the board, but must follow certain 

principles in addition to the (Union) fundamental rights framework. These principles have already been 

developed internationally and will be summarised here. They are "Openness by Design", the "Five 

Safes Model" and the "FAIR Data Principles". 

 

1. Openness by Design 

The disclosure of data is not only a driver for innovation; research also benefits considerably from open 

data access. In the interest of society as a whole, public sector data should therefore be disclosed as a 

default setting ("openness by design"). Data openness can be achieved in different degrees, which can 

be described as follows:46 

1. Open data: data is made available for anyone to use, modify and distribute without restrictions. 

2. Public data: Data is made publicly available, but with some restrictions on use. 

3. Shared data: data is made available to a limited group of participants, possibly with some restrictions 

on use. 

4. Closed data: The data is only available within a single organisation. 

 

The degree of possible openness essentially results from the risk to the rights and interests of those 

affected by the data processing. The disclosure of administrative data can also affect the data 

protection rights or other interests of third parties that are worthy of protection. However, this risk 

can often be adequately countered by anonymisation or pseudonymisation. Only if this is not possible 

is it necessary to restrict the disclosure of data or limit access.47 The protection of trade secrets, on the 

other hand, will be affected much more frequently in the case of access to privately-held data than in 

the case of administrative data. 
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2. Five safes model 

The so-called “Five Safes Model" was developed for the benchmarks of data access, which sees data 

access as a spectrum of five risk dimensions. Each of these dimensions raises a specific question for 

data access, which at best can be answered in a regulatory way:48 

 

Fig. 1: Designing data access for research (Five Safes) 

The risk dimensions influence each other: the more it is ensured that the data is used within "safe 

projects", e.g. for projects in the public interest, and the more it is also ensured that only certain 

persons have access, the more extensively risky data, e.g. with personal references, can be made 

accessible.49 

 

3. FAIR Data Principles 

In addition, data access for science and research should also be based on the FAIR principles developed 

for research data management at a workshop in Leiden in 2014, which have since been updated by a 

working group.50 According to these principles, data must first be findable. For this purpose, they and 

the associated metadata could, for example, be given a unique, permanent label. The data would also 

have to be given extensive descriptive metadata, which would also contain the label described. Finally, 

the data, like the metadata, would have to be contained in a searchable database or similar. 

Furthermore, the data should be accessible. For this purpose, they and the associated metadata could 

be retrievable on the basis of their labelling, for example, by means of a standardised communication 

protocol. In addition, the data would have to be interoperable. To this end, they and their associated 

metadata would need to use formal, accessible, common and widely applicable knowledge 

representation semantics. They would also need to contain qualified references to other data or 

metadata. Systems are also required that allow and ideally promote data exchange, especially through 

appropriate interfaces and syntactic interoperability. Finally, the data must be reusable, which can be 

ensured through appropriate descriptions and transparent access conditions.51 
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VI. Regulatory structure of research data access de lege lata 

Data access for science independent of already existing contractual relationships and also independent 

of data protection rights of the individual researcher can be achieved via five structurally different 

regulatory instruments, namely through 

1. a claim to data access for the benefit of research that is not subject to fundamental rights 

2. genuine research clauses 

3. open data legislation 

4. transparency regulations and reporting obligations 

5. permissions to grant access to data 

These five paths to data access have varying degrees of intensity in favour of research and science. 

Open data legislation primarily addresses public administration, for example through the E-

Government Gesetz (EGovG), and obliges the disclosure of data to a group of persons not limited to 

science and research. The same applies to claims under the Freedom of Information Acts, the 

Environmental Information Act and the Consumer Information Act. Transparency requirements and 

reporting obligations are spread across many laws, especially vis-à-vis private institutions, for example 

in Section 2 NetzDG vis-à-vis providers of social networks and video-sharing platform services. They 

provide quite general information that can be used in science but is not likely to be of significant 

interest due to the lack of specificity of the data. Transparency regulations and reporting obligations 

rather serve the general public for rather general information.52 For the purposes of science and 

research, however, more detailed information and raw data are required, e.g. the data explicitly 

mentioned in Section 5a (6) NetzDG, their respective context and the training data of the automated 

procedures53, in order to independently gain scientifically sound knowledge about the procedures in 

question for the automated recognition of content. Granting access to data requires a basis for 

processing under data protection law, at least if it concerns personal data. This permission to grant 

data access does not establish a substantive legal claim to data access and therefore also only has a 

limited effect in favour of science and research. Substantive legal claims to data access are only 

established by so-called genuine research clauses. More far-reaching could only be a data access claim 

not directly based on fundamental rights, whose existence could be guaranteed on the basis of 

freedom of information and research in accordance with the press law information claim recognised 

by the German Federal Administrative Court, but it is predominantly rejected de lege lata. Neither 

freedom of information grants a claim to the opening of information sources nor freedom of research. 

According to their legal intensity, a ladder of research data access emerges:54 
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Fig. 2: Ladder of research data access 

VII. Analysis of national clauses to research data access 

Due to their intensity of effect in favour of science and research, the focus of this study is on genuine 

research clauses. Genuine research clauses exist de lege lata at national level in the online economy, 

health and mobility sectors, but not in the energy sector. A cross-sectoral data access claim for 

research and science does not exist. 

In this context, a very narrow scope of application of the existing data access claims can be observed, 

which is specified in two ways: firstly, with regard to the data collected and secondly, with regard to 

the addressees of the access. If these are directed against public-law bodies, there is regularly a 

discretionary scope for the access addressee. The higher the protective measures, e.g. through 

anonymisation solutions, the more likely it is that the legal consequence will be a bound decision.55 In 

the mobility sector, on the other hand, Section 1g (5) StVG (German Road Traffic Act) and Section 63a 

(5) StVG provide for discretion even in the case of access to non-personal data. This can be explained 

by potentially conflicting other legal positions, e.g. trade secret protection. If data access claims are 

directed against private bodies, the protection of the rights and interests of third parties is primarily 

guaranteed by the limitation provisions of the claim norm. Many - but not all - research clauses require 

research to be in the public interest, in some cases also in the public interest.56 This can be explained 

in terms of fundamental rights dogma: The public interest is a particularly serious public interest and 

is therefore particularly suitable in terms of fundamental rights dogma to justify the encroachment on 

the fundamental rights of the access addressees associated with research data access. The more likely 

it is that the public interest can also be achieved through commercial research, the more likely it is that 

this can also be covered by the research clauses as being eligible for access. 

Additional requirements are only stipulated by a few research clauses. However, where they are 

provided for, e.g. within the framework of Section 5a NetzDG in the form of a protection concept to 

be submitted upon application, they serve to protect the fundamental rights and freedoms of third 

parties or the access addressee.  
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Data access for the benefit of science and research is not guaranteed de lege lata in the majority of 

research clauses without restriction but is limited by rules on limits. This, too, is an expression of the 

balancing of the different fundamental rights positions of those entitled, those obliged to make claims 

and third parties. The more limited the scope of application of the research clause and the more far-

reaching the requirements for a protection concept to be submitted at the time of application, the less 

restrictive the provisions of the research clauses. The reason for this is that the fundamental rights of 

the addressees of access and third parties are already taken into account to a large extent at the level 

of the scope of application, the form of the application and the protection concept so that the 

provisions on limitations can themselves be more limited. 

A number of research clauses tie data access to the purpose of (scientific) research.57 Purpose 

limitation of data access means that these data may initially be used solely for the named purposes, 

e.g. to carry out scientific research projects. Alternatively or cumulatively, there are regulations on 

connection use that can affect both the source data (e.g. anonymisation after completion of the 

research project; connection use that changes the purpose) and the research results. Further 

prerequisites for data access can be found in some research clauses in the criterion of necessity, in 

some cases, a "particularly justified case" is also provided for as a restriction, while other research 

clauses provide for the participation of a scientific committee in the decision on data access. All these 

additional conditions have in common that they restrict data access for science and research in order 

to ensure a balance with conflicting legal positions by providing further "safeguards" to protect these 

conflicting rights. These safeguards can be substantive (through the criterion of necessity) or formal 

(through the participation of bodies in the decision-making process).  

In the health sector, a comprehensive regulation of data access remuneration can be found in the Data 

Transparency Fee Ordinance (Datentransparenz-Gebührenverordnung), which applies to the granting 

of data access according to Section 303a SGB V. In the online economic sector, remuneration 

regulations exist, at least in national law, in the form of a claim for reimbursement of the costs incurred 

through data access in an appropriate amount. This is an expression of an appropriate compensation 

for the costs arising from data access. Compensation claims are likely to make data access unattractive 

for research and science and to make data access more difficult. Section 5a NetzDG, therefore, 

provides that costs may not constitute a significant obstacle to the use of the data access claim. They 

are determined following Section 287 (1) ZPO. In addition, a maximum limit of 5,000 euros applies. 

The research clauses examined hardly specify the period within which data access must be granted. 

Only the Digital Services Act (DSA) draft contains a requirement in Article 31 DSA that data access must 

be guaranteed within a "reasonable period". At least for the public law access provisions that provide 

for a discretionary decision in the legal consequence, it is also possible to fall back on the general 
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principles according to which a proper exercise of discretion requires access to be granted within a 

reasonable time.58 It should be noted that data access requests can vary greatly in scope and urgency, 

which is why the standardisation of general deadlines is generally not possible. On the other hand, the 

researcher must have an indication of the point in time at which he or she can file an action without 

the risk of an immediate acknowledgement with negative cost consequences for him. If the researcher 

is not to be required to set deadlines in each individual case, it is essential to set deadlines that are 

both variable and precise. At the same time, however, care must be taken to allow the data subject to 

extend the deadline depending on the type and scope of the data access request, so as not to place an 

unreasonable burden on the data subject. 

Concerning the distribution of the burden of proof, it should be noted that this essentially follows the 

general principles of the burden of presentation and proof. 

The enforcement of rights depends on the opening of legal recourse. Whether civil or administrative 

legal action is open is assessed according to general principles. Particularities arise only if the party 

obliged to provide access is a private person, but data access can only be requested by a third party, 

e.g. the coordinator for digital services within the framework of Article 31 DSA. If the coordinator fails 

to act, he or she must be obliged to take action against the private access addressee through 

administrative law. 

VIII. Guidelines for research data access de lege ferenda 

 
1. Health sector 

From the basic legal framework, the principles of research data access and the analysis of national 

research clauses, sector-specific guidelines for research data access can be developed, which in the 

health sector can be transferred into an overall research data access ecosystem as well as a health 

research data access law. A mixed system of original research clauses with central data repositories 

(e.g. already existing central registries such as the Federal Cancer Registry), decentralised-centralised 

data repositories (e.g. distributed registries such as the state cancer registries, whereby distribution 

does not necessarily have to take place at the level of the federal states) and entirely decentralised 

data repositories, e.g. at health service providers, is recommended for the health sector. The data of 

private health service providers could also be fed into this system of centralised, decentralised-

centralised and completely decentralised data repositories. In addition, the possibility of data donation 

should also and especially be opened up via Personal Information Management Systems (PIMS).  

In the regulatory design of data access claims, a close purpose limitation to public interest research 

should be standardised as a rule. If this is the case, the circle of those entitled to data access need not 

be limited to non-commercial research. Insurance companies should be excluded from eligibility. A 
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necessity criterion for data access should not be provided. However, in the interest of protecting 

conflicting rights and interests, a protection concept should be required, irrespective of whether the 

data is transferred anonymously or on a personal basis. In the interest of effectively guaranteeing data 

access, a standardised - ideally internationally uniform - procedure should be provided for the data 

access request. It is also advisable to involve a body that decides on the ethical compatibility of the 

research, as provided for in some foreign legal systems (France, Canada, Finland, Australia). An 

additional application requirement should be a positive review by this Research Ethics Board (REB). In 

Canada, this body also decides whether the data will be used "for approved data purposes". In 

Australia, this function is performed by the Data Governance Board. Here, a separation between the 

two bodies seems sensible, because the decision on the ethical compatibility of the research project 

should primarily be made by ethicists, while the examination of whether the research serves the 

presumed public interest and whether the substantive legal requirements of the data access claim are 

also fulfilled is a legal question. The connection use of the data should be clearly defined. They should 

be pseudonymised, anonymised or deleted as soon as possible. The use of data for commercial 

advertising purposes should be prohibited, as should the sale of data. A complete prohibition of data 

transfer is also conceivable. This would reduce the risk of misuse, which is why the data access claim 

in favour of research and science should, in return, be more far-reaching according to the Five Safes 

Model than in the case of the permissibility of research data disclosure. Anonymised data should not 

be allowed to be de-anonymised, whereby the prohibition of de-anonymisation should also be 

addressed under criminal law.59 At the same time, standards for anonymisation should be provided in 

the interest of legal clarity and to preserve the requirement of certainty. Data access must not unduly 

restrict the rights and interests of third parties. This should be provided in the form of a restriction 

clause modelled on Article 15 GDPR. Remuneration regulations should be limited to covering the costs 

of administrative activities. This should be oriented towards the Data Transparency Fees Ordinance. 

Deadline regulations in the administrative area should always be accompanied by sufficient coverage 

of personnel and material resources. At the same time, a careful examination of data access must be 

guaranteed. Flexible time limit regulations with an upper limit are therefore preferable to rigid time 

limit regulations, which cannot or can only insufficiently react to the concrete processing effort. It is 

recommended to follow Finland's Secondary Use of Social and Health Data Act and to make the 

decision on a data-permit immediately, but no later than 3 months after receipt of the complete 

application by the authority. Decisions on data access are made in the form of an administrative act. 

In the event of a negative decision, the legal remedy is therefore an action for an obligation to issue 

an administrative act granting access. In principle, the general rules on the burden of proof apply. 

However, the public interest should be presumed if the research is carried out at public research 

institutions and the research results (anonymised) are made available to the public. In addition to a 
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system of centralised, decentralised-centralised and completely decentralised storage of research 

data, flexible data trust structures should be provided for and placed on a legally secure basis. 

 

2. Online business sector 

For the online business sector, a model research data access clause can be derived from the analysis 

of research clauses, which should be standardised in a number of identified laws as derivative and 

original research clauses. In the online economic sector, too, access to data from private and public 

bodies should be guaranteed through indirect data access structures in state organisations. In concrete 

terms, this means that, according to Article 31 DSA, the Digital Services Coordinator or a similar body 

should decide on data access to relieve the private bodies of the data access decision. A limitation of 

the data access claim to specific research projects does not have to take place. If such a restriction is 

not made, however, asymmetrical regulation is recommended, i.e. addressing private-sector 

companies only above a certain size that precludes economic overburdening by the obligation to 

provide data access. For the rest, the data access requirements in the health sector can essentially be 

used as a model. Unlike in the health sector, however, in the online business sector, private entities 

are obliged to provide the data in the event of a justified data access claim. This can involve 

considerable effort, which must be compensated. At the same time, excessive compensation can 

significantly impair the effectiveness of the data access claim. Section 5a NetzDG, therefore, goes the 

way of a maximum limit of 5,000 EUR and otherwise leaves the appropriateness of the amount to the 

discretion of the court pursuant to Section 287 Code of Civil Procedure (ZPO). This seems to be the 

only feasible way, whereby the concrete quantification of the maximum limit per request should be 

determined and at best evidence-based. Both researchers and access providers must be able to appeal 

against the decision of the digital services coordinator. In the event of a refusal to grant data access by 

the access provider, the rightful claimant should be able to claim directly against the access provider 

without having to wait for further action by the digital services coordinator. If the digital service 

coordinator refuses to grant the claimant the right, the claimant can take action against the 

coordinator by way of an obligation action. 

 

3. Mobility and energy sector 

In the mobility sector and the energy sector, due to the lack of national and international best practice 

regulations, a commission of experts should first be set up, following the example of Great Britain, 

which will develop recommendations in particular for the data covered by a data access claim and the 

appropriate data access infrastructure.60 In the mobility sector, the approaches of mobility data spaces 

and platforms already pursued by various bodies should be thought together.
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