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Introduction

Cyber physical systems
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Introduction

Security

Attack

@ Malicious adversaries may inject attacks to CPS.

@ The motivation may be finance or terrorism.

Example

Stuxnet
@ 2010 on Iranian Nuclear Facilities. m 1
@ 984 uranium enriching centrifuges ﬂ
are destroyed. l
P —

To avoid such catastrophes, system vulnerability analysis and attack detection are

important.
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Introduction

System vulnerability

The system tolerance for potential stealthy attacks.

Vulnerability analysis
@ Is it possible for a CPS to be destroyed by potential stealthy attacks?

@ How to verify the safety of a CPS for potential stealthy attacks?

@ If a CPS is not safe, how to evaluate the degree of the threat of potential

stealthy attacks?

Attack detection
Attack detection: The strategy to detect specific attack.

Types of attacks: denial-of-service attack (DoS), replay attack and
false-data-injection attack (FDI)
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Introduction

Reachability analysis

Reachability analysis
Compute a set which includes all possible state values based on available

information

A7
&7
=

t =

initial set

Polytope: accuracy but complex
Geometrical sets ¢ Zonotope: good accuracy and computional efficiency

Ellipsoid: simple but less accuracy
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Preliminaries

Zonotope

A zonotope is defined as

Z= {xeR":x—c+Zhibi,bi eB} = (¢, H),

i=1
where ¢ determines center and h; determines the shape. The geometrical

interpretation is the Minkowski sum of m line segments h; = h;B.

h3
h, h,
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Preliminaries

Property

The Minkowski sum of two zonotopes Z; = (¢1, H1) and Z5 = (co, Hs) is also a

zonotope, and the following equality holds

(c1,H1) & (co2, Ha) = (c1 + co, [H1, Ha)).

o] 1 0], 1] . [o5 05 025] - oa N
Zl*[ }*[ ]R 22*{ ]*[0 0.5 1.5}]1@ zem= [0+ 0 % 0 W]
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Preliminaries

Property

Linear transformation
Given a zonotope Z = (p, H), its linear transformation associated with a matrix
Kis

K({p,H) = (Kp,KH).
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Preliminaries

Property

Order reduction

Z(c,H) C (c,lq (H)): maintain large generator, over-approximate small one

@ Reordering the columns of the matrix H in decreasing Euclidean norm:
H = [h17h27-.. 7hm]’ ||hj|| Z ||h]+1||7.] = 1’m_ 1

@ Replacing the last m — ¢ + n smallest columns by a diagonal matrix.

_— 8
=
3 o 2]
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Preliminaries

Cyber-Physical system

CPS

@ State dynamics of physical plant.

@ Remote estimator and controller.

‘Actuators }—>{ Plant }—b{ Sensors ‘
A

e
‘ Network }4—{ Attacker ‘
a

Y

W o .
X N Alarm?
‘Controllcr}d—{ observer }—»‘ Detector }—V
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Vulnerability Analysis

Cyber-Physical system

Consider the plant is modeled as a discrete-time linear time invariant system

{ Tpt1 = Ay, + Buy, + wy, (1)

yr = Cxp + v,

where z;, € R™ denotes the state, y; € R™ denotes the measurement, u; € R™
denotes the control input, w; € R™v is the process disturbance, and vy € R™ is

the measurement noise.
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Vulnerability Analysis

Assumptions

(A, C) is detectable and (A, B) is stabilizable.

Assumption 2

wg, vg and the initial state zy are unknown but peak bounded, i.e.

xo € Xo = (po, Ho),
(S Zw = <O,Hw>,’l)k S ZU = <0,Hv>

Assumption 3
Estimator: 211 = A%y + Bug + L(yk+1 — CAzy — CBuk),

| A

Controller uy, = Ky,
Any choice of L and K such that A— LC A and A + BK are stable is acceptable.
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Vulnerability Analysis

Detector

Estimation error: ey, = xy, — &, Residual signal: ry11 = yp41 — C Az, — CBuy
Cr+1 = (A — LC’A)ek + (I — LC’)wk — Lvggy,
Tk4+1 = CAep, + Cwy, + V+1-

T, ¢ Ry — Attack or fault is detected.
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Vulnerability Analysis

Attack model

To capture the attacks’ impact on the system, we rewrite system (1) as

{ i, = Az} 4+ Buf + w, @)

yt = Cxf + v, + Fay,

where (x)® denotes the variable x in the presence of attacks, a; € R™ is the
malicious attack signal, F' C {71, -+ ,7Vn,} is the attacker’s sensor selection

matrix and is unknown to system designers, where ~; is the ith vector of the

canonical basis of R"v.

The adversary knows the system parameters, i.e., A, B,C, L, K.

Assumption 4

The adversary has the required resources to launch any suitable attack signals.
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Vulnerability Analysis

Problem formulation

Safe region
X = (zs, Hs), where 25 and H; are known. Such a region may represent, for

example, the constraint of the acceleration and the velocity of a vehicle.

Stealthy attack
An attack sequence is said to be stealthy if r{ € Ry, Vk € N4 holds.

Vulnerability analysis
@ Is it possible for a CPS to be destroyed by potential stealthy attacks?

@ How to verify the safety of a CPS for potential stealthy attacks?

@ If a CPS is not safe, how to evaluate the degree of the threat of potential
stealthy attacks?
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Vulnerability Analysis

Main idea

Vulnerability

Denote ZZ, as the out-approximation of the reachable set of xj.
@ The CPS is strictly vulnerable if Ja, such that Z7 is unbounded.
@ The CPS is vulnerable if there exists a stealthy attack ay such that Z¢ ¢ X.
© The CPS is safe if Z7 C X holds for any stealthy attack.
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Vulnerability Analysis

Strictly vulnerable

Strict vulnerability
Jay, such that Ary is bounded while Aey, is unbounded.

Aek_H = (A — LCA)Aek — LFak_H,
Ark+1 = CAAe;, + Fagy.

Conditions for strict vulnerability

Aey, is unbounded iff 3 an eigenvector ¢ corresponding to the unstable mode of A
satisfies ¢ € range(Q.s), —C(¢ € range(F'), where Q.5 is the controllability matrix
of the pair (A — LCA,—LF)?.

3Mo Y, Sinopoli B. False data injection attacks in control systems[C]//Preprints of the 1st workshop on Secure Control Systems. 2010:
1-6.
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Vulnerability Analysis

Vulnerable

Vulnerability
If there exists a stealthy attack aj, such that Z¢ ¢ X.

Vulnerability

Calculate Z, includes all possible zj; such that rj; € Ry.

ri, = Az} + Buf + wg,

Y = Cxf + v, + Fay, 3)
uf = K¢,

i1 = Uiy — CAZL — CBug.
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Vulnerability Analysis

Verification of safety

Zonotope containment

Consider two zonotopes (c1, H1) and (co, Ha), the relation (¢, H1) C (ca, Ho)
holds if there exists a matrix I and a vector 8 such that ?

e

4S. Sadraddini, R. Tedrake, Linear encodings for polytope containment problems, IEEE 58th CDC, 2019, pp. 4367—-4372.

Hy = HoI',cy — c1 = Hyf3, )

o 2% ¢ X-Vulnerable
e Zg C A-Safe
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Vulnerability Analysis

Metric of vulnerability

For a vulnerable CPS, evaluate the threat degree of potential stealthy attacks.

One-sided Hausdorff distance
The one-sided Hausdorff distance from set Z7 to set & is defined as

d(Z% ,X)= max min||la — b||.
a€Zg, beX

T ?

T e, H) I Z, -
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Vulnerability Analysis

Simulatioin

LTI system
xy . = Axf + Bug + wy,
yp = Cxf + vy, + Fay,
with
0.62 0.21 0.03 0.07 1 1 00
A=10.08 072 0.54|,B=1023 05/,C=1]0 1 0
0.02 0.02 0.65 0 1 0 0 1

Uncertainties: wy, € (0,0.2I) and vy, € (0,0.11)

Safe region: X = (0,3I).
0.8755 + 0.00001

Eigenvalue of A: |0.5573 + 0.0540: |, Thus Zg s bounded.
0.5573 — 0.05401
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Vulnerability Analysis

Simulation
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Vulnerability Analysis

Simulation

Table 1 ol
Vulnerability under different cases
Attacked sensors  Secure  Degree of vulnerability z
{1} Yes - 4
(2) No 0.2430 - s
{3} No 0.2492 2!
{1,2} No 3.0431 4l
{1,3} No 1.4312 6
{2.3} No 4.6958 8r
(1,23} No 12.1816 101

-15 -10 -5 0 5 10 15

1
If we can only protect one sensor from adversaries due to resource limitation,

sensor 2 should be protected.
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Attack Detection

System dynamics

System description

Consider linear time invariant system

)

Tpy1 = Azy + Bug + wg,
yr = Cap + v + ay,.

where ay, indicates the injected bias on sensor data.

Assumptions

| \

e (A,C) is detectable and (A, B) is stabilizable.

@ wg, v and the initial state ¢ are unknown but peak bounded, i.e.

Ty € ?0 = <p07H0>a
Wi € Zyp = <O,Hw>,’0k € Z, = <O,Hv>.
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Attack Detection

Problem formulation

Predicted state set
Take the state zj_; is bounded in the zonotope Xj,_1 = (py_1, Hp—1) C R as

a prior, given the system dynamic, the predicted state set is defined as the set of

all possible solutions of g, i.e,

Xk/kfl = {xk € R" : (l‘k = Buk_l) S (Ayk—l 57 Zw)}

Measurement state set
Given the observervation equation and Assumption 2 holds, the measurement

| A\

state set is defined as the set of all possible solutions z, which can be reached by

yr and vy, i.e,

Xy, ={zr €R"™ : (yp — Cay) € 2, }.

A\
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Attack Detection

Problem formulation

Objective

@ How to checking the existence of the intersection of X}/, and X}, 7

@ What is the detection performance that the proposed method?

aYe)

Jitao Li (First) Presentation January, 29th, 2021 31/



Attack Detection

Set computation

Parameterized X'j,
3L, € R™=*"v such that Xy /,_1 N Xy, C Xy = (pk, Hy), where

Pr = Apr—1 + Bug—1 + Li(yr — CAprp—1 — CBug_1),
Hy = [(A— LiCA) |, (Hier) (I-LiO)H, —LiH,).
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Attack Detection

Set computation

Size criterion

The size of the segments of the zonotope: Ji, = ||Hy||% = tr(HL Hy)

optimal correction matrix

By minimizing the size criterion Jj.
Ly, = (AP,1AT + Q,)CTY Y,
where

P :\Lq (kal) \Lq (kal)Tv Qw = Hng;v
Qv =H,H Y;_1 = C(AP,_1 AT + Q,)CT + Q..

A\
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Attack Detection

Set computation

Predicted set
Xk/k—l = <pp};/k_1a H]I:/k_1> = A?k—l 2] {Buk—l} S2] Zw~

with pz/k—l = App—1 + Buk—laH]::/k_l = |:AHk71 Hy| -

Measurement state set

@ For the i-th subequation y; , = Cixk + v; k.
the corresponding state set is X, = {xx €
R™ vy, —0; < Cixg < Yik + Uik,

n
o Xy, =21 &y

Jitao Li (First) Presentation January, 29th, 2021 34 /49



Attack Detection

Intersection checking based on projection

If 3%,

Yik

Projection method
An attack is detected if

Yik + U < gMn,

max

Yik — Ui > ¢,
where
;nin = Cipi/kq - ||(H1€/k—1)TCzT”17

er‘nax = CipZ/k_1 + ||(H]€/k_1)TCZT||1'

34

32

o
28

26

24

22

such that Xy 1 N X, =0, we have X/, N X, = 0.

)
26
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Attack Detection

SEE

Xpjp—1 = <[81 ;

0.2812 0.1968 0.4235] >

0.0186 0.2063 0.2267 B Y, R

Xy = o eR2:03< 1 0] w05},

Xppo = {or €R2: =04 < [0 1]y <02}

Using projection method, we have

¢ = —0.9015, ¢ = 0.9015,
@& = —0.4516, 7™ = 0.4516,

The projection method fails, but
Xk/k 1 nx, = @ holds
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Attack Detection

Intersection checking based on polytopic conversion

Polytopic conversion

Xy jk—1 = Prjp—1 = {zx €R™ : Quy, < g} .
Xy, = Py, = {zr e R™ : Qo < gy}
An attack is detected if not Jx;, such that

Pk/k—l NPy, = {.Tk e R :

Features

| @
\

@ Projection: simple but less satisfactory

@ Polytopic conversion: satisfactory but heavy computation

A\
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Performance Analysis

Stealthy attack set

Stealthy attack set Ay

For given detection method, any attack outside A will be detected.

A;. by projection

|aik < 2||(H1€/k_1)TCiT||1 + 205,

where a; 1,7 =1,2,--- ,n, is the i-th component of a.

Ay by polytopic conversion
Ar = (0, HY), with

HY = |CH?

oy He CHZ, | H,|.

Jk—1
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Performance Analysis

SEE

33 A, by Theorem 5 [l Ax by Theorem 6 o a

@ Predicted state set X, /1 =
m [0.2812 0.1968 0.4235]

0| ]0.0186 0.2063 0.2267
o Noise v, € Z, = (0, diag(0.1,0.1))
10
@ Output matrix C' = 2
11 3 !
2 1 0 1 2

Features:
o Aj; by polytopic conversion C Aj by projection.
@ a; may not be detected if a, € Aj.

o Particularly, replay attack cannot be detected.
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Performance Analysis

Replay attack

Replay attack
Record a period of g, then replay it when implementing attack: yx = yr_ax

Sensors

y o Auy € (0, H,) is randomly
k 1 ] U
> 7' - Y generated with a uniform
distribution
u, )2 \ A / . .
T Controller |<_| Estimator| @ Auy is chosen independent
of uj
Xk/k*l»xyk

Aty

Jitao Li (First) Presentation January, 29th, 2021 41 / 49



Performance Analysis

Analysis

Control performance loss: increased size of A},
AJ =tr(L(Qy)), where Q, = H, HI and £(Q,) is a linear operator defined as

L(Qu) = i(A + BK)'BQ.B" ((A+ BK)")"
=0

Detection performance: the deviation size of ) under replay attacks.
A = 2tr(D(Q.,)), where
D(Q.) = C(A+ BK)D(Q,)(A+ BK)TCT + CBQ,BTCT.

Design of Auy

Qu = arg max 2tr(D(Qy)), subject to  tr(L(Qu)) < 0,
Quz0
where § is the tolerable control performance loss.
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Performance Analysis

Simulation Results

System parameters:

4 |01046 —00725| 04198
1.7287  0.0974 |’ 2.6429|

C=1I,|wg| < [0.1 0.1]T,|vk|§ [0.1 0.1}T

A, by projection [l A by polytopic conversion

@ Polytopic conversion better than
projection

@ Aj includes all possible stealthy

attacks
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Performance Analysis

Simulation Results

Table: Computational time (CPU: Intel(R) Core(TM) i7-9750H ©2.6GHz)

Method Time
Projection 0.088760s
Polytopic conversion  12.291986s

ar =10.3 0.5]7, k> 100

0 50 100 150 200 250 300 350 400 450 500
I3
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Performance Analysis

Simulation Results

@ Record y50 — Y200, replay at k£ = 200 — 350
o From left to right: |Au(k)| < 0.1, |Au(k)| < 0.3

Alarm
o o o
2 5 &

°

0

02

02

0 50 100 150 200 250 300 350 400 450 500
k
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Performance Analysis

Simulation Results

0 50 100 150 200 250 300 350 400 450 500

051 1

0 50 100 150 200 250 300 350 400 450 500

Fig: From top to bottom, detection results when the recorded sensor data yso ~ 200 is
replayed at £ = 200, k = 250 and k = 300, respectively
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Conclusion

Conclusion

@ A CPS vulnerability analysis and attack detection framework based on

zonotopic reachability analysis is established.

@ The capability of stealthy attacks is analyzed. This is helpful for establishing

defence strategy.

@ The detection of false data injection attack and replay attak is considered.
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Conclusion

Thank You. Questions?
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