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Cyber-Physical Systems

Networked controlled systems

> Physical system >

= s

< Cyber system |<
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Networked Feedback Control

noise €

Plant
disturbance @ > x=Ax+Bu+w | Y
u > vy=Cx

Network

y=y+e¢€

_jf=Aﬁ+Bw+My—C@

Observer > State Reconstruction

Va\

X  Actual Behaviour

Controller

<€

u=K@@w<

X4 Desired Behaviour



Cyber-Physical Systems
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Networked controlled systems

Jitter, packet loss, ... > Aperiodic sampling
Reduce network usage > Controlled sampling

> Physical system , >

Cyber system |<
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Problem Statement
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te R, x(t) =Ax(t) + Bu(t) + w(t)
keN, y) = Cx(f) + e(f)

Aperiodic sampling: %1 — % € [Tin Tand

Controlled sampling: %y — & = min{z | ¢(f, 7) < 0}
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Talk Objective & Outline

Outline

Robust state estimation

nterval Impulsive Observers

Robust state estimation with event-triggered sampling
Robust state estimation with sporadic measurements
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[ Robust State Estimation
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State estimation the bounded-error framework

Interval observers

Set membership predictor-corrector algorithms
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Interval estimation with continuous-time data

Luenberger-like observers: (Gouze et al, 00),(Mazenc & Bernard, 10),
(Meslem & Ramdani, 11), (Raissi, et al., 12) ...

Tune observer gain to ensure

Input-to-State Stability 140 . : .
(practical stability) 120 X=AfX+Bu+L(y— C})
Build framers x(7) and X(7) 100
x(t) < x(r) < x(¢) § 80
(-% 60 }
40
20|/
igg - éﬁ%g i f(b;)( e : 5 Time Igays) ” N
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Set membership estimation with sampled data

(Schweppe, 68) (Bertsekas & Rhodes, 71) (Kurzhanski & Valyi, 96),
(Kieffer, et al., 02) (Jaulin, 02) (Raissi et al., 04, 05) (Meslem, et al, 10),
(Milanese & Novara, 11), (Kieffer & Walter, 11), (Combastel, 15) ...

Reachability + Set inversion + Forward backward consistency

A A

x(t | t_)
//
Xy | 5—y) (G 1)
X(1) = Ax(?) + Bu(t) + o(t) (1)
Y1) = Cx(1) + e(t) T

11
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Predictor-Corrector Algorithms

Set membership estimation with sampled data

(Schweppe, 68) (Bertsekas & Rhodes, 71) (Kurzhanski & Valyi, 96),
(Kieffer, et al., 02) (Jaulin, 02) (Raissi et al., 04, 05) (Meslem, et al, 10),
(Milanese & Novara, 11), (Kieffer & Walter, 11), (Combastel, 15) ...

Reachability + Set inversion + Forward backward consistency

x(t | t_y)
//
x(t_q | 1) x(t | 1)
>

No proof of convergence!

No tuning parameters! y(%)
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Interval Impulsive Observers
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L Interval Impulsive Observer

UNIVERSITE D'ORLEANS

Impulsive observer: hybrid system
(Postoyan & Nesic, 2012), (Ferrante et al., 2016)

t €[t t], x(t) = AR() + Bu(?)

t=1, X6 =23)+L(Ci{)+ elr) — (1))
X(t7) = I+ LOX(t) + Le(t) — Ly(t)

l—1 I le t
13
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Interval bounds

[—-LC=(—-LC)"—(I—-LC)

14
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te [y, 4], x() = Ax(?) + Bu(r)
x(87) = (I + LOx(5) + Le() — Ly(s,)

(Djahid et al., 2021)
15
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Interval Impulsive Observer
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te [y, 4], x() = Ax(?) + Bu(r)
x(87) = (I + LOx(5) + Le() — Ly(s,)

+
h-1)

t+

x5} (Djahid et al., 2021)
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L Interval Impulsive Observer
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te [y, 4], x() = Ax(?) + Bu(r)
x(87) = (I + LOx(5) + Le() — Ly(s,)

t+

x5} (Djahid et al., 2021)

15
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Interval Impulsive Observer

te t_q, 4],

A,, Metzler,
Ay >0

x# )

x(t) = Ax(t) + Bu(t)
x(87) = (I + LOx(5) + Le() — Ly(s,)

(Djahid et al., 2021)
15
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Interval Impulsive Observer

t€(t_, 4], x(f) = Ax(t) + Bu(r)

Ny
Ny
.....
[
Yy
I
~

=3
A = AM — AN?
Ay Metzler,
Ay>0
() i open-loop estimator ¢ € [f,_;, 1]

X(1) = Apyx(t) — AyX(t) + Bu(z)
x(t) = Ay x(t) — Ay x(t) + Bu(r)

...

(Djahid et al., 2021)
15
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Interval Impulsive Observer

te [y, 4], x() = Ax(?) + Bu(r)
x(th) =+ LC)x(tk)..ec.Le(fk) Ly(1;)

............. S X(tk)
A = AM — AN?
Ay Metzler,
Ay >0 '
( ) i open-loop estimator ¢ € [f,_;, 1]

X(1) = Apyx(t) — AyX(t) + Bu(z)
x(t) = Ay x(t) — Ay x(t) + Bu(r)

...

(Djahid et al., 2021)
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Interval Impulsive Observer

A,, Metzler,
Ay >0

open-loop estimator 7 e [#,_;, %]
X(1) = Apyx(t) — AyX(t) + Bu(z)

x(t) = Ay x(t) — Ay x(t) + Bu(r)

...

(Djahid et al., 2021)
15
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Interval Impulsive Observer

xtH) = U+ LO) x(t) — I+ LC)Y™X(ty) + | L] e(t) — Ly(t;)
)T(tl:') = [+ LC)+X(Ik),_:_.(I + LC) x(8,) + | L|€(t) — Ly(1,)

" L]
* uy
.... —
. vy
. a
o* v,
: = k
.
o
*
o
*
*

impulsive correction
when measurement
Is available

Ay, Metzler,
Ay >0

open-loop estimator € [#_,, 1]
X(1) = Apyx(t) — AyX(t) + Bu(z)
x(t) = Ay x(t) — Ay x(t) + Bu(r)

...

(Djahid et al., 2021)
15



A Interval Impulsive Observer
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Open-loop predictor
t €[4, 1), X(T, k) = Ay x(t, k) — AyX(T, k) + Bu(r)
(1, k) = Ay X(t, k) — Ay x(t, k) + Bu(t)

Impulsive correction when measurement is available
Xt k+ 1) =U+LC) x4, 1, k) — U+ LC)Y X(t), 1, k) + | L] e(t ) — Ly(t.q)
Xt k+ 1) =+ LO)Y Xty k) — I+ LC) x(ty 1, k) + | L €(t ) — Ly(t,41)

Hybrid time domain

[
k ([1s tig11 K)

1 livo

" ([fg1s frand K+ 1)

16



A Interval Impulsive Observer
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Open-loop predictor
t €[4, 1), X(T, k) = Ay x(t, k) — AyX(T, k) + Bu(r)
(1, k) = Ay X(t, k) — Ay x(t, k) + Bu(t)

Impulsive correction when measurement is available
Xt k+ 1) =U+LC) x(t1, 1, k) — U+ LC) X(ty, 1, k) + | L1 €(t ) — Ly(t. 1)
Xt k+ 1) =+ LO)Y Xty k) — I+ LC) x(ty 1, k) + | L €(t ) — Ly(t,41)

Framing property

x(ty) < x(t) <X(1y) = V> 1o, x(0) < x(b) < X(0)

17
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Dynamics of the bounds of the estimation error

e=X—X, €e=X—X

:] = M(A) H + By M@A) = [AM AN]
e Any Ay

|

li] =I(L) H + F(L)y ML) = [(I" HICS Gat LC)_]
e (I, +LC) (I, + LO)*

Stability property ?

18
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Finite-gain Lp Stability

19



AP Lp Stability
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Lp norm for hybrid signals (Nesic, et al, 2013)
J(T) iD o ;
1zimillp = (le(tz,i)lp + Z/ 12(s, i)IpdS>
i=1 i=0 71

1zllp = lim [|2Z[7]]p,
T->T*

20
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Lp Stability

Definition: Finite-gain Lp stable (Nesic, et al, 2013)

Given p € [1,+00), the system

x=f(x,d), V(x,d) € Cx
xT =g(x,d), V(x,d) € Dy (1)
Yy = h(X, d)a

is finite-gain L, stable from d to y with gain upper bounded by
vp > 0, if there exists a scalar 8 > 0 such that any solution to (1)

satisfies
yllp < B[x(0,0)[p + plld||p (2)

for all d € L;°.

21
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Lp Stability

Definition: Finite-gain Lp storage function (Nesic, et al, 2013)

Given p € [1,+00), a positive semi-definite continuously
differentiable function V' : R" — R, is a finite-gain L, storage
function for system (1) if there exist positive constants ¢, 7y,r and

Yyg, and nonnegative constants 7ydg, 7Vdr, such that

V(x, d) € Cx U Dy 0 < V(x) < e|x|P,
V(x,d) € Cy (VV(x),f(x,d)) < —vy|h(x, d)|P + var|d|P,
V(x,d) € Dx V(g(x,d))— V(x) < —Vyg h(x,d)|P + Ydg d|”.

22
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Proposition: Finite-gain Lp stability (Nesic, et al, 2013)

Consider system (1), and suppose that there exists a finite-gain £,
storage function V. Then the system is finite gain £, stable, and
the gain of the operator d — y is upper bounded by

Yo = {/7Vd/7y, where vg = max{ydf, Ydg }, Ty = min{vyf, Vyg }.

23



.||||”|‘

UNIVERSITE D'ORLEANS

Event-triggered

Interval Impulsive Observers

24



Event-triggered Interval Observer
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Self-triggered mechanism (Rabehi, et al, IIRNC 2021)
{5’ = MA¢+EBy Ve w) EC £ = (e,?)
Er=T(L)+FLy V(& )€ D y =(—-0,0— o)

C: ={(&y) eR"XR™ : [&; < Blyli}
D§={(§,W)ERnXRnd D6l 2 ﬂWl}

How to tune L and / to ensure stability ?

w(t,j) = )z(t’]) - )_C(tn’) = E(ta.’) + g(t’.’)
5(t,j) = d(t) — d(1). Co ={(@,8) eR"XR™ : |w|; < Bl6|1}
D, = {(®,8) ER"xR™ : |w|; > B|&|1}

25
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Event-triggered Interval Observer

Verification theorem : Algebraic inequalities

Positive systems

Copositive Lyapunov function V(&) = x "1

S-procedure

Lp stability with p="1

26
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Event-triggered Interval Observer

Verification theorem : Algebraic inequalities

Under bounded error assumptions. For a given matrix L € R"*",
if there exist a positive vector A\ € R2%, and positive scalars (¢, (p,
Ysf, Vg Yuf » Ywg and B, satisfying the following inequalities

M (A + (yor — Cc)12n < 0

= '\ — (o — CeB)12n, <0

C (DA = A+ (g + ¢p)12n <0
FT (L)X — (v5g + ¢pB)12n, <0

then, the event-triggered interval impulsive observer is a finite
L1-gain interval observer for the original system. Furthermore, the

L1-gain from § to w is upper bounded by vy, = vs/7., where

Y5 = max{’Y(Sfa’chg} and Yw = min{’waa’ng}'
(Rabehi, et al, [IIRNC 2021)



Event-triggered Interval Observer
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Dynamic self-triggered mechanism DETM

5 (e.?) o(t,]) = X(t,) - X(8,)) = &(t,]) + e(t,))
v = (-0 - ) 5(t,J) = d(t) — d)

{z: M@AE+Ey V(& w) eC;
e =TWL)E+FLy Y& y) € D;

¢y ={@6meR XR"XR : |0 <plsh+7 |

D, = {(a),é,n) ER"XR™ xR : || > ||, + g}
n=—an+ p|6]1 — || Storage function:
n* =n, W n) =E"A+n

28 (Rabenhi, et al, [IRNC 2021)
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Event-triggered Interval Observer

Under bounded error assumption and smooth error variations. For
a given matrix L € R™"  if there exist a positive vector \ € R2",

and pOSItIve Scalars CC: CDI ’Y(Sff 75g: ’war ’Y(.dg: ar /8 and 9:
satisfying the following inequalities

M (AA + (=1 +7wr —Ce)l2n <0

Corollary ETA+ (8 — vsr +CcB)lan, <O
DETM b b P

(DA = A+ (Ywg +¢p)12n < 0}
FT(L)A — (vsg + (pB)lan, <O

then, the error hybrid dynamics is finite L£1-gain stable. Thus, the
event-triggered observer is a finite L1-gain interval observer for the
original system. Furthermore, the L1-gain from o to w is upper
bounded by vz, = s/, where v5 = max{vs¢,Vsg},

Yoo = Min{Yof, Vg }-
(Rabehi, et al, IJRNC 2021)
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Event-triggered Interval Observer

Minimal Inter-Event Time MIET (Rabehi, et al, IJIRNC 2021)

The conditions in corollary DETM with the storage function
W(&,n) = €' X+ 1 that satisfies

Yég — /B"ng < IB(emin — Emax)a
€Emin < Min(A), max(A) < €max;

guarantee the existence of minimum inter-event time.

30
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Co-design of ETM and gains (Rabehi, et al, IIRNC 2021)
Positive realisation

—_ [(In +LO* (, +LC)‘]

(I, +LC) (I,+LC)*

G,—G,=1,+LC F(GG)-G"G"
p~ Yn — n T , p> =n o G, Gp

31
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Co-design of ETM and gains (Rabehi, et al, IIRNC 2021)
Positive realisation
C G ~|Gp Gn
G,—G,=1I,+LC ['(Gp,Gp) = G, G,
- R, Ry
R, R,

['(Gp,Gn)A — A+ (Yag + ¢p)12n < 0
F'(Ry,Rn)A — (vsg + (pPB)lan, < 0

32
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Evaluation: double spring-mass-damper system

(Rabehi, et al, IJRNC 2021) 33
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Event-triggered Interval Observer

Evaluation: the dynamic triggering conditions

_I\ ' | I I I ' ! I I l
45 N ====Threshold: n/6 + 3 ||,
40 M — width: |w|; |

35 | . . . . . . 7

30 |
25 |

20 B ‘\

0 1 15_ ..

10

(Rabehi, et al, IJRNC 2021) 34
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Evaluation: comparison with other approaches

25 | 3 50 T T T
4 — State m— State
- 40
E === Aperiodic |10 ! === Aperiodic 10
20 i . m—— Event-triggered 10 | 30 _I'\. Event-triggered 10 | |
_ i %\ wu== Approach-2 i ‘\ wuw= Approach-2
5|.g 15 H "'I'-ﬂ == = Approach-1 531 20 _I \' == == Approach-1 i
| AN
_§ , =10
4 & z
E S 0 7 NP N 7 '
U o B~ i o
Ry 10 ¢
_ |m ¥ 2 ————— ;
0 i€ - | 1 = = ===
¥ s -30 l. 0 .ﬁ'"“'"-uw _
] f i
5k | i 40 ¢ | .33 335 34, . 1
0 1 2 ) 4 5 6 4 5 6

T T 0

| | e State
| | ===== Aperiodic 10
= Event-triggered 10
] |==== Approach-2

j |= == Approach-1

k \ = State i
5 — == Aperiodic 10

w
3]
-

= Event-triggered 10 | -
su== Approach-2
== == Approach-1

N
3
o5
I
H
n
I

(%]
o
—-h-
o
:
!
!
L |
- |
wr
7]

Velocity — x4

]
o

Position — x5
o

-
o

(Rabehi, etal, [JRNE 2031) * ° 385 °© ' = ¢ = o
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Event-triggered Interval Observer

Evaluation: comparison with other approaches

[ [ [ [

[
== Approach-1 =
=== Approach-2
==:Aperiodic |10
== Event-triggered 1O

220

200

180

—

160

140

120

100

80

60

i

1

a
L
E
Ik L I
i:

|

j 3
|

|

|

|

Norm-1 of the width of estimates: ||w||;

(Rabehi, et al, IJRNC 2021) 36
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Interval Impulsive Observers

with Sporadic Sampling

37



Sporadic/Aperiodic Sampling

UNIVERSITE D'ORLEANS

teR, x(r) = Ax() + Bu(t) + w(t)

keN, y)=Cx(t)+e(t)
Aperiodic sampling: el — 4 =T € [T Tnaxd
Interval impulsive observer:

€[t t,], i(f) = Ax(r) + Bu(t)
x(th) = x(t) + L (Cx(tk) +e(f) — )’(fk)>

38 (Rabehi, et al, IEEE TAC 2021)
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Aperiodic Sampling

Dynamics of the bounds of the estimation error

-

Zo)

Vzo € €

i = [F(L)§0 +Y2] c [F(L)§0 +Y2] Vzo € D

L U Il [TminaTmax] )
g?zro) f;(zro)
%:{(ﬁo,r)eRznx]RZ ’L'G[O,’cmax]}
={(&,7) eR”"xR> | 7©=0}.
Lyapunov function V(Zo) = 50 eZ TPe‘KT'g'o.
(VV(20),f(20)) =0Vzo €€

39 (Rabehi, et al, IEEE TAC 2021)



Aperiodic Sampling

UNIVERSITE D'ORLEANS

Verification theorem : SDP & NLMI (Rabehi, et al, IEEE TAC 2021)

Under bounded error assumptions. For a given gain matrix
L € R"*P, if there exist a symmetric positive definite matrix

P € R2"%2n g,ch that
r(L)'e? “PeA“I’(L) — P <0 Vu € [Tmin, Tmax]

Is satisfied, then the interval impulsive system is
Input-to-State-Stable (1SS), thus is an interval observer for the

original system.

ISS & Hybrid Systems (Cai & Teel, 2009)



Aperiodic Sampling
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Design procedure : SDP/NLMI relaxed to set of BMI.

Positive realisation G,—G,=1,+LC
G, G
I“(Gpa Gn) — P "
G, Gp

Projection Lemma (Pipeleers, et al., 2009)

Polytopic over approximation using Taylor series
(L. Hetel, et al., 2007)

—F—F' FI(G,G)) M'P
* —P 0 | <0Vied{l,...,v}
* * —P

(Rabehi, et al, IEEE TAC 2021)
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Evaluation: unstable system

T T T T T T T
15 = -
—
10 F = =T B .
8 e —X
5 -dd<] % .
— X
0 1 | 1 1 1 | | n
’ 00 0.5 1 1.5 2 2.5 3 3.5
51 _
é\' 0 /\ -
10 \ =
1 ! I 1 | ! v 1

0.5 1 1.5 2 2.5 3 3.5 4
42 (Rabehi, et al, IEEE TAC 2021)



AP Aperiodic Sampling
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Evaluation: unstable system

2000 I I T I I I

-
(4]
o
o

:

Lyapunov fcn (£ -system)

0 0.5 1 1.5 2 2.5 3 3.5 4
0.4 I I I I I I I

Sampling
o
N
|

lI | L ‘1' | ll ‘l I
1.5

1
2 2.5 = 3.5 4
Time

43 (Rabehi, et al, IEEE TAC 2021)
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Concluding remarks
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e Concluding remarks
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Interval Impulsive Observer Framework

Dynamic Event-triggered sampling
Aperiodic/Sporadic sampling

L1-gain synthesis
SDP/NLMI

45
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Thank you !
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