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System Properties = Safe & Secure Autonomy
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Research Question
Can we leverage dynamic systems’ properties to obtain , resilient,
distributed & private autonomy?

M. Khajenejad (UCSD) Remainder-Form Decompositions May 25, 2023 3/42



Reachability Analysis & Resilient Estimation in Safe and Secure Autonomy

Wy MG

e

.
@ (@)

hybrid limb exoskeleton [Ereve U T o ‘ e Ll
= \_‘L

Monosaccharide propagation

M. Khajenejad (UCSD) Remainder-Form Decompositions May 25, 2023 4/42



Outline; from to...

@ remainder-form decomposition functions

@ applications:

> set-valued state estimation
> interval observer design

» (distributed) resiliency

@ future visions
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Outline; from to...

@ remainder-form decomposition functions
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Set-Valued Robust Reachability Analysis
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Set-Valued Robust Reachability Analysis

E-Frame
vio
X
W-Frame
state
b
xt=f("x",

L-Frame
£\ safe Area
/\ Reachable & Safe Area
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bounded uncertainties

x*t = Ax

X2
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Initial Set
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Final Set

variation Trajeciory

Xy A~

x* = f(x)
Y2
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©
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@ Can be very challenging and computationally expensive for nonlinear

systems
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Reachability via Functions
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<min f(x) Sf(x)gxmea;éf(x)g =[fI(X)=[f, ]+

xEX Taylor forms

Problem 1

Given f and X, can we find a and inclusion function [f]?
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Mixed-Monotonicity & Decomposition Functions

Definition 2 (' Decomposition Functions )

o x;” = f(x¢, wy): a DT system, f: Z — R”
o fy: Zx Z—R" a DT-MMDF with respect to f, if
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Mixed-Monotonicity & Decomposition Functions

Definition 2 (' Decomposition Functions )

o x;” = f(xe, wy): a DT system, f : Z — R”"
o fy: Zx Z—R" a DT-MMDF with respect to f, if

Definition 3 (CT Decomposition Functions (Abate.ea.2020))

o x;” = f(x;, w;): a CT system, f : Z — R"

e fy:ZxZ—R" a with respect to f, if
> f4(z,z) = f(2)

Z2>zZN2Z =2z = fd7;(2,2/) > fd,;(Z,Z/) (

)

» 2> 2= f4(2,2) < fu(Z,2) /

v
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Embedding Systems

Definition 4 (Embedding Systems)

° . an n-dimensional DT/CT system
@ X € [xp Xo], wt € [w W]

° : any decomposition function of f

@ 2n-dimensional

M _ [ () w7, % wT]T)

xi | Ualx Wi Ixd w']T)

—
—_
~—
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Embedding Systems

Definition 4 (Embedding Systems)

° . an n-dimensional DT/CT system
@ X € [xp Xo], wt € [w W]

° : any decomposition function of f

@ 2n-dimensional

[xﬂ _ [ a(x; w']™ [x] WT]T)] (1)

xi | Ualx Wi Ixd w']T)

Proposition 1

\ | A
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Existing Decomposition Functions

e "Optimal” ( ):
min fi(¢) fz<2,
£O(z,2) = { <=4 .
’ max f;(¢) if 2 < z.
(elz.7]
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Existing Decomposition Functions

e "Optimal” ( ):
min f(¢) if z <2,
=
’ max f;(¢) if 2 < z.
(elz.7]

de,i(Z)f) = f;(C) ( BI)(Z - Z),
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Existing Decomposition Functions

e "Optimal” ( ):
min fi(¢) fz<2,
£O(z,2) = { <=4 .
’ max f;(¢) if 2 < z.
(elz.7]

fii(z,2) = () + (a; — Bi)(z — 2),

ajj =
v —|bjj|,Case 3,

0, Casesl,3,4,5, 0, Cases1,2,4,5,
— Bij —
|ajj|,Case 2,

¢ = zj, Cases 1,2,5,
S 2;, Cases 3,4,
Case 1:a; >0, Case 2: a;; <0,b;; >0,]|a;| < |bj|, Case

3:a; <0,b; >0,la;| > |bj|, Case 4: b <0, Case 5: j =i

M. Khajenejad (UCSD) Remainder-Form Decompositions May 25, 2023

11/42



Remainder-Form Mixed-Monotone

Khajenejad, M. and Yong, S.Z. “Tight Remainder-Form Decomposition Functions with Ap-
plications to Ct ined ility and G State Estimation.” [EEE T
on Automatic Control, 2023, accepted, (Impact Factor = 6.549).

fx)=  Ho  + gx) Hiy=Jdi;vHy,=J

linear remainder  jgg mapping
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Remainder-Form Mixed-Monotone Decompositions

Khajenejad, M. and Yong, S.Z. “Tight Remainder-Form Decompesition Functions with Ap-
plications to Constrai ility and G State Estimation.” [EEE
on Automatic Control, 2023, accepted, (Impact Factor — 6.549).

f(x) = Hx, — + g(x) ,Hij= 7:'11 vV Hy=Jl;

linear remainder  jgg mapping

"49

H®x — H°Xx < Hx < H%x — H®x N
g(x.) < g(x) < gl(xc) g

X
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Remainder-Form Mixed-Monotone Decompositions

Khajenejad, M. and Yong, S.Z. “Tight Remainder-Form Decompesition Functions with Ap-
plications to Constrai ility and G State Estimation.” [EEE Ti
on Automatic Control, 2023, accepted, (Impact Factor — 6.549)

fx)=  Ho  + gx) Hiy=Jdi;vHy,=J

linear remainder  jgg mapping

g

H®x — H°Xx < Hx < H%x — H®x N
g(x.) < g(x) < g(xc) g

X Xc

HPx — HO% + g(x.) < Hx + g(x) < H¥X — Hx + g(%c)

/ / /

-~ -~

TV
fa(x,X) f(x) fa(X,x)
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Technical Contributions

@ no remainder outperforms all remainders
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Technical Contributions

@ no remainder outperforms all remainders

° computations; a countable finite set of slopes

max HYx — H7X + g(xc) < f(x) < min HYX — H%x + g(x)
c S
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Technical Contributions

@ no remainder outperforms all remainders

° computations; a countable finite set of slopes

max HYx — H7X + g(xc) < f(x) < min HYX — H%x + g(x)
c S

° bounded Jacobians
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Technical Contributions

° systems; generalized Clarke derivatives
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Technical Contributions

° systems; generalized Clarke derivatives
° vector fields with finite jumps
° [Yang.ea.2019]
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Outline; from to...

@ applications:

» set-valued state estimation
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Systems; Reachability

X+:| _ [ ([KT ﬂT]T,[YT WT]T)

X=fbow) = [x* (" w7 " w']T)

original n-dimensional system - - R
lifted 2n-dimensional system
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Systems; Reachability

[ W RT W)
X =flow)  — M [ (X" %], [xT w']")

~
lifted 2n-dimensional system

original n-dimensional system

Proposition 2 (State Framer Property [Khajenejad.Yong.2021])

t S Xt SYf,Vt Z O,VW € W
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Systems; Reachability

xt]_ [fa(lx " w7 kT wT]T)
L ofow) = M[ (K" w']" [ w']")
original n-dimensional system

~
lifted 2n-dimensional system

Proposition 2 (State Framer Property [Khajenejad.Yong.2021])

t S Xt SYf,Vt Z O,VW € W

Van Der Pol System

Xi,k+1 = X1,k + 0¢X2 k,
2
X k41 = X2k + 0e((1 = Xg )X,k — X1.4)

——: natural, o: centered form,
©: mixed-centered form inclusions
O: [Yang.ea.2019], *: remainder-form,

--: the best of all, +: optimal 0 10

20 30 To 20 30
Time step, k Time step, k
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; Constrained Reachability

xT = f(x,w)
h(x) €Y =1ly,¥]

constraint, observation, measurement set
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Set-Inversion; Constrained Reachability

-------- ] X,]
- f(XD
+ _
xT = f(x,w) [X] @
h(x) €Y =y,¥]
[Xp]
constraint, observation, measurement set
Problem 5 (Set-Inversion) X,]

Find [X,] 2 {x € [X,]|h(x) € Y}
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Set-Inversion; Constrained Reachability

________

xT = f(x,w) [X] @
h(x) €Y =[y.7] O

constraint, observation, measurement set

[Xp]

Problem 5 (Set-Inversion)
Find [X,] 2 {x € [X,]/h(x) € Y}

@ Fact: Vx € [x,, Xm] C [Xp] = halx,,. Xm) < h(x) < hy(Xp, x,,)

[Xp] %,
I

Xm
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Set-Inversion; Constrained Reachability

xT = f(x,w) [X] @
h(x) €Y =[y.7] O
—————

constraint, observation, measurement set

Xp]

Problem 5 (Set-Inversion)
Find [X,] 2 {x € [X,]/h(x) € Y}

IR

@ Fact: Vx € [x,, Xm] C [Xp] = halx,,. Xm) < h(x) < hy(Xp, x,,)

m?

[Xp] Em !

| hd(xm, )<y /lz
| ?
|

e
) =7 \[<
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NASA's Generic Transport Model [Summers.ea.2013]

,
\/\

@ a remote-controlled commercial aircraft

@ V. a,q & 0: speed, angle of attack, pitch rate & pitch angle

_ 0 5 10
Time, t (s) Time, ¢ (s)

upper and lower framers of x; = v and xo = «, natural (——), centered form (o),
mixed — form (<), [Yang.ea.2019](0), remainder-form (x)
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Polytopic Estimation

@ Can mixed-monotone decomposition be applied for
polytope-valued state estimation?

ey

Propagation: f(Xp)C X

Vi

S

‘Ll ~
u(xy)

Update: )?,’:ﬂ/, Y. C X,
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Polytopes; Equivalent Representations

i —— ( 40

Conv(v(l), i ,v(r))

(a) V — representation (b) H — representation

N Zonotopes
[ Corrssponcing Zonotops Bundie

L TSI
S x1 A
Z={6e+¢c i A= by Z=({GC+aslc e B}
s=1

Constrained Zonotope (CZ) Zonotone Bundle (75)
onotope Bundle
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Main ldea

Khajenejad, M., Shoaib, F. and Yong, SZ. “Guaranteed State Estimation via Indirect Poly-
Khajenejad, M. and Yong, S.Z *Guaranteed State Estimation via Direct Polytopic Set Com-  topic Set Computation for Nenlinear Discrete-Time Systems” {EEE Conference on Decision
putation for Nonlinear Discrete-Time Systems.” IEEE Control Systems Letters (L-CSS), pages and Conérol (CDC), Austin, Texas (Virtual), pp. 6167-6174, 2021 (average acceptance rate:
2060-2065, vol. 6, 2022 (presented in ACC'22). %:56.7).

x=G¢+c

f) f©
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Main ldea

Khajenejad, M., Shoaib, F. and Yong, SZ. “Guaranteed State Estimation via Indirect Poly-
Khajenejad, M. and Yong, S.Z. “Guaranteed State Estimation via Direct Polytopic Set Com-  topic Set Computation for Nonlinear Discrete-Time Systems” [EEE Canference on Decision
putation for Nonlinear Discrete-Time Systems.” IEEE Control Systems Letters (L-CSS), pages  and Control (CDC), Austin, Texas (Virtual), pp. 61676174, 2021 (average scceptance rate:

2060-2065, vol. 6, 2022 (presented in ACC'22). F56.7).

x=G¢+c

f) f©

[1]

e

@ Now apply mixed-monotone decompositions in the space of
generators (=) for propagation and update

M. Khajenejad (UCSD) Remainder-Form Decompositions May 25, 2023

21/42



Polytope-Valued State Estimation

X k—1 AX1,k—1%0,k—1
X1k =3X1 k-1~ —7— — it T WLk
39 K170k
X2,k =‘*2sz71+*4%ﬁ;fgf4i‘FMQ¢AJ:HW%HK)S 0.1,
Y1,k 1 0| |x1k Vi k 0.1 0.2 —0.1 0.5
k| = ] , _ <o.
[yz,k} [—1 1} [XZJ v {VM] » X0 {{0.1 01 0 | |05} Vel <04,
—i) RRSR
—ii) D-RRSR
—— —iii) D-ZB
4 iv) D-CZ
o} N —v) COMB

.
10 15 20
L1k

polytopic estimates for five different approaches. COMB: combination of the
zonotope-bundle (D-ZB) and constrained zonotope (D-CZ) approaches
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Outline; from to...

@ applications:

> interval observer design
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Interval Observer Synthesis

@ How about stability /boundedness of the framers?
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Interval Observer Synthesis

@ How about stability/boundedness of the framers?

G- xi = f(x, wp),
Ye = h(Xn Vt)

Problem 6 (Interval Observer Synthesis)
synthesize framers x,,X; such that
@ states are framed: x; < x¢ < X;

@ framers are uniformly bounded

® design is optimized
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Design Strategy: of vector fields

xt = f(x,w) = Ax + Bw + ¢(x, w)
——

JSS
y = h(x,v) = Cx+ Dv +¢(x, v) =
——

JSS
0=L(y — Cx— Dv—1(x,v))

Khajenejad, M. and Yong, S.Z. “He,-Optimal Interval Observer Synthesis for Uncertain Non- Khajenejad, M., Shoaib, F. and Yong, SZ. “Interval Observer Synthesis for Locally Lips-
lincar Dynamical Systems via Mixed-Monotone Decompositions” IEEE Contral Systems Letters chitz Nonlinear Dynamical Systems via Mixed-Monotone Decompositions.” American Control
(L-CS8), pages 3008-3013, vol. 6, 2022 (presented in CDC’22). Conference (ACC), Atlanta, Georgia, pp. 2070-2075, 2022 (average acceptance rate: %67).

Pati T., Khajenejad, M., Daddala S.P. and Yong, 5.2. “Li-Robust Interval Observer Design
for Uncertain Nonlinear Dynamical Systems.” IEEE Conrol Systems Letters (L-CSS), pages
3475-3480, vol. 6, 2022 (presented in CDC'22).
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Design Strategy: of vector fields
xt = f(x,w) = Ax + Bw + ¢(x, w)
——
y = h(x,v) = Cx+ Dv + 9(x, v) =
——

0=L(y — Cx— Dv—1(x,v))

xT = (A—LC)x+ Bw — LDv +Ly + ¢(x,w) — Lip(x, v)

fo(X, W, V) fu(X, W, V)
3 3

rver Synthesis for Uncertain Non-
» IEEE Control Systems Letters

Pati T., Khajenejad, M., Daddala S.P. and Yong, S.Z. “L;-Robust Interval Observer Design
for Uncertain Nonlinear Dynamical Systems.” IEEE Conrol Systems Letters (L-CSS), pages
3475-3480, vol. 6, 2022 (presented in CDC'22).
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Design Strategy: of vector fields

xt = f(x,w) = Ax + Bw + ¢(x, w)

——

y = h(x,v) = Cx+ Dv + 9(x, v) =
——

0=L(y — Cx— Dv—1(x,v))

T =(A—-LC)x+ Bw — LDv+Ly + ¢(x, w) — Ly(x, v)
fo(X, W, V) fu (X, W, V)
——

——
3 3

Linear + Nonlinear Systems

KJF = f@d(éa g) + fud(gv E) + Ly
T = f[d(g7 é) + fud(g7 g) + L.y

Khajenejad, M. and Yong, §.2. “Ho,-Optimal Interval Observer Synthesis for Uncertain Non- Khn_‘ene M., Sho: :ub, F. and ymg S.Z. “Interval Observes
linear Dynamical Systems via Mixed-Monotone Decompositions.” IEEE Control Systems Letiers 2 Nonlinear Dyn: ystems via Mixed-Monotone Dy
(L-CSS}, pages 3008-3013, vol. 6, 2022 (presented in CDC'22). c jmce TACC), Atlast, Coorgin, pp. 20702075, 2022 (sverage accept

Pati T., m. M.,Daddl S.P. and Yon, $.7. “Ly-Robust Interval Observer Design
for Unc r Dynamical Systems” IEEE Control Systems Letiers (L-CSS), pages
3475 3480 | 6, 202 2 (presented in CDC’22)

M. Khajenejad (UCSD) Remainder-Form Decompositions May 25, 2023 25 /42



Observer Synthesis

@ locally Lipschitz = mixed-monotonicity = embedding systems
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Observer Synthesis

@ locally Lipschitz = mixed-monotonicity = embedding systems

@ SDP/MILP = M /Li-optimal gains

® both continuous-time and discrete-time systems
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Simulation Results

X1 = X2+ w1, X = bixz— arsin(xi) — axxo + wo,

o ai .
X3 = —3233X1+b—(a4 sin(x1)+cos(x1)x2) —a3xo—asxs + w3, y = x1.
1
6
4 SRR
T,y - - TPUN DM .
2 &
4
g S
R »
=2
=

State, x3, as well as its upper and lower framers and error returned by our proposed L,

observer, X3, x5, our proposed Ho observer, Y;‘“’",;;{m, and by the observer in

[Dinh.ea.2014], XYMV xDMN cDMN
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Outline; from to...

@ applications:

» (distributed) resiliency

M. Khajenejad (UCSD) Remainder-Form Decompositions May 25, 2023 28 /42



Data Attack Resiliency

Physical attack

Act of sabotage Cyber attack

Infiltrate business system

Gas-fueled

ower plant
Gas P Pl

processing
plant

Underground
_.._gas storage

Oil storage
and terminal
Industrial users.

Cyber attack
Infiltrale confrol system Physical attack
Explosive

@ Can we simultaneously obtain guaranteed estimates of states
and unknown inputs (adversarial signals) and possibly mitigate
their effect?
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Observer Design; State and Estimation

7 AcuatorAtack  NYPS
X LinoMode Atiack

Xk41 = f(Xk) + Buy + Wwy + Gdy,
Yk = h(xx) + Dug+Vv + H
-

known, control input

@ no prior ‘useful’ knowledge or
assumption or known bounds
on the dynamics of
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Resilient Observer Design; State and nput Estimation

Xk+1 = f(Xk) + Buy + Wwy + Gdy,
yk = h(xk) + Dug+Vvi + H d,
~~ —

known, control input unknown input

@ no prior ‘useful’ knowledge or
assumption or known bounds
on the dynamics of

Problem 7 (Simultaneous Input and State Observer)

design and set-valued input and state estimates
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Design Strategy: Unknown Input Decomposition

X1 = F(xk) + Bug + Gdy + Wi,
Yk = h(Xk) + Duy + Hdy + Vv,

M. Khajenejad (UCSD) Remainder-Form Decompositions May 25, 2023 31/42



Design Strategy: Unknown Input Decomposition

Xkr1 = f(xk) + Bux + Gy + Godo i + Wy,
= h1(xx) + Xy + Drug + Vavk
2 = Coxk +P2(x)  +Dauk + Vawk
—_—

mixed-monotone decomposition
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Design Strategy: Unknown Input Decomposition

Xkr1 = f(xk) + Bux + Gy + Godo i + Wy,
= h1(xx) + Xy + Drug + Vavk
2 = Coxk +P2(x)  +Dauk + Vawk
—_—

mixed-monotone decomposition

ot
Start x,, %o . .
algorithm: Key Insights:

k=1 Measurement] ® di & & bk
¥
Input - ® yi = & z5 i
F .
d:alr';:isl k< k+1 @ auxiliary state: yx 2 A(J — NG)x
> unaffected by di
State
Framers "] /\(/ — NCQ)(f(X) — G15h1(x)) =
Xp Xk Ax + p(x)
- —_———
A;xullary mixed-monotone decomposition
tate
Framers @ L(zk — Coxx — Y2(xk) — Vowi) =0

Y Tk
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3-Step Recursive Observer

Framer Computation

deq = 0%Px, — ®OXy + Jy(xp_q,Xk—1) + Azz1 k-1
+APY — APV 4+ 0Ow — 0O,

di—1 = O¥% — Ox; + Jg(Xk—1,X4_1) + Azz1 k-1
+AZV — ATV + 05w — 0% w,

State Propagation

1k+1 = (A - LC2)®1k - (A - LCZ)eﬁk + pd(lkayk)
+D®¢ — DYE + Loy (x, Xk) — LPUso q(Xk, X,
+VOV — VOV 4+ WOw —WOW + 2,

Fer1 = (A= LG)PF, — (A - LG)®y, +/)d(Yk,Xk)
+DO€ — D®¢ + 1Oy d(xk,xk) — L®9s g(xps Xk)
+Vev — V@v—l- Wew — Wew—l-zk

Framer Computation

X =1, =+ /\NZQ’/( =+ /\eg — NPe+ (ANVz)e! = (/\NVQ)G)V,
Xk =Yk + ANz + A€ — A®e + (ANVL)OV — (ANV,) Py,
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Ho-Optimal State and Input Observer Design

Error Dynamics

e 1 (A= LG|+F, +|LIFy,)es + |W[6™
+(|Va = LV,| — |A = LG||ANV;| + |ANV5|)6Y
+(IAl +|Da — LDy| — |A — LG|A])5¢,

Theorem 2 (7{..-Observer Design)

° — existence of decompositions

Khajenejad, M., Jin, Z., Dinh T.N. and Yong, S.Z. “Resilient State Estimation for Nonlinear
Discrete-Time Systems via Input and State Interval Observer Synthesis.” IEEE Conference on
Decision and Control (CDC), 2023, under review.
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Ho-Optimal State and Input Observer Design

Error Dynamics

e 1 (A= LG|+F, +|LIFy,)es + |W[6™
+(|Va = LV,| — |A = LG||ANV;| + |ANV5|)6Y
+(IAl +|Da — LDy| — |A — LG|A])5¢,

Theorem 2 (7{..-Observer Design)

° — existence of decompositions

° programs — optimal stabilizing gains

Khajenejad, M., Jin, Z., Dinh T.N. and Yong, S.Z. “Resilient State Estimation for Nonlinear
Discrete-Time Systems via Input and State Interval Observer Synthesis.” IEEE Conference on
Decision and Control (CDC), 2023, under review.
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Ho-Optimal State and Input Observer Design

Error Dynamics

e 1 (A= LG|+F, +|LIFy,)es + |W[6™
+(|Va = LV,| — |A = LG||ANV;| + |ANV5|)6Y
+(IAl +|Da — LDy| — |A — LG|A])5¢,

Theorem 2 (7{..-Observer Design)

° — existence of decompositions

° programs — optimal stabilizing gains

@ various systems = various sufficient conditions
V.

Khajenejad, M., Jin, Z., Dinh T.N. and Yong, S.Z. “Resilient State Estimation for Nonlinear
Discrete-Time Systems via Input and State Interval Observer Synthesis.” IEEE Conference on
Decision and Control (CDC), 2023, under review.
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@Conuol Area 2

) Circuit Breaker 2

Circuit Breaker 3

‘ @ Control Arca 3

Circuit Breaker 1

Control Area 1 @ ’

4
2
=0
2 —d
—4
) —d
0 50 100
Time Steps
100
—
50 —i,
—d,
g 0
-50
-100

50 100
Time Steps

M. Khajenejad (UCSD)

Simulation Results: A Three-Area Power Station

4
2
<0
—o
-2 —0
—
-4
0 50 100 0 50

Time Steps

Time Steps

50
Time Steps

100

50
Time Steps

100

0 50
Time Steps
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Resilient Hyperball-Valued Observers

+Bounded Domain

I _—

Prop. 2.15 +Bounded Domain

+Prop. 2.14
N /
—— Prop. 2829 —3 DQC
\
Prop. 2.8 Prop. 2.9

||Xk - 52[(”2 < 52( Incrgminta”y [2, Section 5.1] =2 0- QC
- ector
lldk—1 — dx—1]l2 < 5,‘("71 Bounded

[2, Section 5.2]

Matrix Parametrized

Khajenejad, M. and Yong, imultancous Input and State Set-Valued Hoe-Observers For

Linear Parameter-Varying Systems.” American Control Conference (ACC), Philadelphia, PA,
pp. 4521 4526, 2019.

Khajenejad, M. and Yong, S

imultaneous State and Unknown Input Set-Valued Observers
for Quadratically Constrained Nonlinear Dynamical Systems.” International Journal of Robust
and Nonlincar Control, pages 6330-6622, vol. 32, issuc 12, 2022 (Impact Factor = 3.807).
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Simulation Results: Two-Link Flexible-Joint Robot

4
o —E; Chen-Hu Err. - SISO Err. - Chak-Stan-Shre Err.
=2
0 10 20 30 10 50 60 70 80 &
) T " SISO Estimate’ T T T ] fritiittt
- Chak-Stan-Shre Estimate 0 0 2% 20 0 50

o o Chen-Hu Estimate ] Time, k
TActual e,
N ) o] it . L 8 —5! SISO Err. - Chak-Stan-Shre Exr.
0 10 20 30 40 50 60 1 80 JED
15} [ SISO Estimate - Chak-Stan-Shre Estimate — Actual =, | I | | H | I
S e T
. . i gl b ] ’ 10 20 30 0 50
K 10 20 80 40 50 6 70 80 Time, k
Time,
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Scalable & Distributed Resiliency in CPS

Target system, x € R”

T =f(x,w, d)
w € [w,w], d € RP

d is unknown and arbitrary

[) AcNs —== Communication link for ACNs
N O Lens === Communication link for LCNs

Sensor network, i =1,...,
vy =h(x, v, d), v e [V, V]

Fewer observations Better observations
or smaller t_ or larger t,
< >
< >
; O\?
T <
- O-
(7 O o \
\ N\
\

collective positive detectability
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Set-Valued Input & State Observer Design

&
5 0
0 50 100 150 20 40 60
Time, k Time, k
. ;
e 1p 210
PPy 1
) v
05
N 0
50 100 150 20 40 60
Time, k Time, k
<10 10
1
} 2
\
50 = %
5 ?M\ .
i
1 0
0 50 100 150 0 20 40 60
Time, k Time, k

@

M. Khajenejad (UCSD)

023 (average acceptance rate:

Khajenejad, M., Brown, 5., and Martinez, S. “Distributed Interval Observers for LTI Systems
with Bounded Noise.” American Control Conference (ACC), San Diego, California, accepted,

%67).

Network update: min/max consensus

) »
= maxxJ ot x}(’t =

Xl,t
s JEN; T

JEN;
<t

Itx _
Xk = Xk

Xie = X

|
min X,

i
) Propagation + J

Measurement 9

1,037 i0
XX "]

]

Network Network 0
update update

57 i ign
X/ %] [@,.d] .

iv)
-1 0 1
Unknown
input

iy | [4%d ]

Bounded-Error LTI Systems Subject to False Data Injection Attacks .’

Khajenejad, M., Brown, ., and Martincs, S. “Distributed Resilient Interval Observers for
" American Control Con-

ference (ACC), San Diego, California, accepted, 2023 (average acceptance rate: %67).
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Takeaway

robust reachability
. % e
strong detectability = { attack mitigation
collective positive detectability distributed resiliency
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Outline; from to...

@ future visions
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Towards Hybrid, Nonconvex & Unknown CPS

hybrid reachability and invariance properties nonconvex optimization

f(u,0)

2
6 0
u

o aleatoric+epistemic uncertainties:
unknown CPS: set-membership learning random sets

meets model-based approaches

o NSF-CPS, NASA-NSPIRES early career award
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Thank you! Questions?

Sonia Martinez

My labmates
Ira A.Fulton Schools of .
EBSU Engineering UCSan Diego
Arizona State University Jacobs School of Engineering
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Back-Up Slides
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Mode (Switching) Attack Resiliency

@ How about if we have switching attacks, as well?

Synchronous
Generator

Transformer

oo rotor angle
" | generator frequency

s(z)
® ®
21 ZZ
Load 1 Load 2

Got .
swiicn @ 1f 5(2)>0

Goto :
swich @ 5(2) <0

switch position
decided by sign
@(t) of s(z)

M. Khajenejad (UCSD)
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Mode (Switching) Attack Resiliency

@ How about if we have

Synchronous

Generator Transformer
s(z)
= rotor angle o @
" | generator frequency z, z, °
Load 1 Load 2

Got .
switen @ if 8(2)>0

Goto :
switen D 1 8(2) <0

switch position
decided by sign
@(t) of s(z)

, as well?

. discrete switching
of the

system, modified by
switching attacks

M. Khajenejad (UCSD)
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Mode (Switching) Attack Resiliency

@ How about if we have , as well?
éyer:g::::;us Transformer
s(z)
o [ rotor angle ] o ®
s ey n z @ ¢: discrete switching
Load 1 Load 2
= = = of the

system, modified by
switching attacks

switch position
decided by sign
@(t) of s(z)

Switched (Non)linear Discrete-time System

Xky1 = f9(xk) + Bou, + G7d, + Ww,,
Yk = Cix + D%y + Hd, + v, € Q.
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Multiple-Model Framework

Input & State Estimator
N based on mode #1

-==-

Input & State Estimator

l-

based on mode #2 Mode Estimator
>
¥ ¥ ¥
> Input & State Estimator
based on mode #3
>
U —
[ ]
Yoo .
L4 Global Fusion
[ ] Estimator
Input & State Estimator %
based on mode K ’
d
Khajenejad, M. and Yong, S.Z. “Resilient State Estimation and Attack Mitigation in Cyber-
Physical Systems.” Security and Resilience in Cyber-Physical Systems: Detection, Estimation o . N
and Control, Springer, pages 149-185, 2022. Khajenejad, M. and Yong, S.Z. “Simultancous Mode, Input and State Set-Valued Observers

with Applications to Resilient Estimation against Sparse Attacks.” IEEE Conference on Decision

Khajenejad, M. and Yong, S.Z. “Simultancous Mode, State and Input Set-Valued Observers
for Switched Nonlinear Systems.” Automatica, 2022, under review.

M. Khajenejad (UCSD) Remainder-Form Decompositions

and Control (CDC), Nice, France, pp. 1544-1550, 2019 (average acceptance rate: %56.7).
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Mode Detectability

@ Adversarial property serves as an additional sensor

Theorem 8 (Sufficient Conditions for Mode Detectability)

All false modes are eliminated if the unknown input signal has
unlimited energy.

Secy[ity al!d Khajenejad, M. and Yong, S.Z. “Resilient State Estimation and Attack Mitigation in Cyber-
Resilience in Physical Systems.” Security and Resilience in Cyber-Physical Systems: Detection, Estimation
Cyber-Physical and Control, Springer, pages 149185, 2022.

Systems

Decn
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Resilient Estimation and Attack Mitigation in CPS

{7 Actuator Attack NYPS [AREAYS
X LineMode Attack Osis
€13 16
13
187
43 39 v |
50
612 44
1
12 2
36 35 vy}
|
3 4 E i
4 :
= g |
32 3 % 1|
0 11 i
31
e 10 | |
4 -
53 10 )r i
4 el |
48 40 Gl |
!
AREA¥3 |

test system with locations of potential actuator signal and
mode/transmission line attacks ( ).
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Resilient Estimation and Attack Mitigation in CPS

10.3 . 0.8l Without Attack Mitigation
W }thout Attack Ml,t,lg,;an?n . | =-With H,, Attack Mitigation (Stochastic)
10.2 _-“{%th Hoo Attack Mft?g“T‘m (Stochastic) 0.6 —With H,, Attack Mitigation (Set-Valued)
-2 [—With H,, Attack Mitigation (Set-Valued) .

- With H, Attack Mitigation (Combined)
- With H,, Attack Mitigation (Combined) 0.4

~

Time, t [s] Time, t [s]

10.2 — — 2
W fthout Attack I\'Ilt_lg_atu.m . - Set-Valued Estimate
—--With ., Attack Mitigation (Stochastic) . Stochastic Estimate
—With H., Attack Mitigation (Set-Valued) 10 c

10.1 - With H,, Attack Mitigation (Combined) ctual

2 3
Time, t [s]

A comparison of system states with and without the proposed attack mitigation, as
well as the attack signal and its point-valued (stochastic) and set-valued
(bounded-error) estimates

M. Khajenejad (UCSD) Remainder-Form Decompositions May 25, 2023 48 /42



Embedding Systems

Definition 9 ( Systems)

@ x, = f(x;, wy): an n-dimensional DT/CT system

@ xp € [xg Xo], Wt € [w W]

@ f4(-.-): any decomposition function of f

@ 2n-dimensional embedding system:
[X?] _ [fd([XtT w']' % w']T) 2)
x| = L=l W b wTT) J
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Embedding Systems

Definition 9 (Embedding Systems)

° : an n-dimensional DT/CT system

@ xp € [xg Xo], Wt € [w W]

° . any decomposition function of f

@ 2n-dimensional

[X?} _ [fd([xtT w']' % w']T) 2)
fallxd w17 bed w]T) J

Proposition 3 (State Framer Property [Khajenejad.Yong.2021])
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Future Vision: 1. Resiliency Meets Privacy

nprotected Data

otected Data

Wi Adtion sing .
frental ey st
LI

Query
Analyst

Physical attack

Act of sabotage. Cyber attack

Infitrate business system

Cloud Server /
users | ndustrial Database

| e————m—
A roecetons

Control
signal |

Oilstorage u
andtaminal )

Cyber attack
Inftrate controlsystem

@ adversary can both inject attack and steal valuable data
@ to simultaneously mitigate attacks and protect data

@ level of tolerance
@ ONR (science of autonomy program), NSF-RI

Khajenejad, M. and Martinez, S. “Guaranteed Privacy of Distributed Nonconvex Optimization
via Mixed i ions” IEEE Control Systems Letters (L-CSS), pages
1081-1086, vol. 7, 2023 (will be presented in ACC'23).
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Future Vision: 2. Heterogeneous and Strategic Agents

heterogeneous beliefs/types
bounded rationality
strategic vs. best worst-case

local communication

robust dynamic/differential
networked games

o ARL, DARPA-ARC, AFOSR-YIP

A ] B 4

900

orchard: fill crate ‘ f@ /®
® 0 ©

\ \
| QI7) I | (T)
) @ @ @@
S’o,o |
apnon unknown
correct sequence

go to shed W legend: -
, © orchard: fill crate |\

' (@ shed: getcrate 2

| @ vard: load truck |

Shed: getcrate etcrate .

Yard: load truck |

A R L “Resilient Distributed Learning for Multi-Agent Cooperative Control”
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Guaranteed Private Distributed Optimization

Distributed nonconvex

Agent 1
optimization G agent2
. A N
min f(x) = 322, fi(x),
X EXO
V.
Mixed-monotone functional AgentN e
perturbation Agent 3
... (a)
unknown, deterministic
sy N ¢ ~ (a) true objective, (b) perturbed objective
g()=221 21 fi(x)+ 17
V.
0.2
- -Error Upper Bound (UB) 0.15 | - -Error Upper Bound (UB)
5 . -« Accuracy Error for NDO 8 \ -o Accuracy Error for NDGD
£ 015k . Accuracy Error for NDGD | & 4 == Accuracy Error for DNCO
5] 3 -+ Accuracy Error for DNCO | & 0.1}") - Accuracy Error for DNCFO
2 0.1} -= Accuracy Error for DNCFO| & %+ Accuracy Exror for DPDO
5 \c+ Accuracy Exror for DZOA £ 1A Vs,
3 A\ 2 0.054% V"
S 0055450« g AN e astesmen e
< Y - < \:iii\ g
‘ﬂ&z:—------—“—,_
012 0.13 014 0.15 0.16 012 013 014 0.15 0.16
Privacy Gap, € Privacy Gap, €
Khajenejad, M. and Martinez, S. “Guaranteed Privacy of Distributed Nonconvex Optimization
via Mixed-M Functional Perturbations.” [EEE Control Systems Letters (L-CSS), pages

1081-1086, vol. 7, 2023 (will be presented in ACC’23).
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Resilient Estimation and Attack Mitigation in CPS

Mode probability, p?
(=]

Mode Indicator, g X i,

Estimates of mode probabilities when the attack mode switches from g =2to g =5

&

(=1

=

ot

2 3
Time, t [s]
=1 qZ2 ¢=3 ¢q=4 ¢=5 ¢=06-¢=7 ¢=¢%

Time, t [s]

at 2.5s assuming stochastic uncertainties, as well as mode indicators assuming
bounded norm uncertainties

M. Khajenejad (UCSD)
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From
Collective Positive Detectability

to
Distributed Resiliency
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Stochastic vs Set-Valued

Security and
Resilience in

Cyber-Physical
Systems

stochastic model set-valued model

Khajenejad, M. and Yong, S.Z. “Resilient State Estimation and Attack Mitigation in Cyber-
Physical Systems.” Security and Resilience in Cyber-Physical Systems: Detection, Estimation
and Conirol, Springer, pages 149-185, 2022,
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Stochastic vs Set-Valued

Security and
Resilience in

Cyber-Physical
Systems

stochastic model set-valued model

© optimality @ asymptotic @ M

Khajenejad, M. and Yong, S.Z. “Resilient State Estimation and Attack Mitigation in Cyber-
Physical Systems.” Security and Resilience in Cyber-Physical Systems: Detection, Estimation
and Conirol, Springer, pages 149-185, 2022,
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Stochastic vs Set-Valued

Security and
Resilience in

Cyber-Physical
Systems

stochastic model set-valued model

© optimality @ asymptotic @ M
@ mode detectability @ maximum likelihood @ elimination

Khajenejad, M. and Yong, S.Z. “Resilient State Estimation and Attack Mitigation in Cyber-
Physical Systems.” Security and Resilience in Cyber-Physical Systems: Detection, Estimation
and Conirol, Springer, pages 149-185, 2022,
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Stochastic vs Set-Valued

Security and
Resilience in

-

X

Cyber-Physical
Systgms

set-valued model

stochastic model

© optimality @ asymptotic @ M
@ mode detectability @ maximum likelihood @ elimination
@ attack unidentifiability @ Gaussian signal @ limited energy

Khajenejad, M. and Yong, S.Z. “Resilient State Estimation and Attack Mitigation in Cyber-
Physical Systems.” Security and Resilience in Cyber-Physical Systems: Detection, Estimation
and Conirol, Springer, pages 149-185, 2022,
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Stochastic vs Set-Valued

Security and

Resilience in

Cyber-Physical

Systgms

T stochastic model set-valued model
© optimality @ asymptotic @ M
@ mode detectability @ maximum likelihood @ elimination
@ attack unidentifiability @ Gaussian signal @ limited energy
@ attack-mitigating @ H,, controller @ Ho controller

Khajenejad, M. and Yong, S.Z. “Resilient State Estimation and Attack Mitigation in Cyber-
Physical Systems.” Security and Resilience in Cyber-Physical Systems: Detection, Estimation
and Control, Springer, pages 149-185, 2022.
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Stochastic vs Set-Valued

Security and

Resilience in

Cyber-Physical

Systems ™ -

rcio o et stochastic model set-valued model
© optimality @ asymptotic o Heo
@ mode detectability @ maximum likelihood @ elimination
© attack unidentifiability @ Gaussian signal @ limited energy
@ attack-mitigating @ ., controller @ Ho controller

Fundamental limitations

@ maximum number of (asymptotically) correctable signal attacks

@ maximum required number of mode/models for estimation resilience

Khajenejad, M. and Yong, S.Z. “Resilient State Estimation and Attack Mitigation in Cyber-
Physical Systems.” Security and Resilience in Cyber-Physical Systems: Detection, Estimation
and Conirol, Springer, pages 149-185, 2022,
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From
Strong Detectability

to
Resiliency
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Simulation Results

Xep1 = Axe + r[1 — Xt271] + W, Yyt = Xe1+ v,

[0 1 0.05
AS _03 0:|' s I: 0 i|’ XO = [7272] X [717 1]’ W= 001[717 1]2’ V= [701701]
0.3
— -T1 — X
5 A e _1131190
= 0.2« 1 o mTA _ TA
RS \‘b‘i-,_ A T1 ]
- Y
© 01 '\x;"
| = R S ST Y e e e Y e Y
:
0
0 0.05 0.1 0.15

t(s)

State, x1, and its upper and lower framers and errors, returned by our proposed
observer, X1, x;, our proposed Hoo observer, X;">°, x;"°°, and by the observer in
[Tahir.Acikmese.2021], 74, x/A.
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From
Mixed-Monotonicity
to

Robustness
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Uncertainty Models

 an

stochastic model

@ has distribution

@ mean, variance, ...

expected values

point estimates

Kalman filter
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Uncertainty Models

stochastic model set-valued model
@ has distribution @ no/unknown distribution
@ mean, variance, ... @ center, radius, volume, ...
@ expected values @ best worst-case scenario
@ point estimates @ set estimates
@ Kalman filter @ set-valued analysis

<
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Sets: Examples

x € {x|Ax < b} lullos < ¢
Polytope Hyperbox
w e {c+ GE[|E]loo < d} lull> < e

Zonotope Hyperball
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& Center for Complex System Safety

oo/ @

ESU New American University
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Example: Continuous-Time Constrained Reachability

NASA's Generic Transport Model
v
2

—D—mgsin(0—a)+ T cos a+ T, sin
)

m
—L+mg cos(f—a)— Ty sina+ T, cos o
q+ g cos(f—a)

M+Ty 7 mV ’
g =~-=,0=q,

Yy

@/ @ A remote-controlled commercial aircraft

@ V,a,q and 0: air speed, angle of attack, pitch rate and pitch angle

10

04

8
-10

-20

0 5 10
Time, ¢ (s) Time, ¢ (s)

Upper and lower framers of x; = v and xo = a, Tny(——), T¢ (o), Twm (¢), T (O),
Tr (*), the best of Ty—Tg (--), as well as the midpoint trajectory ().
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From
Mixed-Monotonicity

to
Guaranteed Privacy
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Privacy

Privacy-preserving service

/< Y
SN S Y
‘ milm +\/ N
) ) ( Failed privacy
server )
7 X attack rt

Sport;;(N \7—_[—\
(g ) NPy

Data

fitness
| |
ceee -
T e el i
Protected users =
00
- v
a p
Exposed users
s H Adversary
N
BN ~
— N

~

' Successful L\\
privacy attack F/

oy
' S i S

server /
Exposed service

Industry

@ How can we protect valuable data, identity, info?

M. Khajenejad (UCSD) Remainder-Form Decompositions May 25, 2023

64 /42



Privacy

M. Khajenejad (UCSD)

_______ Unprotected Data

uuuuuuuuuuuu Protected Data .
@ Noise Addition using Protected
Differential Privacy Data

Query
Analyst

Cloud Server /
Industrial Database

T Protected Data
I
=1

1
I + sensors
¥ N Qutput
control y \ [
Signal | \ —
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Privacy

_______ Unprotected Data

uuuuuuuuuuuu Protected Data

Noise Addition using

@ differential privacy @ Giterentel rivacy

Protected

» random pert.
» performance loss
» stochastic accuracy

Query
Analyst

Cloud Server /
Industrial Database
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Privacy

_______ Unprotected Data

============ Protected Data
@ differential privacy @ herenta veer P ®

======= >
» random pert.

» performance loss
» stochastic accuracy

Query
Analyst

Cloud Server /

@ encryption-based Industria Dotabose
» comp. overhead

Sensors
L OUpL

—
/. b,

-
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Privacy

_______ Unprotected Data

uuuuuuuuuuuu Protected Data

@ Noise Addition using

Pr
Differential Privacy rotected

Data
EEEEEEE >

@ differential privacy
» random pert.
» performance loss
» stochastic accuracy

Query
Analyst

Cloud Server /

@ encryption-based Industria Dotabose
» comp. overhead

@ functional perturbation

Sensors
L OUpL
=

A
1
[}

» stochastic guarantee
> limited func. space
» convex problems

.
Control | i
Signal |
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Privacy

@ differential privacy

» random pert.

» performance loss

» stochastic accuracy
@ encryption-based

» comp. overhead
@ functional perturbation

» stochastic guarantee
limited func. space
» convex problems

e hard bounds 4+ nonconvexity

I

guaranteed privacy

_______ Unprotected Data

uuuuuuuuuuuu Protected Data

@ Mo Addition using
Differential Privacy

Cloud Server /
Industrial Database

M. Khajenejad (UCSD) Remainder-Form Decompositions

Protected
Data
== =p(P)ecccces >
1
1
1
1
1

Query
Analyst

| ——
Prolec(ed Da(a

CT)

Sensors
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Guaranteed Private Distributed Optimization

Distributed nonconvex
optimization

min £(x) £ SN fi(x),

XEXO

Khajenejad, M. and Martinez, 5 *Guarantecd Privacy of Distributed Nonconvex Optimization
via Mixed-M 1 Pert . IEEE Control Systems Letters (L-CSS), pages
1081-1086, vol. 7, 2023 (will be presented in ACC'23).
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Guaranteed Private Distributed Optimization

Distributed nonconvex -
optimization G pgent2

min £(x) £ SN fi(x),

XEXO
O
AgentN o e J/‘JAgen(S
Agent 3 d
(a)
(a) true objective, (b) perturbed objective
V.

Khajenejad, M. and Martinez, 5 *Guarantecd Privacy of Distributed Nonconvex Optimization
via Mixed-M 1 Per . IEEE Control Systems Letters (L-CSS), pages
1081-1086, vol. 7, 2023 (will be presented in ACC'23).
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Guaranteed Private Distributed Optimization

Distributed nonconvex

Agent 1
optimization G Agert2
e o)
min f(x) £ 352, fi(x),
xXEXy
v
Mixed-monotone functional AgentN B e
perturbation Agent 3
unknown, deterministic °
AN ~ a) true objective, (b) perturbed objective
g()ESN ()40 (a) j (b) p j
v

Khajenejad, M. and Martinez, 5 *Guarantecd Privacy of Distributed Nonconvex Optimization

via Mixed-M 1 Per . IEEE Control Systems Letters (L-CSS), pages
1081-1086, vol. 7, 2023 (will be presented in ACC'23).
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Guaranteed Private Distributed Optimization

Distributed nonconvex

Agent 1
optimization G agent2
N
min f(x) £ 351, fi(x),
X EXO
V.
Mixed-monotone functional AgentN e  ngents
perturbation Agent 3
... (a)
unknown, deterministic
sy N ¢ ~ (a) true objective, (b) perturbed objective
g(x) =iz fi(x)+rix
V.
0.2
- -Error Upper Bound (UB) 0.15 A -Error Upper Bound (UB)
5 - -+ Accuracy Error for NDO ) \  -e Accuracy Error for NDGD
2 0-15% . Accuracy Error for NDGD | £ |a -+ Accuracy Error for DNCO
= J“ -& Accuracy Error for DNCO = 0.1 ‘.‘ -= Accuracy Error for DNCFO'
2 o0.1) '\ -» Accuracy Error for DNCFO| & , ¢+ Accuracy Error for DPDO
I ) -« Accuracy Error for DZOA I A
NN £ 005
200N E
0 Bt srersinil L 0 oSt G4
012 013 014 015 0.16 012 0.13 014 015 0.16
Privacy Gap, € Privacy Gap, €
Khajenejad, M. and Martinez, 3, “Guaranteed Privacy of Distributed Nonconvex Optimization
via Mixed-) 1 Pert . IEEE Control Systems Letters (L-CSS), pages

1081-1086, vol. 7, 2023 (will be presented in ACC’23).
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Future Vision: 3. Mixed-Monotonicity; Other interesting Implications

nonconvex optimization

aleatoric+epistemic uncertainties:

unknown CPS: set-membership learning random sets
meets model-based approaches

@ to target: NSF-CPS, NASA early career award
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Past Research

° and play key roles in
fault detection, attack mitigation, safe control, etc.
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Past Research

° and play key roles in
fault detection, attack mitigation, safe control, etc.

e a

)

Vosied Contol
nputac) Tme |Attacker  inputuc)
Controller atiack ‘

Time.

Controller

ntack e
\_ % oo i
Time. m
—
Attacker

mixed-monotonicity, observability || strong detectability, sparsity

Objective
To estimate “ " of states and unknown inputs
and possibly the effect of attacks
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Past Research Overview: Sct-Valued Methods

10 20 30 Parameter Final Set
Time step, ¢ Variation Trajedlory
Robust reachability analysis Polytope-valued estimation
10 .| Wil Attack Mitigation
Witholt Aftack Mitigatfon . - With H.. Attack Mitigation (Stochastic)
Heo Attack Mitigation (Stochastic) 0.6] —With o Attack Mitigation (Set-Valued)
[~ With #,. Attack Mitigation (Set-Valued) - With H, Attack Mitigation (Combined)
|- With #, Attack Mitigation (Combined) y
1

0 1 2 3 1 502 5 5 - !
- g R 5
s Time, ¢ [s] Time, t 5]
[ Without Attack Mitigation 20 v Security and
| With .. Attack Mitigation (Stochastic) e valued Btimate Y
|- With 7. Attack Mitigation (Set-Valued) 10

Resilience in

Cyber-Physical
50 Systems
-10
Distribution-free
0 1 2‘ 3‘ 4 5 0 1 5
uncertainty sets Time, t

Time, ¢ 1
State estimation and attack mitigation

_IEEE
C css

Remainder-Form Decompositions

M. Khajenejad (UCSD) May 25, 2023 69 /42



Past Research Roadmap

Set-valued reachability analysis and
estimation of nonlinear systems

Polytope-Valued

state,
locally Lipschitz
¥

Hyperball-Valued Interval-Valued

state+input, state+input+mode

):’ LPV +attack mitigation,
CC'19

switched linear

state+input,
Lipschitz nonlinear,
full-rank

state+input+mode,

switched linear 3
+mode : £DC20
state+input+mode,
several nonlinearities
state+input,

several nonlinearities relax

rank condition
._nonlinear

mixed-monotone
decomposition
of generators

state+model,
partially unknonw

mixed-monotone
decomposition

state+input,
Lipschitz nonlinear,
rank-deficient

+mode
ECC21, .
more general :lght al;:d
nonlinearities ractal le
decompositions
+different uncertainty models+attack mitigation +set-membership learning
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Perspective

It's beyond complicated.

Probe
Sense
Respond

Unpredictable
Flux

Act
Sense
Respond

Complex

The Cynefin Framework

Complicated

QO Retrospective cause effect Q Analysis of cause & effect
O Unknown unknowns O Experts: known unknowns

| Q Test: no right answers
| Q@ Emergent practices Q

————— D I 10 1 (214

Chaotic
0 Unclear cause & effect
0O Respond: move to complex
O Quick & decisive
QO No patterns | Turbulence

Source: The Cynefin Framework, Dave Snowden

M. Khajenejad (UCSD)

O Range of right answers

‘comfort zone

Obvious
Clear causality
Facts: known knowns
Right answer self-evident
Stable

Remainder-Form Decompositions

Dave Snowden

Sense
Analyze
Respond

Predictable
Stable

Sense
Categorize
Respond

May 25, 2023
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Funding Opportuinities

o NSF CAREER Award ($500k / 5 years)
» All assistant profs, up to 3 attempts
@ Army Research Lab (ARL)

@ DoD Young Investigator Programs ($500k / 3 years)

» AFOSR, ONR, ARO
» Assistant profs within 5 years of PhD

@ DoE Early Career Award ($750k / 5 years)
» Assistant profs within 10 years of PhD
@ DARPA Young Faculty Award ($300k / 2 years)
» Assistant profs within 10 years of PhD
@ NASA Early Career Faculty Award ($600k / 3 years)
@ Industry grants (Google, Amazon, Ford, Toyota, etc.)

@ ASU New Economy Initiative Science and Technology Centers
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Decomposition-Based Algorithm

e Given p and [y,y], find a tight superset of
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Decomposition-Based Algorithm

e Given p and [y,y], find a tight superset of
o ldea: z € [z,,,Zm]| = <u(z) <
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Decomposition-Based Algorithm
e Given p and [y,y], find a tight superset of

o ldea: z € [z,,,Zm] = <pu(z) <

o If or , then rule out [z,,,Zm]

M. Khajenejad (UCSD) Remainder-Form Decompositions May 25, 2023 73 /42



Decomposition-Based Set-nversion Algorithm

If 11g(Z).

=m

g\l

M. Khajenejad (UCSD)

Bisection procedure:

T
|
1
| &
e° !
Vo :
¢ Zm

v

Remainder-Form Decompositions

gN————__

Given p and [y, Y], find a tight superset of {|(2) < [y.V]}
Idea: ze [;mazm] = //d(;m'?m) S M(Z) S /”d(fm'gm)
Zy,) < yorylz,. z,) >y, then rule out [z,,,Zm]

May 25, 2023
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Example: Reachable Sets for Van Der Pol System

". [e] * 44t \ B
| o \
! \ *
-2¢ ' . : o
“ Q \\ O
L ‘ -6
0 10 20 30 0

10 20 30
Time step, k
Upper and lower bounds on x; and x» in Van der Pol system, applying Tny(——), T¢

(0), Tm (¢), Tr (O), Tg (%), the best of Ty—Tg (--) and To (+), as well as the
center trajectory (-).

Time step, k

M. Khajenejad (UCSD) Remainder-Form Decompositions
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Polytopic Estimation

@ Can mixed-monotone decomposition be applied for
polytope-valued state estimation? (CDC'21)

ey

Propagation: f(Xp)C X

Vi

S

‘Ll ~
u(xy)

Update: )?,’:ﬂ/, Y. C X,
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Polytopes; Equivalent Representations

i) ——

Conv(v(D, ... v(")

(a) V — representation

i

o
o T &

91

Z={Ge+¢&ccnm At =b)

M. Khajenejad (UCSD)

H (D)

HY N HD 0 nple)

(b) H — representation

15
—— Nzonotopes
2 [ Corresponding Zonotope Bundie
T
25
-3
as
4
45
s
55 T T
. 0 ]
45 4 a5 3 25 2 15 1 05 0
x1
S
— Ag
zZ= ﬂ{GsC+ clc e B }
s=1
Remainder-Form Decompositions May 25, 2023
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Main ldea

x=GE+c

£ f©
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Main ldea

x=GE+c

F(x) G

@ Now apply mixed-monotone decompositions in the space of

generators (=) for propagation and update
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Simultaneous State and Input Observer Design

@ Design and
Start x,% Recu'rswe
algorithm:
k=1 Measurement

Yk

Input Est.
[
:* - ke k+1
Input
Est. dy

M. Khajenejad (UCSD)

{

Remainder-Form Decompositions

hyperball-valued observer

System with
X1 = + Buy + Gdy + Wy,
Yk = Cxx + Duy + Hdi + vy,

@ Find centers X, di—1 and radii
55,02 |, such that:

[l = Sll2 < 0%
k-1 — di1ll2 < 674
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Residual-Based Mode Elimination

Theorem 10 (Mode Elimination Criterion)

5 .9 qo%,q q,4q
o r/ =z, — G} Xk — D7 ug ( )
° : the true mode’s residual signal (i.e., ¢ = q*)
° : some tractable upper bound for the residual’s norm, i.e.,
ql* q,
Il < 07

M. Khajenejad (UCSD) Remainder-Form Decompositions May 25, 2023 79/ 42



Residual-Based Mode Elimination

Theorem 10 (Mode Elimination Criterion)

o 122, — CIxE - DYl ( )

° : the true mode’s residual signal (i.e., ¢ = q*)
° : some tractable upper bound for the residual’s norm, i.e.,
ql* q,
I ll2 < 6;
@ Then, mode qis , i.e., can be eliminated
at time k, if
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Towards Resilient Estimation and Attack Mitigation in CPS

@ How about considering different “uncertainty models”?

stochastic model set-valued model

AN

Truncated Gaussian Uncertainty (aleatoric+epistemic)
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Future Vision: 4. Uncertain and Hybrid Networked CPS

Global Fusion
Estimator

>
d

Hybrid reachability and invariance properties Hidden mode CPS: MM framework

f(u,0)

e Aleatoric+epistemic uncertainties:

Unknown CPS: set-membership learning random sets
meets model-based approaches

M. Khajenejad (UCSD) Remainder-Form Decompositions May 25, 2023 81 /42



Mixed-Monotonicity; Further Interesting Implications

@ reachability of nonsmooth & discontinuous systems
@ computing controlled invariant sets

@ reach-avoid-stay sets
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Robust, Resilient, Safe & Private Autonomy

smart grid attack US h-¢

o Al ) Shopping i More

About 28,000,000 results (0.37 seconds)

@ News [ Images (3 Videos

https:/iwww.wired.com » Security » security roundup
Attackers Keep Targeting the US Electric Grid - WIRED

Dec 10, 2022 — We at WIRED have written plenty about the threat that cyberattacks pose to
power grids worldwide. But Iately, the most significant attacks ...

https://www.gao.gov » blog » securing-u.s.-electricity-g...

Securing the U.S. Electricity Grid from Cyberattacks | U.S. GAO
Oct 12, 2022 — But the electricity grid is an attractive target for cyberattacks from U.S. ... grid
vulnerable and what could happen if it were attacked?

Missing: smart | Must include: smart

https://www.theguardian.com > Us-news ) dec > US-poW...
Attacks on Pacific north-west power stations raise fears for US ...
Dec 10, 2022 — Its unknown who is behind the attacks but experts have long warned of
discussion among extremists of disrupting the nation's power grid.

https://www.eenews.net > Articles

Attacks on grid infrastructure in 4 states raise alarm - E&E News
Dec 9, 2022 — Shootings at two electric substations in North Carolina last weekend are among
the numerous threats posed to U.S. electric infrastructure ...

https:/fwww.utilitydive.com » news » sophisticated-hack...

Sophisticated hackers could crash the US power grid, but ...
Oct 28, 2021 — Sopbhisticated hackers could crash the US power grid, but money, not sabotage,
Is their focus. For now, the capability remains in the hands ...

M. Khajenejad (UCSD)
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malicious drones in us

Q_ Al 2 Shopping  ; More

About 1,100,000 resuits (0.42 seconds)

@ News [ Images [3 Videos

htps://thelastmile.gotennapro.com » Articles
Malicious drones — the UAS threat facing law enforcement and ...
Sep 8, 2022 — Unmanned ariel vehicles (UAVs) = which are more commonly referred to as
“drones’ — are practically everywhere today.

https://www.hstoday.us » Featured
Assessing the Risk to Soft Targets from Malicious Drones

Sep 4, 2022 — Drone threats to soft targets vary broadly. Drones may be used as
reconnaissance for non-drone attacks, as the Christchurch shooter did. Drones ...

https://www.cisa.gov » unmanned-aircrafi-systems
Unmanned Aircraft Systems (UAS) - Critical Infrastructure - CISA

However, UAS can also be used for malicious schemes by terrorists, ... systems (UAS)—also
known as unmanned aerial vehicles (UAV) or drones—are used across ...

https://www.voanews.com » counter-drone-technology-...
Counter-drone Technology Stopping Malicious Drones from ...

Sep 27, 2022 — VOA's Julie Taboh reports on a company that has developed counter-drone
technology that can identify and mitigate threats from malicious ...

hitps://www.voanews.com » logon-counter-drone-techn...

LogOn Counter-Drone Technology Prevents Malicious Drones ...
Nov 15, 2022 — VOA's Julie Taboh reports on a company that has developed counter-drone
lacnno\ogy that can inanﬂ(y and mitlgate threats from maliclous ...
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Design Strategy: of vector fields

xT = f(x,w) = Ax + Bw + ¢(x, w)
——

y = h(x,v) = Cx+ Dv + 9¥(x, v) =
——

0=L(y—Cx—Dv—1(x,v))

T =(A—-LC)x+ Bw — LDv +Ly + ¢(x,w) — Ly(x, v)

fo(X, W, V) (X, W, V)
H{—/ \Ef—/

Linear + Nonlinear Systems
(A—LC)Tx — (A — LC)W¥X + Ly + ¢g(x, w, X, W
—L@¢d(x7 V757!) + Le"/)d(&!,X, V),

~

xt=fd(§,€) + fa(€,€) =

Xt=fpq(€, ) + £,4(6,6) = (A= LO)TX — (A= LO)*x + Ly + ¢4(X, W, x, w)
—L®¢d(£717X7!) + Le"/’d(& V)K)Z)
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Future Vision: 3. Privacy-Preserving Mechanism Design

Privacy-preserving service

il \/ V\‘V/<~
- 14 N
- Failed privacy
Sport and attack
fitness

Adversary
N
A
Successful
privacy attack _ J

Industry

A e
Smart homes

server /

Exposed service

@ Existing notions of privacy: either sacrifice or incur large

M. Khajenejad (UCSD) Remainder-Form Decompositions May 25, 2023 85 /42



Future Vision: 3. Privacy-Preserving Mechanism Design

Privacy-preserving service

e

—

#
( Failed privacy

NG If‘ i '3'1“1(}
ogistic —
= /f

Spor{;ﬁd | attack
fitness N
= N
al
&
Data
e a
i - 3
[-=] — Exposed users
—_p = H Adversary
2
N
Va ~ONV
/' Successful

privacy attack _/
(1]

Iny
dustry Smart homes
Exposed service

@ Existing notions of privacy: either sacrifice or incur large

@ Need for accuracy bounds
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Future Vision: 3. Privacy-Preserving Mechanism Design

Spor{;ﬁd
fitness

< Y =
Protected users =
[
s a
’[‘ a
R ¥ Exposed users L)
—_p - Adversary
SN

Y
Successful -

Industry

Smart homes

Exposed service

@ Existing notions of privacy: either sacrifice or incur large

@ Need for accuracy bounds

@ Towards guaranteed private estimation, control and verification by
leveraging
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