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1. IOTSERVICE INTRODUCTION

IOTService is a management tools for our serial server devices. Add the feature of
our |IOTBridge cloud for remote device setting and data transfer.

IOTBridge cloud use UDP/P2P/NAT to make the IOTService software remote setting
and control devices. The detailed structure is as following picture.

C I 0 u d 10T Bridgei 10T B"dge calculate P2P analysing
Topology P2P management sarver + device sesarch Wab server. The

function is to manage all the devices' network
slalus and lo provide customers with slale
search and request for account registration,

server

P2P management tunnel

P2P management tunnel

P2P management tunnel
4 Fublic IF; 59.37.38.1

Port: 23318

NAT Traversal Tech |
mnata Transmission Tunnel| "\ \

Public IP:; 188.111.4.1
Port: 14325

i [ MAT Traversal Tech
! -\‘ Data Transmission Tunnel

Rogter B |Router C
EI Public IP: 59.78.82.1 \
| i Port: 3265 I'.
1
| i \
) 1
lI
4. P
{ 10T Service
E)¢ IOT SEWice is a convenient software which is @e
: specialized in managing the devices connecting to the Internet.
By inputing device 1D, it can search dewvice, configure parameter
user device and create virtual tunnel. user device

Scenario

1. Virtual Tunnel: TCP/UDP after MAT Traversal can be recognized as a COM. Third-party can commumnicate with
user devices with virtual com, which called virtual tunnel.

2, Transparent Transmission Tunnel: Whan TCP/LUDP is experenced with NAT Traversal, |0TService will create a
Socket port number. Third-party software can communicate with this Socket directly , which called virtual tunnel.

IOTBridge website(http://bridge.iotworkshop.com) can see all the user device, to check

its status and config parameters.
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IOTService is tools for config HF 10T Device. (Except HF2111, it use I0TSerial Tools)
create virtual com, remote monitor device, OTA upgrade function. It is used for the

following product

FreeRTOS Embedded Network
Device

Linux Embedded Network Device
[Eport Pro-EP20-PIN]

[Eport Pro-EP20]

Ethernet Serial Server

[HFS1114] [HFST11E]

Multiple Port Ethernet Serial Server
[HFS1424] [HF5142B]

4G_LTE
[Elfin-EG4X]
GPRS
[Elfin-EG1¥]
Wi-Fi
[Elfin-EW1X]
Ethernet
[Elfin-EE1X]

Wi-Fi I0T

Wi-Fi Serial Module

[Wport-W20] [Wport-W10]

Wi-Fi Serial Server

[HF2211] [DTU-H100)

Multiple Port Wi-Fi Serial Server

wifi router (rail)
[HFE104W]

)10 Control

Wi-Fi 10
[HF6208]
Ethernet 10
[HF&508]

(b)) GPRS 10T

GPRS5 Serial Server
P—— (HF2111A]

(a3) 4G 10T

4G Serial Server

[HF2411]

AG+WIFHGPS Serial Server Device
[HF2421G]

AG+WIFI Serial Server

[HF2421]

Rail 4G Router

[HFE102] [HF2104]
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2.

IOTSERVICE INSTALLATION

Step 1:Download the I0TService tool as the following link.

http://www.hi-flying.com/download-center-1/applications-1/download-item-iotservice

Step 2:Install 10TService tool according to the PC OS(x64 for 64 bit Windows OS,
x86 for 32 bit Windows OS). If already installed old version, please uninstall and

reboot, then install this new version.

tRET 5
= BESOHENNESEE
G ae=Es Windows fE&
$ Eras Windows 10 {4z -- .
© o © 2016 Microsoft Cor i = W
poration. FERETL I n OWS
G sgzmes #. ..
=

b Intel(R) Core(TM) i5-6300HQ CPU @ 2.30GHz .30 GHz

EEsAERAM): 12.0 GB (11.8 GB &)

il I 64 fiA{EESE , BT x64 BIINERR I

SRR BT ATIE SRR
i& 10TServiceSetupX64_2.3.07.msi 2018/12/7 16:45 Windows Install... 111,272 KB
i& 10TServiceSetupXB6_2.3.07.msi 2018/12/7 16:51 Windows Install... 111,022 KB

Step 3:After installation, there is a folder for IOTService under the installation path.

(C:) » Hi-Flying » 10TService »

-

£ fERIEEE Bt F

10TService 2019-10-29 10:30 o=

10TService V2 2019-10-29 10:30 o=

jre 2019-10-29 10:30 o=

upgrade 2019-10-28 17:59 0=
AppIOMain.bat 2019-10-28 17:04 Windows #RHE... 1KB
] 10TService.bat 2019-10-28 17:04  Windows HtiHE... 1KB
10TService.exe 2019-10-28 17:04  [HEF 1,850 KB
D] 10TService.wbs 2019-10-28 17:05  VBScript Script ... 1KB
|| 1SIDK32bit jar 2019-10-28 17:05  Executable Jar File 1KB
| £ SDKCheck.jar 2019-10-28 17:04  Executable Jar File 2KB
Upgrade.bat 2019-10-28 17:04  Windows #tHE... 1KB
& Upgrade.exe 2019-10-28 17:05 NFER 10 KB
Upgrade.vbs 2019-10-28 17:04  VBScript Script ... 1KB

Click 10TService.exe to start the tool after installation.
Step 4:The tool will show the following Ul.

&Y 1L.O.T Service — x

=
Connected

SW Ver
1324

Management (M) Setting (C) Help (H)

Serial Config Config Status

MAC Address
ACCF23201236 [Eport-EE10

VirPath

HostMName 1P
192,168.83.107

Status

Online

SN|DevType| Position VirPath

1|EE10

Local

Step 5:Enable Auto Start when needed. (May fail in some OS, pleae google to find

soluction about make program auto start)
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& 1.0.T Service

Management (M) | Setting (C) | Help (H)

Software Setting Ctrl-M
Default Setting  Ctrl-D

Serial Conf| E VirPath

- X

Bl =

Connected

Add Device Ctrl-1

SM| DevType| MA| S — IP Position VirPath Status SW Ver
1lEET0 |acc| -'oadast ean 168.83.107 |Local Online [1.32.4
Firmware Setting
T Auto Start I *-_
Notes:

This tools need JRE environment and will automatically install it.

Run following IOTService.bat to send us the log information if encounter tools

problem, note this startup method does not support virtual com function.

[C) » Hi-Flying > 10TService v EEIC
BT v {ERHE =2 Foh
10TService 2018/12/6 15:26 = -
10TService V2 2018/12/6 15:26 i
jre 2018/12/6 15:26 =
upgrade 2018/12/6 16:09 hra -
ApplOMain.bat 2018/12/4 14:01 Windows #tiHE... 1 KB
10TService.bat 2018/12/4 14:01 Windows bR, 1KB I
10TService.exe 2018/12/4 14:01 MEES 1,840 KB

This tools some function need administrator permission and close firewall, suggest

to do as following.
37 10TService BtE

=R

AMMPBFRREEE MRS Windows LIERTE, FERNEGTR

BiEPeRE,

RSN BBE e  EEE AR

EORRERTRE

Omtasiamst
8 {Z(256)8

[ 8 640 x 480 RBHEEES

(WES2ES 2t
M SRR S ES RS

0% OP1 28

QExraR~NeE

R

HAA)
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@ SEvies

« v 4 P BEER - FRESSERE 0 Windows Defender BB » EEWES

BHEN SERERIEE
{FRIL g A SR M Ee .
LHMEEE
() BA Windows Defender B2
IEIEFrEfE EE, aEiT A=A
Windows Defender Bk isiB I3/ FERHERER
g (@ A Windows Defender PRAERES)
LRSS
o () BA Windows Defender FiiE
IEIEFrEfEAEE, AT ririRFIEME
Windows Defender Bk iSiE IR/ FEREHES
g (@ 7 Windows Defender PRAE(RES)

If using virtual Network function, install the following driver. This function only
support for HF9624, other products do not need to install this.

E(E) » hiflying » DTU Product » 3 10TService » |0OTService2.4.03 20191029

-~

£ EHER =5 Flh

i 10TServiceSetupX64 2.4.03.msi 2019-10-28 17:05  Windows Install.. 126,783 KB
ﬁ%l 10T ServiceSetupX8s 2.4.03.msi 2019-10-28 17:02  Windows Install.. 125245 KB
8 virtual Network Driver.zip 2019-10-10 13:22 360388 ZIP 3044 209 KB
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3. PRODUCT CONNECTION

3.1. Elfin-EE10 Device Connection

Connect the EE10 Ethernet to router LAN, and connect RS232 to PC.

‘GNKR\X

4 }#RS232

HIB  Connect To RS232

Elfin-EE10
Connect To Power

Elfin-EE10
RS232

E(helme(

Input; 5. lliVl)(‘r_nl‘,w '

3.2. Serial Port Configuration

3.3.1. Serial port tool:SecureCRT
Download address:

http://www.hi-flying.com/index.php?route=download/category&path=1 4

s B
Unzip the file and find the following icon, ‘fj ik scae e Open and click quick

connect button to create connection.

http://www.iotworkshop.com 9 Copyright © 2013 . All rights reserved
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not connected - SecureCRT

File Edit View Options Transfer Script Tools Help

R 7] ] | QAN EEES | &HT 2

| | Quick Connect |

| »

3.3.2. Serial Parameter Configuration

Protocol:Serial

Port:Check PC device management, port number should be shown like this figure

Baud rate:115200

47§ &0 (COM 1 LPT)
-7 BE=0 oMy

Data bit:8
Parity check:None
Stop bit:1
Flow control:NONE(Please remove “v" in front of RTS/CTS)
Quick Connect | e S
Fort: Come - Flow Contrel
Baud rate: DDTHDSR
|| RTS/CTS
AR e [ | 0K/ XOFF
DSh-:-w quick conmect on star Save Sess10n
Dpen in a tahb
[ Conmect ] [ Cancel ]
10 Copyright © 2013 . All rights
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4. IOTSERVICE INTRODUCTION

4.1. Main Page Introduction

B When it starts, it will show the scanned products in the local area network

or remote device in user account. The scan service can be begun or stopped.

&Y 1L.O.T Service

- X
Management (M) | Setting (C) Help (H) - ey
Begin service Cirl-B
Slon Sermcel Cirles Config Status ‘u’irPath Connected
R ting Ctrl-E Hress HostMame 1P Position VirPath Status SW Ver
Device Status Cl-T - |1336|Eport-EE10 |192.168.83.107 |Local Online [1.32.4
VirPath Ctrl-K
Exit Ctrl-Q
T

B Check or set the selected device parameters(or double click the selected
device)

¥ LO.T Service

- X
Management (M) | Sctting (C) Help (H) Bl ==

Begin Service Ctrl-B
Stop Service Cirl-5 @ Config Status VirPath Connected

Device Setting Ctrl-E ss| HostMame P Position VirPath Status SW Ver
Device Status Crl-T Eport-EE10  |192.168.83.107 |Local | Online |1.32.4
VirPath Crl-K

Exit Ctrl-Q

B VirPath:Virtual serial setting and virtual throughput function. See examples
for more detailed usage.

¥ 1.O.T Service — *
Management (M) | Setting (C) Help (H) Bl =
Begin Service Ctrl-B
Stop Service Cirl-S Config Status @ VirPath Connected
Device Setting Ctrl-E Hress| HostName P Position VirPath Status SW Ver
Device Status Ctrl-T 1236 |Eport-EE10 192.168.83.107 |Local Online [1.32.4
|virPath Ctrl-K
Exit Ctrl-Q
I
B Setting:Tool setting.
& 1L.O.T Service — b4
Management (M) | Setting (C) | Help (H) Bl =
Software Setting Cirl-M
Serial Conf|  pefault Setting Cirl-D  F VirPath Connected
Add Device Ctrl- — -
SN|DevType| MA| ot 3 P Paosition VirPath Status SW Ver
ileEi0 |acgl—roacast vean 166.83.107 |Local Online |1.32.4
Firmware Setting
[0 Auto Start
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1Y Software Setting

x
Remote Access Communication
Remote Access Enable: |Enab|e |v| VirPath UDP Pork 28087
Service Id: |L-e539-11e8-832b-3151a083?c4d| VCOM Parameter Synch: =
I0TBridge Server Addr: bridge.iotworkshop.com: 42839 VCOM Frame Time [ms): 50
Others
EMail Alarm Language: English =
; Start up to Tray: M
EMail Alarm Enable: Disable |v| -=
Auto Upgrade: =
SMTP Address:
SMTP Port:
. Mew Ver: 2.3.41
EMail Account:
EMail Password:
EMail Send List (eg. a@a.com;b@b.com):
‘ Confirm ‘ Cancel |

B Remote Access Enable:Enable/Disable our remotely control function,
IOTBridge server is used for P2P device management and data transfer if

enable.

@ Service Id: This id is used for IOTBridge to distinguish different user
device. Recommend to write write User Id in device side, it will
automatically bound device to account, otherwise, need manually
bound. See I0TBridge chapter for details to get Service Id and User Id.
IOTBridge Server Addr:Show IOTBridge server information.

B Communication:Virtual Path Communication relevant setting. Normally
keep default.

*

B Email Alarm:Alarm when device offline.
B Others:Other settings.

*
*
*
*

Language:Chinese or English.
Start up to Tray:Minimize to pallets at startup
Auto Upgrade:Auto upgrade.

Upgrade:click to upgrade when tools have new version.

B Default Setting:Restore tool setting to default.

http://www.iotworkshop.com 12 Copyright © 2013 . All rights
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X

Bl ==

Connected

SW Ver
1324

¥ LO.T Service

Setting (C)

Management (M) Help (H)

Serial Con

SN|DevType
1|EE10

Software Setting Ctrl-M
Default Setting  Ctrl-D
Add Device Ctrl-
BroadCast Scan

E VirPath

1P
.168.83.107

Status
Online

A Position VirPath

ACC

Local

Firmware Setting

0 Auto Start

B Add Device:Add remote device under Service Id(The User Id should first be
written via Cli SYS/UserlD command), if IOTService locally scan find device, it

will be added automatically.

&Y 1L.OT Service

X

Management (M) | Setting (C) | Help (H) “ =5
Software Setting Ctrl-M
Serial Confl  pefault Setting  Cirl-D F VirPath Connected
| Add Device il | _ ,
SN| Deviype| MA| TG 1P Paosition VirPath Status SW Ver
1EE10 |acgl —o2east sean 168.83.107 |Local Online |1.32.4
Firmware Setting
0 Auto Start
'-‘-_% O.T Service — =
Management (M) Setting (C) Help (H) “ =y
Add Device b4
Serial Config | MAC Address Delete Connected
FOFEGE111122 Delete
SN|DevType| MAC Addres| Status SW Ver
1/EE10 ACCF2320123 Online [1.32.4
2|EE11 98D8635904D) Online [1.34.3
) | N
MAC Addr.. |FOFEGB111122 Add
| Confirm | | Close |

B BroadCast Scan:Send 255.255.255.255 broadcast packet to search device.
This is useful when forgot device static IP. Ex, in subnet mask 255.255.255.0
device set to 192.168.84.XXX, but router is 192.168.83.XX, use this broadcast
scan to search device and modify device IP to 192.168.83.XXX, then the device
will show in the IOTService main page.

¥ LO.T Service

Management (M)

Setting (C) | Help (H)

Serial Conf|

Software Setting Ctrl-M

E VirPath

X

Bl ==
Connected

Firmware Setting

Default Setting  Ctrl-D
Add Device Ctrl- — -
SN| DevType| MA T e P Paosition VirPath Status SW Ver
1EE10  |accl feree = J 16883107 |Local Online [1.32.4

0 Auto Start

http://www.iotworkshop.com
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£ 1.0.T Service — x
Management (M} Setting (C} Help (H) - 2304
Serial Config Config Status VirPath @ Connected

&Y Fast Setting 4
SN| Devape| MAC Address | HostMame | 1P | Pasitig
MAC Addr... ACCF23201236
& BroadCast Scan
DHCP: |Disable |v|
= DevType MAC Address P
! EEID SErElls 15216884, 10 P Address: |192.168.84.107 192. 168. 83. 107
Mask: |255.255.255.0 |
Gate Way: [10.10.100.254,,192. 168.83.1 |
DNS: 223555 |
Confirm Cancel

B Scan List: If there is multiple router connected, PC and device may not in

the same LAN, use this function for single scan.

£ LO.T Service

Management (M)

Setting (C) | Help (H)

Serial Conf|

Software Setting Ctrl-M

E VirPath

X

Bl ==
Connected

Default Setting  Cirl-D
Add Device Ctrl-1 — -
SN|DevType| MA| e & 1P Paosition VirPath Status SW Ver
111111 |acc| —road-ast sean 10421092 |Remote Online [1.34.8
2|HFa624 |acC| Firmware Setting 104.210.92  |Remote Online [1.63.1e
3|HF2411_[262( ["ScanList Setting 104.25431  [Remote Offline [1.2.2i
4[HF2111A[3000 —————" 1368108  |Remote Offline |2.0.2d KAS 4
£ 1.0.T Service — x
Management (M) Setting (C) Help (H) - [
Seral Conﬁg [ [ [ T @u' Dl Connected
¥ Scanlist Setting b4
SN| DevType| MAC SW Ver
1111111 |ACCF2 1.34.8
2[HF9624 |ACCF2]| Scan List: 1.63.1e
3[HF2411 [26204( 1.2.2i
alHF2111A]30003] [192.168.2.1 ~10,192.168.3.5 2.0.2d KAS 4
e.g. 192.168.2.1~10,192.168.3.10
B Firware Setting:OTA upgrade device, more details in the following chapter.

¥ 1.O.T Service

Management (M)

Setting (C) | Help (H)

Serial Conf]

Software Setting Ctrl-M

E VirPath

X

Bl ==

Connected

Default Setting  Ctrl-D
Add Device Cirl-1 — -
SN|DevType| MA e et 1P Pasition VirPath Status SW Ver
1|EE10 |aCC] 020 -as ~ean 68.83.107 |Local Online [1.32.4

I Firmware Setting

0 Auto Start

m  Serial Config:Config device via UART, only support AT command

device(G10, G11, G12, EG10, EG11, EG40, EG41, G43, HF2111A, HF2411). Cli
command device is not supported to use this.

http://www.iotworkshop.com
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Management (M) Setting (C) Help (H) - =]
/- " r n
\@ Serial Config Config Status VirPath Connected
SMN|DevType| MAC Address| HostName P Position VirPath Status SW Ver

1(EE10 ACCF23201236 [Eport-EE10 192.168.83.107  |Local 1111/Connect Online |1.32.4

£ 1.0.T Service Serial - [m] be

Open COM Auto Getln CMD Quit CMD Reload Restart Upgrade Read Device Write Device Batch Set

COM: |mm‘v‘ Baudrﬁla:‘115200|v| DalaBils: Pamy: smpms:

rDUT Para
UART Para

UART No: [ ]=] saudrate: [57600  [w] Data Bit= e stop Bits: [1|v]
Flow Contral: = UART Protocal:
HeartBeat Time: HeartBeat Serial: I_l ‘

"DC Serial Para ‘

SOCKET
oz S— - T
Server Addr: Server Port:
Connect Mode: l:lj Burst Time:
HeartBeat Time: HeartBeat Serial: l:l

RegitMode: [ ]| Regist Cod
banTag [ || ataTegcode

SIM Para
IMEI: ICCID:
Others

ModuleSN: Welcome: HostName:
APM: l:E APN User: APN Passw... |

o= ]| ‘

m  VirPath:The virtual channel, virtual serial port information. Show status.
£ 1LO.T Service _ %

Management (M) Setting (C) Help (H) - iz

Serial Config Canfig Status VirPath Connected
P

SM|DevType| MAC Address| HostMame Position VirPath Status SW Ver
1/EE10 ACCF23201236 [Eport-EE10 192.168.83.107  |Local 1111/Connect Online |1.32.4
£¥ VirPath List - X
Vircom:1111 Routuart, Connected
COM1
ACCF23201236 -
RXGOTX:0 <M
B Connected:the status of connecting to our IOTBridge server.
¥ 1.O.T Service — *
Management (M) Setting (C) Help (H) - =y
Serial Config @ Config Status VirPath Connected
SN |Devlype| MAC Address | HostName IP Pasition VirPath Status SW Ver
1|EE10 ACCF23201236 |[Eport-EE10 192.168.83.107 |Local 1111/Connect Online [1.32.4
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B DeviceType:device name. This name can be changed by cli command
(SYS/Customerld)

B Position:Show device position.

B VirPath:Show virtual path status.

& 1.O.T Service — >
Management (M) Setting (C) Help (H) “ [25r
Serial Config Config Status VirPath Connected
SM|Devlype| MAC Address| HostMame IP Position VirPath Status SW Ver I

TIEETO  |ACCF23201236 |Eport- 108.83.107  [Local T11/Connect Online [1.32.4

4.2. Device Status Interface

B Device Status:Indicates the device information, including software version,
network, serial port and socket communication status.

® Reload button:Restore parameter to the factory parameter.

® Restart button:Restart product

® Edit button:Enter into parameter setting interface

¥ Device Status e
System Network SOCKET
HostMame: Eport-EE10 SOCKET Name:
DHCP: Disable Protocol: UDP-CLIENT
IP Address: 192.168.83.107 Status: Disconnect
Mask: 255.255.255.0 Server IP: 192.168.83.106
Gate Way: 192.168.83.1 Recv Bytes: 0 Recv Frames: 0
MAC Address: ACCF23201236 Send Bytes: 0 Send Frames: 0
Product I1D: EE10 . .
UART Fail Bytes: 0 Fail Frames: 0
Software Version: 1.324
RTC Time: NTP Disabled Config: 115200,8,1,NONE
Up Time: 0-Day 1:1:57
Recv Bytes: 0 Recv Frames: 0 Reload
Total Free Memory: 19144

Send Bytes: 0 Send Frames: 0 Edit

Max Block Size: 15152 . . Restart
2 Hlock size Fail Bytes: 0 Fail Frames: 0 ==t

http://www.iotworkshop.com 16 Copyright © 2013 . All rights
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4.3. Edit Page

¥ Device Setting x
System SOCKET
User: | pdmin] SOCKET Name:
Password: | admin| Protocol: | -]
HostName: | Eport-EE10) Server Addr:

Disable |~

Server Port:

IP Address: | 192.168.83.107|
Local Port:
Mask: | 255.255.255.0| ,
Keep Alive:
Gate Way: | 192,168.83.1|
Time Out:
DNS: | 223.5.5.5]
Rout: | | |
UART
Buffer Size:

Eenlrae 115200 |~ | NewSOCKET | [ SOCKET Del |
Data Bits: |3—|T|
: Confirm Cancel
Stop Bits: |:|E| | | | |
Parity: NONE - | Export | | VirPath |
Flow Contral: : | Import | | Detail |

Buffer Size: | 5_|2| | F-Set Update | | F-Set Clear |
€ New SOCKET: Create new SOCKET.
& SOCKET Del: Delete current SOCKET
€ Confirm: Confirm modified parameter
€ Cancel: Exit edit page
& Export: Export current config file. This file can be used to config

another device.

€ Import: Import config file.

€ VirPath: Set virtual path function, the following chapter will describe
this function.

€ Detail: More advanced parameter settings.
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¥ Setup Detail X
System UART SOCKET
BB | | v 1] | sockeTNome:
R 7 UART Protocol: NONE |~ Security: [Disable  [+]
. Security Key:
Telnet Echo: [Erable [=] | | Frame Length: LYY
Frame Time:
Embedded Web: :
Cornact Mod: r—
Web Port: 80 .
BonE Stop Serial: |
- ag Start:
NTE: [Disable [~] Heartficat: T
Tag End:
NTP Server: HeartBeat Time:
SW Flow Control: [Disable [~]
NTP Por: Disable [2] | | p1omriteat Sora [-]
R Yo Regist Mode: [Bissble T~
Xoff Regist Code: |:|
WiFi Roaming Cli Getln: : Max Client NumMax ...
WiFi Roaming: l:D Serial-String: 44
Scan RSS! Threshold: Ciplaahnes _ 30
Gap Time: 50
Connect RSSI Threshold:
Comsem ] e ] o]

® Edit Script: HIS script function. See following for more detail.

http://www.hi-flying.com/download-center-1/application-notes-1/download-item-his-script
&Y Edit Script >

Load Script

Update Script

Delete Script

Read Script Para

Add Script Para

Confirm

Close

€ F-Set Update: Set the current parameters as factory setting, when do
reload operation, restore to this saved setting.
& F-Set Clear: Clear the factory setting, when do reload operation,
restore to the default factory setting.
Notes:.
Some device has hardware protect DIP switch(HF5111A/HF5111B/HF2211),

when the protect DIP switch is set to
forbidden.

on” , then some setting of the tools is
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4.4. Test CASE

44.1. EVK Test Topology

IP:192.168.83.1
——

Ethernet Cable
wireless *- A

1P:192.168.83.106 W Ethernet

S IP:192.168.83.107

g
i
¢

remT—vTy

SecureCRT _/

I0TService

4.4.2. TCP Server Test
Step 1: Open TCP&UDP test tool and build TCP connection as following steps.

B Products provides with a built TCP server (Port 8899)
m  TCP&UDP test tool can be downloaded from website:
® http://www.hi-flying.com/index.php?route=download/category&
path=1 4
B DestlP: Destination IP address

B Port: Destination Port

¥ TCPRIUDP-Debug - O b

& CreateServer | 38 StariServer 3 @ | 58 Connect 52 | % DisconnAll | 3% DeleteConn §8 2 H
Operate(@) Vi Windows(W) Help(H) Language
Properties 3 x

[ B Server Mode Create Connection

DestIP: |192. 168.83. 107 Port: |8899

LocalFort (% futo @ Sl:uec:ial‘1001

[~ AutoConn:

[T Send When Conn:

Create I Cancel |

Step 2: Click Connect to build TCP connection.
B After build successfully, the left arrow will turn to green.
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= TLFSEULFIND, LR - [ 1924108835, 1U/10g4Y]

CJCreateConnn ﬁCreateSewer "5 StartServer H (%]

Operate(0) View(V) Windows(W) Help(H] Languag
Properties B x /m
E|!I Client Mode ——

{ > 192.168.83.107:8899

E

de

Category

=) Connection

Loion Seripts

= Terminal

-} Enulation

! Modes

- Enacs

: Mapped Keys

Advanced
(=] Appearance

Window

Log File

= Printing

|192. 165. 83. 107 |
DestFort: |3899 |

-
[T LocalFort "

|4001
Type ITCP - I

[~ AtuoConn

Eve ID 8

[~ AutoSend

Eve ID ms

Serial Options

Flow Contrel

coMs
115200 D DIR/DSR
[Ogrs/ers
g [ xon/xorr
None
1
Serial break IE———%- milliseconds

Step 4: Transmit data between TCP tool and serial port tool.

¥ TCPaUDPE 192, 99] - O s

12} CreateCannn & CreateServer | 32 Siariterier 38 @ | 28 Connect %8 | % DisconnAll | 3% DeleteConn &% | [@ | 2 ]

Operate(Q) View() Windows(W) Help(H) Language X
Properties 1 % | % 192.168.83.107:8899 AP =
=M Client Mode
e DestIF: [ |

i [ 192.168.83.107:8899 |192 55 55 107 Send Wil e - S
- Server Mode [ Send Hex | Send File[ Sepdeerved \Claar | Dptionl Broadlption
DestPort G599 1
™ LocalPort Socket Send —— \
I4001 serial-comd - SecureCRT
Tupe |rce j' Fle Edit View Options Yransfer Script Tools Wir
= AtuDoConn Pa= B 21 ¥ Enter host <AltRR= EEWE=N: . WN= WAy
E I 8 -
e serial-com4 x]
T AutoSend [ B [
— LI 35| ¢ By 3 socket send
Eve |0 ns
Filter by session name <Alt.. £
i t | i
LEcommes Rec StopSho v Sessions ~
Count SerelT E 10.10.100.254
Send l—‘” [ S [ 10.10.100.254-2323
UART Send = 18.108.28.112
Reov |34 E 192.168.0.1
g 192.168.1.208
Clear |

UART Send

Send Speed(B/S): O
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4.43. TCP Client Test

Step 1: Open TCP&UDP test tool and build TCP connection as following steps.
B local IP: PC IP address. Do not select it, tool will automatically
recognize PC IP.
B Local Port: TCP Server port number

¥ TCPAUDPIRATE -0
: 2] CreateConnn _| 3B StartServer B @ | 58 Connect 52 | 5 DisconnAll | 3% DeleteConn &8 | [@ | B !

EOperate(Q} View(N] Windows(W] Help(H) Language

Properties ¥ x

------ B Client Mode

Create Server

[~ Local IllD_ 10. 100, 103

|LocalPort EEEE] |
[~ Eve I30 (s} Disconmect A1l

Create I Cancel |

Step 2: Click StartServer to launch PC TCP Server function
B After created successfully, the icon has the following changes.
¥ TCPRUDPIETE

i 2} CreateCannn & CreateServer | 38 StagServer 3 @ | 28 Connect 22 | 8 DisconnAll | 52 DeleteConn 82 | [@ | 2

Operate(Q) View() Windows(\W) 4
Properties 1 x
B Client Mode
B Server Mode
38 Local(192.168.83.106)

90

Step 3:0Open IOTService tool and create socket to connect tool as following step.
B Socket Name: Socket name can be set randomly (differ from other
sockets), maximum 5 sockets.
B Protocol: Select TCP-Client
m  Server Addr: Server IP address, fill in the above PC IP
m  Server Port: Server port number, fill in the above PC port (9999)
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¥ Uevice Setting X | New SOCKET X
r System SOCKET Basic Detail
. SOCKET Name: netp. - e — dient Security: Disable ]
Pessword: admin Protocol: TCP-SERVER | v ] Security Key: | |
EooreEETOl Protocol: TCP-CLIENT |~
HostName: | EportEE1() Server Addr: f Connect Mode: [Aways ]
DHCP: Disabl Server Addr: 192.168.83.10¢] )
pissble [x] | | orerpor Stop seris | |
P Address: 192.168.82.107] :
Lo Per Serverpor 9 | | et T E—
Mask: 255.255.255.0) :
Keep Alive: Local Port: I [ I
Gate Way: 192.168.83.1 )
= Keep Alive: 60 ,7
DNs: 223.55.5) )
L — I —
rUART
Buffer Size: Rout I
Buffer Size: 512
. GEEs [ Newsocker 7] | sockeTpel | \
' [ confirm
Stop Bits: 1 -
r— None 7] [ Export | VirPath |
I it Detail
Flow Control: Db [=] | || e | | = |
A =7 | Fsetupdate | [ FsetClear |

Step 4: Transmit data between TCP tool and serial port tool

%TC3&L,3-T E - [192.168.83.11 — O *
.:_‘CreateConnn @CreateSewer 38 s erver 38 €3 | 58 Connect §B | % Disconnall %Delete(:onn % @ 2 =z
Operate(Q) View(¥) Windows(W) Help(H) Language x

Properties R X | % 192.168.83.107:8007 b=
Client Mode
Stop |

DestIF: Send [~ AtuoSend Eve |100
Server Mods [192 165 &5, 107 i
B3 Local(192.168.83.106):9999 [~ Send Hex [~ Send Fil

Received aar | Dptionl Eroadlption I

B> 192.168.82.107:8007 DestFort; [FO07 O
[¥ LocalFort Socket Se \
IQQQQ serial-com4 - SecureCRT
Type ITCP vl File Edit View Options Trafkfer Script Tools Windo
[T AtucConn Pz 51 €1 ¥ Enter host <Alt+R= EENFEY: = 1
Eve ID s | \I&[ial—comzt xl
[V AntoSend LI 3 ¥ B . Socket send
Eve I44144200 ms Filter by session name <Alt... o]
w Sessions ~
Count Fee Stopd = 10.10.100.254
Zend [ Savel 3 10.10.100.254-2323

ID
UART Send I 18.108.28.112
Reer | [ 192.168.0.1

[ 192.168.1.208

Clear | 3 192.188.1.28

[ 102 1A8 100 254

Default ~ W +++ & a G STA @ WSSSID g WSKEY 9.

W

UART Send

Send Speed(B/S}): 0

4.4.4. TCP Client Connect to Remote Test Server
Step 1: Open I[OTService and create TCP client socket, HF test server:
test.server.iotworkshop.com, TCP port: 404325, UDP port: 40431
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& Device Setting | £ New SOCKET
[ System [ SOCKET Basi  Detail
e N— ] (PSR el | P——— o P R—
et ol e [FcPseRVER [ =] Security Keys | I
[ eponeem)| Protocol: TCP-CLENT [ +]
HosNome: | EportEEl0) Server Addr: / Connect Mode: Aways ]
DHCP: Disabl Server Addr:  #st.server.iotworkshop.con] )
Dissble 13] | | e pore il ECT |
1P Address: 192,168.83.107] s Port: 40432
Local Port: 8g e HeartBeat [Disable  [+]
Mask: 255.255.255.0) .
Keep Alive: Local Part: [ of e B ]
Gate Way: 192.168.83.1 ' i
Time Out: et o | [V Serial:
DNs: 223555 )
e Time Out
rUART
Buffer Size: =
Buffer Size:
Pt 5200 [+] [ Newsocker /] [ sockeTpel | \
' [ confim
Stop Bits: 1 -
Parity: NONE - | Sport | [ vipath |
I rt Detail
Flow Control: Disable |+ | ZE | | = ‘
A GH [ Esetupdate | [ FsSetClear |

Step 2: Device status page to confirm if server is connected

¥ Device Status

X
r System r Network r SOCKET
HostMame: Eport-EE10 SOCKET MName: TCP client |w
DHCP: Disable Protocol: TCP-CLIENT
IP Address: 192.168.83.107 Status: Connected
Mask: 255.255.255.0 Server IP: 115.29.164.59
Gate Way: 192.168.83.1 Recv Bytes: 0 Recv Frames: 0
MAC Address: ACCF23201236 Send Bytes: 10 Send Frames: 1
Product ID: EEIC ~UART Fail Bytes: 0 Fail Frames: 0

Software Version: 1.324

RTC Time:

NTP Disabled
=anie Config: 115200,8,1,NONE
Up Time: 0-Day 1:33:33

Recv Bytes: 44 Recv Frames: 7 Reload
Total Free Memory: 18352 sloa

Send Bytes: 67 Send Frames: 8 Edit

Max Block Size: 5356 , , [ Restat |
ax plock size, Fail Bytes: 0 Fail Frames: 0 ==

Step 3: Serial port sends “Send to HF TEST Server” and the server will respond
with the same data. The UART tools shows the server feedback packet.

serial-com4 - SecureCRT

file Edit View Options Transfer Script Tools Window Help

%= 3 &1 8 Enter host <Alt+R- Lnd S Y @
IVseriaI—comd- x]

S =) ¥ By . Send to HF TEST Server
Filter by session name <Alt.. £

v Sessions [
[ 10.10.100.254
E 10.10.100.254-2323
[ 18.108.28.112
E 192.168.0.1
[ 192.168.1.208
E 192.168.1.28

[ 107 1/A8 10N 254

Default = @ +++ @a @ STA @ WSSSID ) WSKEY @ AT+Z @@ AT+CGSN @ DEVICE (@ PRODUCT @ +++a |

L

Send to HF TEST Serwver
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4.5. VIRTUAL Path Function

The virtual path uses the serial port or the network way to transfer the data locally or remotely.
The two methods are introduced.

45.1. Virtual Com Local Network Communication
Virtual com is used for communication from PC COM to device COM. Use the
following topology for test.

1P:192.168.83.1
ﬁ_

Ethernet Cable
Wireless %— A
IP:192.168.83.106 e Ethernet
S — = IP:192.168.83.107

e : . Effin-EE10
32

SecureCRT _/ TRl

\RSZ?:Z

10TService

Step 1: Open IOTService Tool and create virtual com as follows:
Add Vpath: Add the virtual path.

VCOM Name: Virtual COM name. it should be unique.
Serial Port: Virtual COM serial number.

B Rout: The data transfer route after receiving from virtual COM, usually
is sent to hardware uart, but can also be set to other created socket.

L < e
System SOCKET
Uzer admin] || SOCKET Name: TCP client | 7]
£ Virpath Edit s admin|
: {Virtrrosgh | voerh Ress it admin Protocol: TCPCLENT ||
Vircom | VirThrougl VPath D2D -
i HostName: EportE10] | | o\ Addr:  estaerveriotworkshop
VCoM1 DHCP: Disable |+ . . yTyen
erver Port: 3
T IP Address: 192.168.83.107 o | .
ocal Port:
Mask: 255.255.255.0| — m
N eep Alive:
Gate Way: 192.168,83.1|
e Time Out: [ 0
DNS: 223.5.5.5) )
Rout: uart
UART M
Buffer Size: [ 512
] Cancel UART No:
it o0 = [ Newsocker | [ sockerpel |
Data Bits: a bl
B Stop Bits: ’1—['i ‘ Confirm | Cancel |
¢ I - n
Add VPath Close P Tone  [=]  T—teer [ Viath |
Flow Cantrak Disable |~ [__tmport [ Dewi |
‘ F-Set Update | Feset Clear |

Buffer Size: 512

Step 2: Check status in the VirPath menu. It shows connection status and data
transfer status. Click the red button to delete the virtual COM.
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£ 1.0.T Service

Management (M) Setting (C)

Help (H)

X

Bl

Serial Config @ Config Status VirPath Connected
SN|DevType| MAC Address | HostName P 1 Position VirPath Status SW Ver
1|EE10 ACCF23201236 |[Eport-EE10 192.168.83.'07 Local VCOM1/Connect Cnline [1.32.4
¥ VirPath List ‘ X
Vircom:VCOM1 Rout:uart,Connected
[
ACCF23201236  COM!
RX:0,TX:0
The virtual COM will occupy one Socket resource.
¥ Device Setting >
r System rSOCKET
User: admin
| | SOCKET Name: yeomi |
Password: | admin| VCOM1
Protocol: |
—|TCP client
. Eport-EET10
HostMame: | P | Server Addr: netp
pble 7]
Server Port:
IP Address: | 192,168.83.107|
Local Port:
Mask: | 255.255.255.0) ,
Keep Alive:
Gate Way: | 192.168.83.1
Time Out:
DNS: | 223.5.5.5|
Rout: | |
rUART
Buffer Size:
S G0 |+ | NewSOCKET | | SOCKET Del |
Step 3: Open serial port tool and set virtual port baud rate.
serial-com1 - SecureCRT — O X
Fle Edit View Options Transfer Script Tools Window Help
%= B &1 ¥ Enter host <Alt+R= EEREEN: = | % @
| + serial-com1 x] 4 B
A [ E | & B ; Session Options - serial-com1 X 2
Filter by session name <Ak... O
O 192.168.100254  ~ || =2=00%: I
[ 192.168.82.103 ' Connection Serial Options
— L Acti
£ 192.168.83.105 5:?;? o The port may be manually entered or selected from the list.
E 192.168.83.110 v 55H2 Port; COM1 FabulaTedh Virtugl Serial Port
[ 192.168.83.124 Advanced
= ftp.hi-flying.com ~ Terminal Bakiiales FE‘W contral
— i DTR /DS
@ fip.hi-flying.com (1) v Emu:h:n Data bits: 3 =P
a odes [CrrsjcTs
3 mac_192.168.1.201 Emacs e None v
3 serial-com1 Mapped Keys - L] xonjxorr
3 serial-com10 Advanced S g -
3 serial-com26 v Appf:i;adr;cwe Marme of pipe:
3 serial-com28 Log File
[ serial-com3 Printing Serial break length: | 100 2 miliseconds
[ serial-com4 hd X[Y[Zmodem hd
File Transfes
Default - @ +++ @a @S] T e |AT+MODE
Advanced .7
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Device supports VCOM parameter synchronize function, if virtual COM UART
parameters changed, the hardware device baud rate also changed. This function
can be disabled.

& 1.O.T Service — =
Management (M} Setting (C) Help (H) - 20
Serial Config @ Config Status VirPath Connected

SN|DevType| MAC Address| HostName P Position VirPath Status SW Ver
1|EE10 ACCF23201236 |Eport-EET0 192.168.83.107 |Local VCOM1/Connect Online [1.32.4
&Y Software Setting b4
r Remote Access r Communication
Remote Access Enable: |Enable |v| VirPath UDP Port: 28987 |
Service Id: |-e639-11¢8-882b-315120887c4d| VCOM Parameter Synch: [Enable ||
I0OTBridge Server Addr: bridge.iotworkshop.com:49839 VCOM Frame Time (ms): |50

Step 4:Send and receive data

@) serial-com1 - SecureCRT - o x|g
Ele Edit View Options Iransfer Script Tools Window Help File Edit View Options Transfer Script Tools Window Help

RIR ost <AltiR .Y NN b - B F G D e hest <R B o RES 8K

T | serial-com1 x 4 o serial comd x 4
SR & %5 n | f 50 To VIRTAL TRT -

Fiter by session name <Al 5

192168100254 A

o 192.168.82.108
W 192.168.82.105
o 192.168.83.110
19216863124
= i
W fip.hi-fiying.com (1)
B rmac_192:168.1.201
e

15216883110
19216883124

e
W serial-com26
B seriol-com28
T cerial-comd
[ serigl-comd.
Default = M+

B sarial-com3
[ serisl-comd

9 STA @ WSSSID

EY @AT+Z @AT+CGSN i DEVICE @ PRODUCT i +++a @ AT+RIGD) Defauks v @ +++ W @STA @BWSSSID @WSKEY @AT+Z @RAT+COSN @ DEVICE @ PRODUCT i +++5 @ AT+MODE

Note: If the virtual COM does not work, chck the COM status. If not shown in the list.
o EEEEE — O X
IEE)  EBfEA) =BV EEE)
= | FE HE B EX®
w i LAPTOP-EQBPU2UU ~
» =@ IDE ATASATAPI =EIE
> [0 SIMATIC NET
> § USB ESHEES
> Iy ==2RE
> [ wEs
b REEIEGNER
> G TREESIS
> 1= FTHIRE
> i it

w = FLPTL
ﬁ FabulaTech Virtual Serial Port Contral (COMZ20) I

& USB Serial Port (COM11)
f§ USB Serial Port (COM3)
f§ USB Serial Port (COM4)

Enable it in the service as following picture.
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& HRnee
EEEEGE T4E BeR FSw b
BRG] e am ez HBE »onn
b & HEnERE Ex
| ] = i Mo Virtual Serial Port Control =n sz BRny PR BR GE GERR
BT DEN). ‘-;f -~ service G Telephony = R
[l = Y ] Fvspesre
BRI DR i REmex — = B B ol
P 0 e EFHES 7 E. Famk. w82 [ szan Virtal Seral Port Contral sevice
2 onEan FeanEs ard and Handuriting Panel 5... FE. TaME. SmEs
##0) -t = Hi-Flying Virtual Serial Port Control senvice
ESEM) g
i S
=R \ Eﬁﬂ";—'ﬁ‘“ Hi-Flying Virtual Serial Port TS
Cantrol senvice -
& waEr—_ | CAWindows\system32\fivspesrsee
\ smﬂy = =
v =0T
B Ly P RR
Emnaza{ TSRS,
ERBIME
nz ik =

4.5.2. Virtual COM Remote Communication
The following device is in the remote environment and UART connect to PC, the
two PC can also send/receive packet to each other via virtual COM.

\\ o~ 1P:192.168.83.1

Ethernet Cable

TCP&UDPDbg

o Ethernet
|0TService 1P:192.168.83.107

Step 1: Bound device to IOTBridge account. Refer to IOTBridge chapter for detail.

&Y 1L.O.T Service — 4
Management (M) Setting (C) Help (H) “ =23
Serial Config Config Status VirPath Connected

SN|DevType{ MAC Address| HostName 1P Position VirPath Status SW Ver
1[EE1D ACCF23201236 |Eport-EE10 180.164.18.226  |Remote Online |1.32.4 -

Step 4:Create Virtual Com. The setting is the same as previous.
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& £} Device Setting
=
= | system ~SOCKET
Leer SOCKET Name: TP dient | 7]
& VirPath Edit X et

Protocol: __TCP-CLIENT -
o Eport-EE10) -
HostName: # Server Addr: ltest.serveriotworksho

IVCOM1 DHCP: Disabl
o0 | Dissble =] | | govecpore [ aon
1 IP Address: 192.168.83.107
R BT

Mask: 255.255.255.0|
e ] S T
DNS: 223.5.5.5

Vircom | VirThrough | VPath D2D ‘

Local Port: [ 0
Keep Alive: 60)
Time Out: 0

Rout:

Rout: uart n

L [ Buffer Size: [ 512
. i | ———r— UART Nos [osers T+]

AN e o0 v [ Newsocker | [ sockerpel |

= Data Bits: la—m

Stop Bits: ,1—m ‘ Confirm | | Cancel |
Add VPath Close Parity: |NONE |v[ } Expor I { VirPath ‘
Flow Controk [Gissble ] | | L dmeott | [ Dewi ]
Buffer Size: ’7512| ‘ F-Set Update I | F-Set Clear |
Step 3: It show VCOM1/Connect, means virtual COM works OK.
£ 1.OT Service -
Management (M) Setting (C) Help (H) - ==y
Serial Config @ Config Status VirPath Connected
SN|DevType| MAC Address| HostName 1P Position VirPath Status SW Ver
1|EE10 ACCF23201236 |Eport-EE10 180.164.18.226 |Remote 'COM1/Connect Online |1.32.4 ]
Step 4: Sending and receiving serial port data
I secil-com1 - SecureCAT - o x|m
Ele Edit Wiew Options Iramsfer Script Tools Window Help Fle Edit View Options Transfer Seript Tools Window Help
.Y MEN- LN NN B TR, erver vost <aiR Bt s SEE 8 M
it % D sl coma x o
= [SEND TO VIRTUAL UARTL ~ © [SEND TO VIRTUAL UARTI 4 -
Fier by csion ame <A1 D] r
192168100254 A
SETE -
W 192.168.83.110 W 192.168.83.124
B kpi-flying.com
B fphiflying.com (1)
& e
[ serisl-com10
B seiabcom2s & miorcones
B serial-com28 W serisl-com3
W ceriak-comd [ serisl-comd
@ serial-comd. Ll v v

Default = @ +++ Mha @STA @ WSSSID EY @AT:Z @AT+CGSN i DEVICE @ PRODUCT i +++a @ AT+RIGD) Defouk v @ +++ M @STA @BWSSSID @WSKEY @AT+Z @RAT+COSN @ DEVICE @ PRODUCT i +++5 i AT+MODE

Send commands to ac

SEND TO HARDWARE UART 4 - FEND TO VIRTUAL URTL
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4.5.3. Virtual Through Local Communication
Virtual Through can use TCP or UDP method to transfer data with device. (While

virtual COM use serial COM)

1P:192.168.83.1

Wireless

=
IP:192.168.83.106 W‘/

SecureCRT

10TService

ﬁ_

Ethernet Cable

Ve

’ \RSBZ—/

Ethernet

IP:192.168.83.107

Elfin-EE10

Step 1: Open IOTService tools, follow the following steps to create virtual

through path.

B VTH Name: The name of virtual through, must be unique.

B Protocol: TCP Server, TCP Client or UDP.

B Server Addr: PC itself IP for TCP Server. Destination IP for TCP Client and

UDP.
B Server Port: Server Port.

B Rout: Packet destination route, usually is UART, can also set to other Socket

created in device.

2 X h:.e >
-
— System
§ | User:
&} VirPath Edit é Pasaword:
[ Vircom [ VirThroug VPath D2D ;
L ! E | HostName:
VTH Name: [vTHROU £ | DHCP:
\ IP Address:
Protocol:
Mask:
Server Addr:
Gate Way:
Server Port: [8899 | LocalPort: DNS:
Rout: I -uArT
UART No:
| | Baudrate:
U3
]
F Stop Bits:
1 Add VPath ] I Close Parity:

Flow Control:

Buffer Size:

SOCKET
"7"‘1"""7 SOCKET Name: neto | v]
‘ Scemin Protocol: [tcp-server [+
‘ Eport EE10 Server Addr:
Disable |w
- s Server Port:
[ 192.168.83.107 _—
Local Port: | 8899|
[ 255.255.255.0 ) :
= ————— Keep Alive: [ e
192.168.83.1) ;
= Time Out: [ 0|
Rout: uart N
. 5 Buffer Size: [ 512|
e B [ New sockeT SOCKET Del |
[8 [~]
[ - i Confirm Cancel
Fore Tw] | | [pen VirPath
[Brable v [ Import Detail
u |}
[ s | F-Set Update F-Set Clear

1
|
|
|

Step 2: Check the created Virtual Through information. It created it TCP Server with

port number 8899.
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£ 1.O.T Service — X
Management (M} Setting (C) Help (H) - =g
Serial Config @ Config Status VirPath Connected
SM| DevTypel MAC Address| HostName 1P Position VirPath Status SW Ver J
1/EE10 ACCF23201236|Eport-EET0 192.168.83.1( Local VTHROUTH/Connect Online |1.32.4 |~ |
2[HF2411 26204020 &% vipoth Lict % 050
3|HF2411 2620402 = [0.50
4HF24T1 126204059 \/jrPath:VTHROUTH Routuart,Connected = L
5/HF2411 |2620400] ==l 1.8b I
6[HF2411 [26204001 ACCF23201236 ;i%iiragmussgg l0.50
7|HF2411 |26204054, e 10.50

Step 3: PC create a TCP client, connect Virtual Through, set destination PC IP and
port 8899, then send packet to UART.

% TCPE&UDPH L - [192.168.83. 8899] — O >
=] CreateConnn & CreateServer | 32 StariServer 32 @3 | 2 Connect 32 | 5 DisconnAll | 3€ DeleteConn &% | [@ | & =
Operate(Q) View(\V) Windows(W] Help(H) Language x

Properties 2 % | 7% 192.168.83.106:8899 b=

=M Client Mode

b 192.168.82.106:8899 WesHes Send [~ AtucSend Eve IIUD ms Send I Stop |

192, 1658, 83. 106
B Server Mode I I” Send Hex [~ Send File[™ Send

Clesr | Option Broadlption
DestFort: I8899 | |

I Looalport VIETUAL THROUTH — \
ac or
I4DDI
serial-comd - SecureCRT
Type ITCP v[
Fle Edit View Options Tragsfer Script Tools Window
Bl .
= % fe- T &1 X Enter host <Alt+R EERREN: =
Eve 8
[ AutoSend - | rial-com4 xl
- ID— s L300 4= ¥ Ba 3 [ [VIRTUAL THROUTH
= Filter by session name <Alt.. ¥eo]
Mimeomeot | T @ioicesin A
B I Sere I 192.168.83.105

UART SERD [ 192.166.83.124
3 ftp.hi-flying.com

- | 3 ftp.hi-flying.com (1)
v

& mac_192.168.1.201

= P

Default ~ W +++ G a G STA ) WSSSID g WSKEY @A

Send |45 [ 192.168.83.110
IID

Reov

\

UART SEND

Send Speed(B/S): 0
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4.5.4. Virtual Through Remote Communication
The following test case is in remote environment, the PC can create virtual through

path to transfer data with remote PC.

~~ 1P:192.168.83.1

5
4 \
N\
& Ethernet Cable

TCP&UDPDbg
; Ethernet
I0TService I1P:192.168.83.107
Step 1: Bound the device to IOTBrdige account.
¥ 1.O.T Service — >
Management (M) Setting (C) Help (H) “ Rz
Serial Config Config Status VirPath Connected
SN|DevType| MAC Address| HostMame IP Pasition VirPath Status SW Ver |
1|EE10 ACCF23201236|Eport-EE10 180.164.18.226 |Remote CLIENT/Connect Online |1.32.4 -

Step 2: Create the Virtual Through Path as following . Create a TCP Client and fill in
the TCP Server information created by the TCP&UDP tools (PC IP 172.20.10.2 and
port 1234)

Suctam . =QOCKET

L2 BN

£ VirPath Edit X
[ Vircom | VirThrough | VPath D2D

VClient ]

VTH Name:

Protocol: |ITCP-CLIENT

Server Addr:

Local Port:

Server Port:

Rout: juart

Cancel

Add VPath || Close

e e———T Y
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¥ TCP&UDP-Debug — 0 *

: 2] CreateCaonnn | 3B StartServer 38 €@ | 38 Connect 32 | 3 DisconnAll | 3% DeleteConn &8 | | B

EOperate{Q} View(V) Windows(W) Help(H) Language

-M Client Mode
-M Server Mode

Step 3: Check Virtual Path Status.
£ 1.0.T Service — x

Management (M} Setting (C) Help (H)

Serial Config @ Config . Status VirPath @ Connected
I3

;| | SN|DevType) MAC Address| HostName Pasition VirPath Status SW Ver
I 1|EE10 ACCF23201236|Eport-EE10 180.164.18.226 |Remote WVCLIENT/Connect Online |1.32.4 =
j 2|HF2411 |2620402 £ VirPath List X .50
I 3|HF2411 |2620402 050
4|HF2411 |2620405 - — P50
C Routwart, Connected i
SliFoa11 (26204007 VirPath:VCLIENT , & 3 =
I 6|HF2411 (26204008 AccF23201236 TCP_CLIENT,172.20.10.2,1234 D50
7|HF2411 [26204059 [EEIER D.50
¥ TCPRIUDPIERTE - [172.20.10.2:59143] — O hd
i 2} CreateConnn & CreateServer | 3% StariServer 38 @3 | 52 Connect 32 | 8 DisconnAll | 3% DeleteConn &% | | & l
Operate(0) View(N) Windows(W) Help(H) Language x

% 172.20.10.2:59143 4 x
DestIF: Send [~ AtuoSend Eve IIUU me Send I Stop I

172, 20.10.2
I I” Send Hex [ Send File[ Send Received

Clear | Option Broadlption
TestFort: |59143 I I
I¥ LocalPort
|1234
Type ITCP VI

Step 4: Data transfer.

3£ TCPRUDPIEETE - [172.20.10.2:59143 — O b4
i 2} CreateConnn & CreateServer | 3£ Stariterver 3 @) | 58 Connect 58 | E8 DisconnAll | 3% DeleteConn &% | - H
Operate(Q) View(\) Windows(W) Help(H) Language x

Properties 7 x W 172.20.10.2:59143 4 b 53
| Server Mode Mo Send [~ AtuoSend Eve IIDD ms Send | Stop |

: 172, 20.10.2 .
E-38 Local(172.20.10.2):1234 I [7 Send Hex [~ Send File[” =

Tved | . :
Clear | Option Broadlpt
(- P 172.20.10.2:59143 DestPort: I59143 \1 | | e e
' ' [F LocalPort Client Send—"" \

1234 serial-com4 - SecureCRT
T lﬁ File Edit View Options

ransfer Script Tools Wind

mT Ta- Bl §1 ¥ Enter host <Al EEWEY: - A= |
Eve IU s Wy serial-com4  x l
[ hatcSend LI ¥ By ‘ Tient send
Eve M ms Filter by session name <Alt... £
3 192.168.83.103 ~

jdas StopSh [ 192.168.83.105
C t f—
s T [ SarelL I 192.168.83.110
eI 22
T [ 192.168.83.1
Recw IID

Clear |

Cen commands to active session
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4.6. D2D Function

D2D is the used for device to device transmission via IOTBridge.

&2 VirPat ist X

¥ VirPath Edit

r Vircom |/ VirThrough | VPath D20

D20 Mame: |

Select Dew:

Confirm Cancel

| _m— e ey

Add VPath Close

—

= Lo B ) T T

See following for this test case.
http://www.hi-flying.com/download-center-1/application-notes-1/download-item-industry-prod
ucts-application-manual-20190528
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5. IOTBRIDGE ALARM FUNCTION

5.1. Set IOTBridge Parameters

rRemote Access
Remaote Access Enable: Enable -
|OTBridge Server Addr: |bridge.intwnrkshnp.cnm |
Senvice Id: |5—?b5?—11e?—aﬁaﬂ—b?585b134|::b1|
Senice Mame: |ru11; Senvice |

5.2. Set Mail Information

When I0TBridge find device is off line, it will auto send mail to the mail address.

~EMail Alarm
EMail Alarm Enable: ‘Enable |v‘
SMTP Address: |smtp.hi—ﬂying.u:om |
SMTP Port 25 |
EMail Account: |\,ruhui_g0ng@hi—ﬂ\,ring.com |

EMail Password: |)00000004 |

EMail Send List (eg. a@a.com;b@b.com):

yuhui_gong@hi-flying.com; |

Example:

10TService Alarm, Servid=43d7412a-1457-11e7-b385-8f5e7d048f71

I10TService
& yuhui_gong@hi-flying.com
Ef#EMN: 10TService <yuhui_gong@hi-flying.com>
A yuhui_gong@hi-flying.com <yuhui_gong @hi-flying.com>
BifE: 201754824 (E—) 18:49
e 575 B

Device (FOFEGB38765C) is offline!
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6. IOTBRIDGE CLOUD

IOT Bridge cloud is for customer to check device status in its account and used for
remote setting and data transfer with IOTService tools. The user guide is as
following.

Step 1:Open http://www.hi-flying.com/, click Cloud to login

€ 3> C OF=e|N aw B 8 :

1OTModule 10T Device  Support  Resource  News  Company  Cloud

Step 3: Fill in the personal information.

« ¢ @ F&=2 | bridgeiotworkshop com, o v B 8
il ] " I oo & Ex v EnmE @ 2uesiR O sema ) AAA

REGISTER

ACCOUNt Setting  less st yout mabar nwms and e fo o

Essential Info Plasse input the trus infoematicn

Step 4: After login, add a Service ID, this Service ID is used for IOTService tools.

€ & © O F=2| bridgeiotworkshop.com * B 0O
# z & ax § EEss @ ncezA O smEm O AR

Step 5: Fill Service ID in I0TService.
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¥ Software Setting s
rRemote Access r Communication
Remote Access Enable: |Enable |v| VirPath UDP Port: 28087
Service Id: |}{-d5ce-11e€—8462—8f0601569412 VCOM Parameter Synch: =
|0TBridge Server Addr: bridge.iotworkshop.com:49899 VCOM Frame Time (ms): 50
- Others
~EMail Alarm Language: English =
p Start up to Tray: m
EMail Alarm Enable: Disable |v| -=
Auto Upgrade: =
SMTP Address:
SMTP Port:
i New Ver: 2.4.03
EMail Account:
. u d
EMail Password:

Step 6: Add device into IOTService. The device must be online once before. If not,
better to fill in the UserID at device side, it will automatically bound to account
if got online.
&Y 1LOT Service — b4

Management (M) | Setting (C) | Help (H) Bl =

Software Setting Ctrl-M
Serial Confl  pefault Setting  Cirl-D F VirPath Connected

Add Device il | _ ,
SN| Deviype| MA| TS 1P Paosition VirPath Status SW Ver
1EE10 |acgl —o2east sean 168.83.107 |Local Online |1.32.4
Firmware Setting
0 Auto Start
£ 1.0.7 Service — x
Management (M) Setting (C) Help (H) - =y
Add Device b4
Serial Config ] MAC Address Delete Connected
FOFEGE111122 Delete

SN|DevType| MAC Addres| Status SW Ver
1|EE10 ACCF23201234 Online |1.32.4
2|EE11 98DBE635204D) Online |1.34.3

N
MAC Addr.. |FOFEGB111122 Add

| Confirm | | Close

Step 7: For once online device, the device already bound to account after Step 6,
UserID does not need to be written in. For mass production, better use this way to

bound. Give this information to us, we can also support to write it before shipment.
Copy User ID.
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<« C @ F==% | bridge.iotworkshop.com/userld.html * e :
A pri I e oW EE ¢ EEnE @ uckETR Q aZuEm 6 AR
* e e 1O Bridge yuhui_gong English v
[ My UserlD
My UserlD UserD:
b7e0c45c-d5ce-11e8-8462-d50f7b3148d3
Dear users, each user has only one UserKey, the UserKey is used to identify the device in the LO.T Bridge system belongs to you,
UART send "+++" to enter CLI command mode.
Serial-COM12 - SecureCRT == ]
MR REE =EV) EmOo) fEmM BEES) IR #EEH)
HEE L E 0% I B @ _
| Serial-coOM12
L
W +++ | a W ND.. @ WS.. @ AT+Z @ W show WEE @ o Defal -
I
] Serial: COM12 1, 1 247, 80%] VT100 #ZE5 %=

Input "SYS" to enter SYS directory, and then input UserID XXXX to fill User ID into
device. (Note case sensitive)

Serial-COM12 - SecureCRT

= En
X wEE) ZEV) EHO) &M BFRS IBL #=E:EH)

HDIRER AR B’ FRY @

[ | Serial-com12 | (X
[EPORT>SYS -
EPORT/SYS>

version Auth Network Telnet web

NTP MAC JCMD NAT Ping

ProductID CustomerID Userip cfgProtect Factorycfg

script Quit

EPORT/SYS>UserID

EPORT/SYS>UserID f4d3df3b-7b52—11e7—a6a0-ef6fe07b78c1<

SET-0K

EPORT/SYS>|

Step 8 :The device will be shown in IOTBridge website.
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7. OTA UPGRADE

Step 1:Remote upgrade is using our IOTBridge cloud, download firmware from our
IOTBridge. Bound device to account as the previous steps.

Step 2:Login http://bridge.iotworkshop.com/, upload firmware in IOTBridge.

€ C A bridge.iotworkshop.com, a* 8

HF2411_V1.0.5_UPGARDE.bin Type App

Management (M) Settin.g‘(CJ Tools (T} Help (H)
~

R stop| (Orconfis , Status “-ﬁ.-” VirPath L;ﬂ' Connected
SN|DevType| MAC Address | HostName P Position VirPath State SW Ver
2|HF2211 |FOFEGBBB2ESS |Eport-HF2211 .246.121.150 |China.Jinan Offline [1.31
1|EG10 ACCF20123404 |Gport-EG10 112.“1‘35 China.Shanghai Online [1.4.11
3|G10 575023903232 |Gport-G10 122.97.1?9&{32 Remote Offline [1.03.28
DevType |Firmware ... Version | Uplnad"ﬂu@ | Firmware URL

|| Firmware Info \ X

Input URL: \_ “ Submit

Firmware Info

Firmware Name: Type:

o
DevType: Version:
Upload Time: MD5:

Firmware URL:

Descript:

nfo Close

http://www.iotworkshop.com 39 Copyright © 2013 . All rights



http://www.iotworkshop.com/
http://bridge.iotworkshop.com/

¥ L.OT Service — X
Management (M) Setting (C) Tools (T) Help (H)
Begin Stop Config =8 Status VirPath W= Connected
SN|DevType| MAC Address | HostName =« P Position VirPath State SW Ver
2|HF2211 |FOFEGBBB2EBS [Eport-HF2211 |112.246.121.150 |ChinaJinan Offline |1.31
1/EG10 ACCF20123404 |Gport-EG10 112.65.61.35 Chil i Online |1.4.11
3|G10 575023903232 |Gport-G10 122,97.179.232 [Re Offline |1.03.28
Device Table Filter
Refresh
Delete Selected Device
Upgrade Firmware Selected
Upgrade Firmware All
Upgrade Web Selected
F-Setting Local
Application
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